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VNC

Request GPS
Request injection
Recording sounds
Crypto file

Key logger

Spam SMS

Disable play protect
Lock screen

LN EWNHE

lkaspersky

ifdf({context, '
ifdf{context, "ti

sh = new
sb.append(™");
this.fddo.getClass();
sb.append("" el "
ifdf{context, “"urlInj”,

sh2.append("");
this.fdds
sh2.appe
ifdf(con

ifdf(ce

ifdf( e

ifdf( e

ifdf{con (L,
ifdf({context,
ifdf(context,
ifdf({context,
ifdf(context,
ifdf({context,
ifdf({context,
ifdf{context, "g
ifdf({context, "da

sh.toString());

Source: Kaspersky Threat Intelligence
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protected void onHandleIntent(Intent intent) {

%5@7 A% 57'_ Cint cint;

/mnt str; | |
this.ifdf = this.fddo.fddo(this, ' us"y;

/rnc)urwt this.f266for = this.fddo.fddo(this, "key™):

/SdCaI’d file = new (" /mnt"Y;

/Storage file2 = new

file3 new

filed = new

A S S R try {
= - — this.fddo.fddo("Cryptolo
L -U_ Ly l'7 T/ fddo(Envircnment.g
this.fddo.fddo("C

I catch | unused)

-

.
LN
=
(]

e
Fea £l
[n L]
] =

o
T oo
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Source: Kaspersky Threat Intelligence
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check-cast
invoke-virtual
move-result-object

iput-object
if-eqz
invoke-virtual
move-result-object
const-string
invoke-static
new-instance
invoke-direct
const-string
iput-object
const-string
const/4
const/4

invoke

move-r¢

const-

if-eqz
iget-object
iget-object
invoke-static

lkaspersky

v0, <t: TelephonyManager>
{v0}, <ref TelephonyManager.getNetworkOperatorName () imp.
vo

.<init>() n__init_@V>

v3, vi, stru_B8FFC
v0, loc_1BCCA

{v0}, <ref String.toLowerCase() imp. @ _def_String_toLowey

vo
v3, aThisAsJavalang_1
{v0, v3)}, <void i.c(ref, ref) i_cQRVLL>
v3, <t: n>
{v3)}, <void n.<init>() n__init_Q@V>
v4, empty_str
v4, v3, stru_8FFC
v5, aNtt
vé, 2
V7
<boolean j.l(ref, ref, boolean,

v5, loc_1BB7E

v0, this, Loader$el$a_a

v0, v0, Loader$el_a

{v0, v8)}, <ref Loader.access$getUrlFromHttp (ref, ref)

new-array
new-instance
const-string
const-string
const-string
invoke-direct
aput-object

g
invoke-direct
aput-object
new-instance
const-string
const-string
const-string
invoke-direct
const/4
aput-cbject
new-instance
const-string
const-string
const-string
invoke-direct
const/4
aput-cbject
new-instance
const-string
const-string
const-string
invoke-direct
const/4
aput-object
new-instance
const-string
const-string
const-string
invoke-direct
const/4
aput-object
new-instance
const-string
const-string
const-string
invoke-direct

vl,
vl,
v3,
v3,
ve,
{v1,
v3,
vl,
vl,
v3,
v5,
v6,

vl,
vl,
v3,
v6,
v7T,
(v,
v5,
vl,
vl,
v5,
v,
v,
{vi,

v2, <t: Loader$c[]>
<t: Loader$c>
aJpCoSmbcDirect
aHttpsWwwPinter_ 1
aSmbcOATI

v6, v7, v8), <veoid
vd, v3

<t . __Losdanie
aJpCoRakutenBan
aHttpsWwwPinter_6
aRtbkOATI

v5, v6, vT), <void
vd, vl

<t: LoaderS$c>
aJpMufgBkApplis
aHttpsWwwPinter_8
aMufgOULfjAL

, v3, v5, v6)}, <void

2

vd, v3

<t: Loader$c>
aJpCoJapannetba
aHttpsWwwPinter 7
aJnbONAI

v3, v5, w6}, <void
3

vd, v3

<t: Loader$c>
aJpCoNetbkSmart
aHttpsWwwPinter_2
aSbiOSbiAI

w3, v5, v6)}, <void
4

vd, v3

<t: Loader$c>
aJpJapanpostJpB
aHttpsWwwPinter_ 2
aJppostOUAI

v5, v6, v7}, <veid
5

vd, v3

<t: LoaderS$c>
aJpCoJibunbankJ
aHttpsWwwPinter
aJibunONAI

v5, v6, v7}, <void

LoaderS$c,

LoaderS$c.

Loader$c.

Loader$c.

Loader$c.

LoaderS$c,

Loader$c.

<init> (ref,

<init> (ref, ref,

<init> (ref,

<init> (ref,

<init> (ref,

<init> (ref,

<init> (ref,
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private final w

/\\\“/7 PT:V\/F\ this.

1. sendSms s

2. setWifi t]'ii;:

3. ic;coknt this.

4. OC th::lS. 0 : I:th::lf;: : ,
5. be S o
6. setForward this.

7. getForward .y

8. hasPkg chic

9. setRingerMode this.

10. setRecEnable oy

11. reqState this.

12. showHome this.

13. getnpki s

14. http

15. onRecordAction

16. call

17. get_apps

18. ping

19. getPhoneState

SLTy hh— R, G#I. fEEERT.
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BA%Z2T19U LOE/ g’ FE’JL;

BEROBITOT7 7V r—>av&apn—Fa—

aput—-ockbject
nat /16
net—string
aput—-ockbject
const/16
const—string
aput—-ockbject
const/16
const—atring

apuf ocbject

net—string
aput—-ocbject

nst/16

MeT—8tring
aput—-ockject
const,/16
const—atring

lkaspersky

aJpJpCohecnbank

wil, wl

0xTE

aJpJpCoMetbkHtm
vl

aJpJpCoRakutenB

wil, wl

aJpJpCoSevenban
wil, wl

0xTE
aJpJpCosSmbeDire
wh, wl

0=xTF
aJpJpMufgBkAppl

k

Source: Kaspersky Threat Intelligence
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1)y TiR— KLEDBitcoin7 KL X %
& H ) Bitcoin 7 I~ I/ZI‘ =2 ZHEY

public final void -.-r.F'r1‘11.=r_-.-[1.1|:|[r'|.=ru,n:n, ()1
clipboardManager = this.clipboardManager;
5 = clipboardManager.getPrimaryClip().getItemAt{d).getText().toString{);

if{({s.startswWith( 11 && s.length{) = 25 && !'s.contains( } 1] (s.startsWithi 1) && s.length{) = 25 &&

il

clipboardManager.setPrimaryClip( newPlainText |

P I

GLOBAL_ACTION BACK TR%2HRA2 > #2
EETE 2 & T, BEIMICR— LB !

lkaspersky

Source: Kaspersky Threat Intelligence






Oz

e MMETT — XD AT EE L TRAMERIC
H 5. Banking Trojanld Z 1 IZ /& L THEMN

-5/ﬁA717%%\%E%¥v5U — D EREN.
REBEDT7RLRZEZTHBZ B3E, BRAKA
ETEERDIR %ﬁ,f%:mtf’cmi@“

lkaspersky




AT

@ x4

e OS/V 7 Yz T7DT7 Yy 7TT—F
e Email/SMS/DM L% 5
« MR —RFNE ZERFIEDER
« DNSEREHIE L LWHFERR
« X2 T4 BBDITRTOMEREE BN
¢« ENANIBKEDT—REHE/NNY I T TEIT

lkaspersky




BB

lkaspersky

HMAEHARNRILZRF —

i //
ORRRLLLL /Y 171 4

’

Y t:::\:\\\

SWE LT

i H\ P \\\\:\::\:\\ \\\\\ /
A A "ty
et L e
\ ; e .;\\\\\\\\‘\\::\:\Q\ \\\\\ g . g
? A oy :
’ ?:.i\\\\\\\\\\\\:\\\\\s \\\\ ; y \ &
e?? ’
oyt srettiny, /
e ", / ’
. \?I.\\:\\:\:::\\3\\\ \\\ .4 9 \a
) RN
::::l\:\\s\::22\
.::::IZ::\\::\Se ‘%1
0, R gy
‘9 K )
\ :::::\:25\\\\\ :
::;\\\\\\\\\:\\\ \é\ \ ‘
\:\\\\\\\\\ \\\\\\
\S\ 1 ’

HY) B

b}



