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 Definition:
- BNIBIERZHIFRIT D
- HEY:
- BEEIEIRODIREE
o 445K
« T—INTLR(CHIFFETND
- BIBR UTSIBFRID DS
« Use Cases:
o EIRELE, BERZMOER. MERIEH R E
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 Definition:

- BNEHRZ BEEXFY([CESHR D
* Purpose:

- RBHRZ(EODESDNYRAITSD

- Key Features:
- HIBRSNIZEB DA BRME(CIR D
- IR MBEANBHRZRED

« Use Cases:
- ERIREA. HERIBHRIAE




Truncation
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- Definition:
.« BEBERD—Ef ST

» Purpose:

» MAR(FIR LT X FENIBIRZIRET D

- Key Features:

s BRI NFHNER (FPOXRE)
« TS5A)\ > — EFEEDINS >R

» Use Cases:
- K&, L2y b H—RE

=



Randomization
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 Definition:

s SAALRYFINEEZTIRR D
» Purpose:

« RAEIE(ICERIETD

« Key Features:
« TTDT—S EBEHTRUN
« TTDT —FZHERTEIRLN
« Use Cases:
- BHERERT—4. BER{LENeT A NT—4

=



Named/numbered replacement
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» Definition:
. BEANBHRESANILICEHET S
» Purpose:

- AlBIRZERUICERFT—IZERILTD
« Key Features:

- —BUDHDdIINID
- ER(LSNIZIBIRDIEBIIN O] EE

In

-—

-—

e e



Pseudonymization

S

» Definition:

c KNDFT—FZENDIFVNWFZ—FT—HCESHR

« Purpose:
« 54 )\ — EFUEEZ ML

- Key Features:
- —EBMN DD . AR IEAFR]RE

=
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Haylor Swift is singing in a concert in - this coming December. 1
Person Location Time

s X—)LOEE |Gz - DFEIT D
- KB, A—=JL)7 KLU X, 1EPh. etc..

« A—)LODE NIB¥rREE (CARIR

N

- EBEFRIFMBOFE
» Rule-based.
- Machine Learning.
» Deep Learning.
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- Examples of Key Entities:

- K&

« X—JL77 KL X

- EFR

s BihET

- St

- JL>wv bI—RE
- HtEH
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Small Language Model &(X?
BFFEDHIRICHFHEUTIZESTIL

« PIRWVINS A =S —;
- STEOX MWDK TED

» Use Cases:
« X—)LDO3%E. U7)LSFA LUIE

- Examples:
- Bert, GPT-2 Small, DistilBERT, XLM-RoBERTa
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Small Language ModelZ{#H btﬁlﬁﬁiﬁmtg

» Definition:

- Zfl. P, B EDBEBRIEZHMET D

* Purpose:

s INSIREFTILTERICENBEROHME &

- Approach:

c INESIRETILEE

BERFHMEY AT

of

2ibZ1T>

(CFine-tune9 3

- B NBEHRZ#HN TS DLDICETILZFEEBTD

- X—)LERILDEFTILE U TER
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Small Language ModelOWL\W&C 5

o LIBEHIEL

» BE CU IV A LTRERCAIE (C i

n-I_%: A I\h\"ﬂiﬁb \:
o INEIRT)NA ZADWIRND Y — X TENMERTEE

« FEMNSIXT(THEEUPTLN:
o X— )L (T8 E UT=fine-tuned > D29 ()
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Small Language ModelDIRF}

- B=ENIESNS:
EMIEERIPRT BOEET

s FBEDEVNSNUTT IR
 MREFIBEI BC>ETEAESNIUTFENET —IHBE,
AFTTPWB3DEFEFAEICKE,

* ¥FEDHS X IN\DFHE:
« BFEDSI XD (CFine-tune=NTLNBD T, AL

- Examples:
« RXDA—)LTHIEHRONARZELD Z(FITHE LR
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Small Language ModelZ{# 5 15H

- Real-Time Processing:
« UPILIA LADEZIEER(CT —HZHMH T DY AT (CERIE

* Resource Constraints:
« J\— RO T7POFEICHIENDDIGEICER)

- High

-Volume Data:

F DM TRV ARRIRIGAST — 52T DI5E (CB%)

* &S




5. Large Language Model
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T | IlLarge Language Model & (3

« MHED/ NS A -5 —"THERK

- Understand:
- M E

c MW= 77> R

- Examples:
-« GPT-4
 LLama
e Claude 3
« Gemini
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- IEFEINSCAMDIE AR

» LLM(IHEZBIR(CHF U CRIESIRPOMIIARIETHEHETED

- 12T SERDIERE:
- RUXEDEMIGRADSH D A —ILOEZL(CER)

cBRAIR T A - bADBEG:

- HBIE. ERBIRECIRDS T ERATIRA —) L& 3N (CUIEA] e
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Large Language ModelDIR5F+ L__

* High Computational Costs:
- SHRNERT BICFAMMEI/\— R DT 77 EVUY - AR E

 Slower Processing Times:
« RIURIRT — S DEZCICIFUIRRFEAR <D

* Risk of Overfitting:
« FTUWT = POZRIDEN (IS T DI (CIEE/ A fine-tuningh i E

» Risk of Hallucination:
« JULSR—2 a3 FEIIRVWEDRNEERTO> T MOERRMNIE
« LLM(Z I <(CZN D (FVEEAER DL
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MR T WVDERIL:
- IR RIRPRHESBESOIRS (T8

- BEU\XE:
c ROWX—=)LPOXECXHUTERD

- FERT—IMNPRNES:
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Prompt Engineering
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Prompt Engineering& (3

» Definition:

s MUWMERMNMBE I ESNDBESICAIET LI U TDOANZEETT D
* Purpose:

- EFIILOR D EEERE L

- Key Elements:
- BRHEIRIE =
« AR &R

- Benefits:
c FBEDME E. HHDODHRIILA X




S

Prompt Engineering®D3F X

» Basic Prompt

* One-5Shot Learning

* Few-5hot Learning

» Task-Specific Prompting
* Role Prompting

* Chain of Thought (COT)

!
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Basic Prompt

» Definition:

- HIIMERZETILICERD
* Purpose:

« IRDEFT T IEBICHDRETRIRR N AT A EH5X3
- Example:

[ AT OXEMNSEANBIRZEHBE U T IZSL]
- Key Elements:
- BIEH TR
c OEDDYRDICER=ED
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One-Shot Learning
« Definition:
- EFILICH UL TIDR FHIESZ S

* Purpose:
- R/I\EDT—INSEF)ILEZNRBILEESD




One-Shot Learning #l L_—
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UTOXEDEANRHRZERELTSIEEL: 'LH
ABBDEFRIIRFEEBXTY" - '[WE]DEFR

(&[#EE] T

I ZE (B

ABE EDERIAFH. HONEDITINEY, NDEEMBEDOFTMHEHIAHF. HOHNESTETNET,
HEOHREEZEEBRUET, HBEDMEIEBRUET,
TEREICHPH4A0kgZIRIESETUVEIREF T,  TaEICHP S0k TR TS B TUVEIZEET,
T100-0004 T [F%E]

RRSBTFREXAFH-THI&E2S R ey i

Vade Japantkdia=tt 1 S (AR A

EHY R AR

11A1HFRIROEIE ERDET,

11A13HFRIHFRDRIEFELEDFT, F2 < BEOLELET.
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S

Few-Shot Learning
« Definition:
C EFILICH U TERORI R B EE S

* Purpose:
« BTSRRI RITINIMETDLDICTS
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Task-Specific Prompting: Q&A Type

» Definition:
 BTEOBRILEICENE TAHRIYAIALIETO>T
* Purpose:

- ENBHRHL(CFHEUCER ZESH T
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Task-Specific Prompting
You are expert in Japanese Language and expert in PII detection. |
Instructions: L]
- Your task is extracting the PII information.

- Only use the information provided in the text, do not make any assumptions or add
additional details.

- What are the names of the people mentioned in the text
- What are the addresses mentioned in the text?

- What are the prefectures mentioned? Names of People:
85 EEAR _ EZE% %B%
| m— |
MBS EIBOT(TEIAFH. HONEDSTETNET, HYEOHEREEEERUETD,
TEAFICHEF40kgE X T B TULVEREET, - )/?\ 42%
T100-0004
RRBTRARAFH-TEIH2S - %
Vade Japantki{att
IS Addresses:
118 13BFFIHRDRE ERDET, — T /L — — kv 72 |
Prefectures:

P =il
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Role Prompting L::

 Definition:
cAIlICIZEIVCEHAZ5 X370 w0

* Purpose:
o AINNIRICE D TTHRZEMR T DLDICTD
« Examples:

o Imagine you are lawyer. Explain Basic steps involved in filing

lawsuit.
o You are a financial advisor. Provide advice on budgeting.

- Benefits:
o BFIIR I X T F U AICE > TEEREZIRT,
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Chain of Thought (CoT)

 Definition:
o Rz BRI (CITHh DT I

* Purpose:

O NFICHEMIPAXD(CH U CHBZREIC L, IEEXRZ LTS

- Benefits:

FEERD QD

oSN CHRSEDTETIS—MRDL
o HEIDAT Y I ZIBFETED

o HEFRDEIEWZ R DT I <D, JO2T hMEIELPT RS
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CoT - /4l L::

- CotDixWNIZE:
o If 5 people each have 7 apples, how many apples are there in total?

o Output: "There are 35 apples.”

- CoTh' ' BIHZE:
o If 5 people each have 7 apples, how many apples are there in total?
Let's think through this step by step.

o Output: "Each person has 7 apples. There are 5 people,
so 5 x 7 = 35. Therefore, there are 35 apples in total.”

n
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Why Use Prompt Engineering?

- Guides the Model:
MEFEDARINICTA—INRASEDBCETEDKIVERNED

- Flexible and Adaptable:
- SFTEDRNIBIRZIHE T DIRERATRI R D (CHEISTED

« Improves Results:
« BRMEASHNIIRD TS —HED
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Example Email

B EFEER

HNDS EEIEEZHRAWEIESE., MICHDNESTETNE
a_o

DS IR DEEFIASH T ITE U,
BHIAHWZIZE. HORESITETNEHUE.

ERIAZS: 943320567164

UF. BEERDAITAETTY,

v FfEEHR

A —JLJ7 KL X yoshitaka.hirano@hornetsecurity.com
K 8 =6

SNOWIR: OB5D LUeh

#EE=: 103-0025

#HERTR : RIRED

EPf: PREXBAEF1ZHE3-11-10

E|BEES: 03-5623-2530

v HLOGmEE EEE
HLOm: IS4 4040 =88 #NEHT 118 12,000M

asT&f&%E: 12,000

v BXINNGE

BIAVAE: JLSwb—REAL
h—RoDFESE: VISA

h—RES: 4012 8888 8888 1881
h—R&E: Yoshitaka Hirano

(BEEE]
EEE] DL HR— hZ
TEL : 050-3100-1730

A0 9 1 00~18:00 (LMER-HIER-HIHNKU12H29H

~1H3H%FR<)
A=) TOHRBEE>
support@mihama.furusato-Ig.jp

n
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T 1 | Example

8y =pZ Detected Detected Detected
EIAZS S 943320567164 ‘NotDetected  [NotDetected ~ Detected
yoshitaka.hirano@hornetsecuri Detected Detected Detected
ty.com

8y =z Detected Detected Detected
V5D ELEN NotDetected  Notbetected et
103-0025 Detected Detected Detected
ERIRED Detected Detected Detected
PRXHAIEF15H]3-11-10  Detected _ Detected
03-5623-2530 Detected Detected Detected

FAAWG o]
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izl p=aii) _ Detected Detected

4012 8888 8388 1881 Detected Detected Detected

Yoshitaka Hirano _ Detected Detected

EEAT B = i R— R _ Detected Detected

support@mihama.furusato-lg.jp _— Detected

JPAAWG




LLMZtET S

PPAAWG




S

Improving LLMs

* RAG (Retrieval Augmented Generation)
o MBI SEE LTz EE > CETILODIBEEZ LTS

- LLM Adapters
o0 A AT THHME UIEshZB (Cfine-tuning 9 37O DB=T> 1 —)L
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Retrieval Augmented Generation L__
- What is RAG? P J

o Definition: s

= LLMZ5 8 DR E#EAEDE THEd F & A

Juown or.’
A21432 (éj

o Core Concept: [ 3‘5-
= B —SZRFE > T —FEWMDIAH = IEEZ
R UES Rmmr]
25 (A)ugment
\

spons
' 1dwoud

o Key Benefit:

= FEHLLMOF B B RO & IRTTE DR & D
7w TORFEDHHEDF v T Z2IBDHD T s ]

L

O PO p u | a I https://levelup.gitconnected.com/the-best-rag-
technique-yet-anthropics-contextual-retrieval-and-
hybrid-search-62320d99004e

Prompt + document

(G)enerate re nse
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Safer RAG

- IEERBIRDOEZIL TRAGELZEIED:

o Pre-processing:
* RAGOAGHN— X (CIENT DXEN SR BIRZHIPRT D

o Runtime checking:
= 27 OVICHERIBRMERICEFN TN EZHERIT D

o Output filtering:
= BDEH. FERICHBBRNSENTORVWNDZIERT D




LLM Adapters
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LLM Adapter& (3

- Definition:
 BETFEDARXTRAICKESEEST )L Zfine-tuned d3EEEZ1—)L

additive selective

- Purpose: .
- T2 ZBEFEESEI i S
YSEDEEN ZM LT E D

adapters

BitFit LN Tuning
Attention Tuning

Diff-Pruning
AttentionFusion
Fish-Mask LT-SFT

1A)° FAR

LeTS

soft prompts

~ Intrinsic-SAID " reparametrization-based

.-

J P| AAWG https://bobrupakroy.medium.com/introduction—to—the—various—types—of—adapters—in—large—language—models—llms—e9e9662f65ec |!57 |‘
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PEFT (Parameter-Efficient Fine-Tuning) L
- PEFT (Parameter-Efficient Fine-Tuning):

c EFILDINSA—F—D—8BIZITZEFI D

AEUDETED Y — ZIHVMR0N

« LoRA (Low-Rank Adaptation):

Tuning

Full Fine | O(
[ S~
|

= EF)LDOEH TR I DIz (Clow-rankiTh %= {EH
= STEDA—)\—A\vY RER/NCTD

Oz~ g;O* SE S < =-  Gradient flow @ /g\\ N\ O < - - Gradient flow
= : .:\X \ \ \ O{X‘—\/;//j/‘OQ - \ \:( O O<\\ // . - ///& W\ ) //O< \ O
O‘( \\Dé;:\:\ \ \O‘// 3 O‘ : Q network O/ \O// \\O/// O/ O LoRA layer‘s
' » LoRA Fine o
https://blog.dailydoseofds.com/p/full-model-fine-tuning-vs-lora-vs Tunins ()

<—— No gradient flow

O Full pre-trained
network
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A—=)LDE#AIETDLLM Adapter®OFIA

» Purpose:
o A—)LDBENBERZERILT DIEHICHRAINAXTD

- Benefits:
o/ I\ EDFE CREBELIBEZ LITACENTES

0 jﬁj LRI CTFBIED L TEFE T —YADEANEHRZ 7
(CINR D

-1 )7
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= Yall.)

« A=) SHEEHR7Z EX D BR <
AN

=]

A

T

|
CETA=I)ILFT—IER T |——

SRR ORUl ClE#Hkim:

HTES

- Small Language Model(33E(L ). ZUL\HY, #EfFhKE

- Large Language Modell&ELY, EUWHY. Ef@m(IEE TER
- LLMOOFBE Z £ T B
-JO>T T2
* RAG

- LLM Adapter
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