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Second Half 2023 in Review

Patch prioritization
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Second Half 2023 in Review

Patch prioritization
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Second Half 2023 in Review

APT groups
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Second Half 2023 in Review

Ransomware detections
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Second Half 2023 in Review

Botnet Resiliency
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Second Half 2023 in Review

ATT&CK sightings
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Second Half 2023 in Review

The Red Zone

Into the Red Zone

+0.5%
since 1H
2023
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Global ATT&CK Heatmap




Top ATT&CK Techniques Observed
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Top ATT&CK Techniques Observed

Via FortiNDR Cloud
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. France 909 documents pack

| am selling pack of France documents (ID Card (CNI)/Passport Photo/Scan)

Count: 909

id card scan - 390
id card photo - 284
passport scan - 120

passport photo - 115

With doc photos attached info file with email, phone and address
Source: Gun club dump
Dump's date: 19.05.2024

All text is visible and actual
Start: 5008

Step: 1005

Blitz: 50005

PPS: 24h
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OLYMPIC GAMES PARIS 2024 PROMOTION
Turkish Lottery Promotion Centre

06520 Balgat / Istanbul Turkey.

Dear Winner,

Congratulations: This is to inform you that your email address emerged as a Winner of US$850,000.00 Dollars, (Eight hundred and fifty United States Dollars) in the upcoming
OLYMPIC GAMES PARIS 2024 PROMOTION draw held here in Istanbul Turkey through an open Computer ballot Java System. This Promotional Lottery Draw is sponsored by the
World bank,Turkish National Lottery, MICROSOFT and GOOGLE to support the upcoming OLYMPIC games in Paris, France 2024.All participants email address was automatically
gotten in the draw as MICROSOFT and GOOGLE Collected all the Valid and active domain users randomly globally for this promotion. Your email address attached to Reference
Number: OLY80010011 was luckily drawn to win you the prize in the category "A". Therefore a Pin Number has been issued for you to claim your prize. Pin code: 00

CLAIM & PAYMENT OF PRIZE

We are pleased to inform you that your prize-money has been approved. Please get in touch with your claim representative in the United Kingdom as indicated below. Your
payment file will be forwarded to the designated payment bank once he has completed processing it. The bank will then get in touch with you to arrange an immediate transfer
of your funds to any designated bank account.

CLAIM OFFICE UNITED KINGDOM;

Contact Agent: Mr. Aaron T
Contact E-mail: az @gmail.com Phone number ; +44 746t
City/Country: United Kingdom

Kindly send him the below details immediately.

1. Your Full Names:

2. Country of Origin:

3. Age:

4. Occupation:

5. Mobile Number:

6. REFERENCE NUMBER: OLY80010011

Send the above aforementioned details to make your claim. The only person you should get in touch with is (Mr. Aaron Tracey Kenneth), the agent stated above, who will give
you instructions on how to claim your prize money. To prevent duplicate claims, kindly keep your winning Reference Numbers private.

XXX

© Fortinet Inc. All Rights Reserved.
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ERRALICK DEERBRBRID—ARE

B )\ —INE

Subject: Urgent Payment Request - [Your Company]

Dear [Recipient's Mamel,

| hope this message finds you well. My name is [Your Name], and | am
have recently encountered some issues with our banking system, whic
for the invoice number [Invoice Number].

As you may know, our financial team is currently working hard to resol
processed as soon as possible. However, in order to avoid any late fee:
and assistance.

We kindly request that you make the payment for the invoice mention
are as follows:

Bank Mame: [Bank Name]

Account Name: [Your Company]
Account Number: [Account Number]
swift code: [Swift Code]
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https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/ja_jp/FortiMail-Cloud_DS.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/ja_jp/FortiMail_DS.pdf
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