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Topic 2: Periodic password changes issue
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Is It nessesary to change the password periodically for your
system that you use?
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https://www.howtogeek.com/187645/htg-explains-should-you-regularly-change-your-passwords/
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7 A NERERAAAZERT (NIST)

* NIST SP800-63: Digital Identity Guidelines
> https://pages.nist.gov/800-63-3/
> 2017/06 (CEBEEICBAT 31 51 V&= HiT

« REAEBEOH DM cHARZEIN/cC EICEEHERUSD
> NIST SP800-63B: Authentication and Llfecycle Management
> 5.1.1.2 Memorized Secret Verifiers & =
> —_ = RY /7:R : o ST Website | avout isT | [wsistaov onsithus
X717 C ' \RJ— I\KEHH EZ{EJ Digital Identity Guidelines:
& j(% < ﬁﬁb‘ 5;“,(7; Now Available

SP 800-63-3 SP 800-63A SP 800-63B SP 800-63C
Digital Identity Guidelines Enrollment & dentity Procfing huthentica cycle Federation & Assertions
anagement
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REHBEINIZ NIST DIRX(ET3

NIST sentence point of which it has been widely reported by mass media

5.1.1.2 Memorized Secret Verifiers ( Ik#)

Verifiers SHOULD NOT impose other composition rules (e.qg., requiring mixtures
of different character types or prohibiting consecutively repeated characters)
for memorized secrets. Verifiers SHOULD NOT require memorized secrets to be

changed arbitrarily (e.g., periodically). However, verifiers SHALL force a change

if there is evidence of compromise of the authenticator.

o FERJL—IVEREH LILODMEZ L L) (SHOULD NOT)
« ZBESAZVIZEMEHULOVDMEZ LU (SHOULD NOT)
« ULNA\L., SHESNCEHIN S 3 HE (IR EZE8G IS (SHALL)
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Standards concerning periodic password changes
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(NISC)

(Ministry of Internal
Affairs and
Communications)

(Ministry of Economy,
Trade and Industry)

JIS
(Japanese Industrial
Standards)

IS4\ —V—D
(Privacy Mark System)

PCI DSS

(Payment Card Industry
Data Security Standard)
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https://www.nisc.go.jp/security-site/handbook/

EROZOHOEHERCZF 1V T Y1~
http://www.soumu.go.jp/main_sosiki/joho_tsusin/
security/business/staff/01.html

BHReFa1) 7 EBEEE
http://www.meti.go.jp/policy/netsecurity/is-
kansa/

JISQ 27002:2014 WA — 2+ 1 U 7 « £l — 1BIR
1V T+ BEFEODEEDTHDIEE
http://www.jisc.go.jp/

JISQ 15001:2006 ZER—X(C LTz AN IBHIRE Y R
IRV I RTLAERBEDIZHDH 1 RS1 Y 82K
https://privacymark.jp/system/quideline/
outline.html

PCI DSS v3.2.1
https://ja.pcisecuritystandards.org/minisite/env2/
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Requlations and references reqgarding periodic password changes
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Source text from NIST (abstract)

5.1.1.1 Memorized Secret Authenticators

Memorized secrets SHALL be at least 8 characters in length if chosen by the su
bscriber. Memorized secrets chosen randomly by the CSP or verifier SHALL be
at least 6 characters in length and MAY be entirely numeric. If the CSP or verifi
er disallows a chosen memorized secret based on its appearance on a blacklist o
f compromised values, the subscriber SHALL be required to choose a different
memorized secret. No other complexity requirements for memorized secrets SH

OULD be imposed.

« I—YHHBRETBIHGEFRE 8 XFEIAF (SHALL)

« BEENS VI LICHRET BHSIIFRE 6 XFEITAE (SHALL)
FEEF TETRL) (MAY)

- BEBHINCZEEDE OIZHZE>RIDIFICTANE (SHALL)

« MBICEHTZERTSIDIEEFL <L (No ~ SHOULD)
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WEINZ 51.1.2 B RSN DS

The chapter 5.1.1.2 which was reported continues ...

5.1.1.2 Memorized Secret Verifiers (cont.)

Memorized secret verifiers SHALL NOT permit the subscriber to store a “hint” that is accessible toan u
nauthenticated claimant. Verifiers SHALL NOT prompt subscribers to use specific types of information
(e.g., “What was the name of your first pet?”) when choosing memorized secrets. When processing requ
ests to establish and change memorized secrets, verifiers SHALL compare the prospective secrets again
st a list that contains values known to be commonly-used, expected, or compromised. For example, the |
ist MAY include, but is not limited to:

* Passwords obtained from previous breach corpuses.

* Dictionary words.

* Repetitive or sequential characters (e.g. ‘aaaaaa’, ‘1234abcd’).

* Context-specific words, such as the name of the service, the username, and derivatives thereof.

Verifiers SHALL implement a rate-limiting mechanism that effectively limits the number of failed authe
ntication attempts that can be made on the subscriber’s account as described in Section 5.2.2.

(abbr.)

Verifiers SHOULD permit claimants to use “paste” functionality when entering a memorized secret. This
facilitates the use of password managers, which are widely used and in many cases increase the likelihoo
d that users will choose stronger memorized secrets.

(abbr.)

The salt SHALL be at least 32 bits in length and be chosen arbitrarily so as to minimize salt value collisi
ons among stored hashes.
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WEINZ 51.1.2 BICE RSN H S

The chapter 5.1.1.2 which was reported continues ... (abstract)

5.1.1.2 Memorized Secret Verifiers ( i - —2Bki%)

SRl CE Y R a5 X 3 ETILU) (SHALL NOT)
WEOEMICEYT SRENBEHES X DS TLL) (SHALL NOT)

KK EINBSEE - BEESNDIESEDI I LEHEKLUL, UTOXDEE
DIFHIET NE (SHALL)

- BEZBHINZED

- WECH > TUL\DEHEE

BOERUIGEFRMEDHBSED

- Y—EXRBEEREDRIN - 11— - FNSICPUZEE

FREFREEIC L BHIEZEEEZIT NS (SHALL)
AE—&R—XZEHFRI TS EMEZT LU (SHOULD)

7S50 VREBICHEZRDIEH salt 3. RIE 32 EwvY R T—AM/\WY
22T RZF (SHALL)

LEEFE MICTIRREY AT LANDEKDEIRE L TEVTHS
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Discussion 1

c TNV X T LVPRELU TUVSHER T/ A\ XD — R EHHREZ IF
DHBIENE(EHDEINH?

Are there any moves to stop periodic password changes
In internal systems or organizations that belong to?
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Discussion 2

s ZTEZTENRT—FREEHNICEEURZIEONRUVBHLE
(37
At all, why is it necessary that you change the password
periodically?
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Discussion 3
« _EBRFEINIDADEREE (L7
What is a concern about two-factor authentication?
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