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CSIRT

- Incident Manager

- Cybercrime Investigator

- Threat Intelligence Analyst

Analysis Theme

- 2015 ZeusVM Malware

- 2016 Gozi Malware, Rig-EK
- 2019 Cashless Payment

- 2020 Phishing
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To whom it may concern,

253 L (202246 8)

The website is located at the following address:

Address lookup < WET 1L I HA RO URL>

lookup failed presse.ci

Could not find an IP address for this domain name. For your information, the fraudulent website appears to be a forgery of this legitimate
website:
Domain Whois record sma 1
Address lookup <TE#H YA ho URL>

Queried whois.nic.ci with "presse.ci"...

lookup failed asso.ci |, . o e presse.ci Please take all necessary measures to suspend services of this fraudulent site.

Could nof| Reg}stry Domain ID: 114934TC0C§A )
Registry WHOIS Server: whois.nic.ci " . . . i
Updated Date: 2022-06-13T15:19:25.4062 We highly appreciate your cooperation on this matter.
Creation Date: 2020-04-15T22:32:58.962
Domain Whois recol Registry Expiry Date: 2023-04-15T22:32:58.1802 oy =
Registrar Registration Expiration Date: 2023-04-15T22:32:58.180% T'hank you very much. Sincerely,
Queried whois.nic.ci witHRegistrar: AFRIREGISTER

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited

Domain Name: asso.ci |Domain Status: serverHold https://icann.org/epp#serverHold FR4FE, EEFEOLH]
Registry Domain ID: 11|Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited [0 %4 F HHEFOTBAE]
Registry WHOIS Server: Reg%stry RegistrantID: 4]

Updated Date: 2022-06- : 2

Creation Date: 2020-03-10T23:29:14.455% (EpEEZSEES]

Registry Expiry Date: 2023-03-10T23:29:14.5
Registrar Registration Expiration Date: 202
Registrar: AFRIREGISTER
Domain Status: serverHold https://icann.org/epp#serverHold
Registry RegistrantID: X4pJh-XbuAo

HE43F, EEEDA LT FLA]

https://www.antiphishing.jp/report/antiphishing_guideline_2022.pdf
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CLOUDFLARE

The mechanics of a sophisticated phishing
scam and how we stopped it

@ somrowpince W Darict Stezon-Diozs @) Sourov zaman

Yahoo! JAPANAH® o=
Y’ Yahool¥avEx?
BIMIzaa

Yahoo! JAPAN
h'ed
BIMIICHIEBL TV B3t X—ILY 2+ T Yahoo! R 3ANL
PI=DBDOA=ILEPAIVHBRRENET ¥
vr roxo
YaHOO!

JAPAN

BEMEFoZOIE7E208. tFaUFsF—AICHU. 2R EBT6ADIE
£81, BARBLIUESAEOAT - M IA Y TRERTFIA MAYE-IZFT
BofzeRE L. BEEFEDLDCUTHEEBDEEESURAMEAFLED Authentication, Reporting and Conformance) | (B{TF. [DMARCI) (%3) & I3Z:F
FEZHETETLRL, T—LEBEE (VMCO) | (BT, TVMCl) (%4) CL>TRDU>HAHTT.
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