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Detecting Phishing Using Random Forest
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Supervised Machine Learning - Training
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Supervised Machine Learning - Evaluation

- Evaluate on a dataset different from the training data
- Measure metrics (FPR, precision, ...)

« Ensure non regression

Labeled Validation ML model Evalua.tmn
Data Metrics
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Supervised Machine Learning - Metrics

e FPR=FP/(FP+TN)

True Positive -
(TP) False Positive (FP)

e Recall = TP/ (TP+FN)

False Nec};atlve True Negative (TN)

(FN

e Precision =TP / (TP+FP)
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Supervised Machine Learning - Production

Unlabeled Production Performance
ML model )
Data Metrics
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- Make prediction on production data
+  Measure metrics (speed, memory usage, ...)

 Evaluation based on emails from FBL
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Phishing detection with Random Forest

Random Forest! 2 use an ensemble of Decision Trees

_ L
L I

'Breiman, L. (2001). Random Forests. Machine Learning, 45, 5-32. doi: 10.1023/A:1010933404324
" 2Doyen Sahoo, Chenghao Liu, and Steven C. H. Hoi. Malicious URL Detection using Machine Learning: A Survey. 2017. doi: 10.48550/ARXIV.1701.07179.
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Phishing detection with Random Forest

fx09092022fax81docs-1312962597.cos.ap-guangzhou.my
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No account? Create one!
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Phishing detection with Random Forest

l'llogin'll
in
subdomain

Document Number of

Size tags

Document 1 145 27 False Phishing

Document 2 801 50 True Safe

Document n 59 10 .. False Safe
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Phishing detection with Random Forest

Document Number of “Ioigr;lin"
= i subdomain
145 27

¥

Document 1 False Phishing
Document 2 801 50 True Safe
Document n 59 10 False Safe
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Phishing detection with Random Forest

"Safe" "Phishing" "Safe"
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Decision boundary

Safe 0% --- Phishing

@ Human supervision

Model outputs a "Phishing Risk” between 0% and 100%
50% ? 75% ? 90% ?
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Limitations

Random Forest in production generalizes well and gives good
results but ...

- Still some FPs, quite a lot of FNs
- Too many samples sent yearly to analysts (> 250 000)

- New supervised learning technologies seem promising
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Using Deep Learning to Improve Phishing
Detection
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Deep Learning and Neural Networks

Dendrites Inputs
; e Z > Output
A Linear Activation
Nucleus xon function  function

Rosenblatt, F. (1958). The perceptron: a probabilistic model for information storage and organization in the brain. Psychological review, 65(6), 386.
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Deep Learning and Neural Networks
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Deep Learning and Neural Networks

e Deep Learning can make sense
of raw data by
generating its own "abstract”
features

e Automatic feature extraction

e Cannot be done with classical
machine learning
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Pros and Cons of Deep Learning

oo | (o

« Fewer preprocessing « More computational

« Less expert power (GPU)
Knowledge « Hardly explainable

« Can be used with all « Requires a lot of data to
numerical data points work properly
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Architecture
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Data inputs for Deep Learning

. Transform real life objects into numerical values
. mages—Pixel values

[[1e5 112 1@8 111 104 99 186 99 96 103 112 119 184 97 93 87]
[ 91 98 102 106 104 79 98 103 99 105 123 136 110 105 94 B85]
[ 76 85 90 105 128 105 87 96 95 99 115 112 106 103 99 85]
[ 99 81 81 93 120 131 127 100 95 98 102 99 96 93 101 94)
[166 91 61 64 69 91 88 B85 101 187 109 98 75 B4 96 095]
[114 188 B85 55 55 69 64 54 64 87 112 129 98 74 84 91]
[133 137 147 183 65 81 88 65 52 54 74 B84 182 93 85 B82]
[128 137 144 140 109 95 86 70 62 65 63 63 60 73 86 101]
[125 133 148 137 119 121 117 94 65 79 80 65 54 64 72 98]
1427 325 331 347 3133 127 126 131 111 96 99 e g1 €4 2 g4
[115 114 109 123 150 148 131 118 113 109 100 92 74 65 72 78]
[ 89 93 98 97 188 147 131 118 113 114 113 109 186 95 77 8e]
[ 63 77 86 81 77 79 182 123 117 115 117 125 125 130 115 87]
[ 62 65 82 89 78 71 8@ 101 124 126 119 101 107 114 131 119])
L
t

£3 £5 Ic 9o an  we  £o 04 eng eng anp ear e nn seg sag)

[ 87 65 71 87 186 95 69 45 76 130 126 107 92 94 1085 112]
[118 97 82 86 117 123 116 66 41 51 95 93 B89 95 182 107]
[164 146 112 80 82 120 124 104 76 48 45 66 88 101 182 109]
[157 17@ 157 120 93 86 114 132 112 97 69 55 70 B2 99 94]
(130 128 134 161 139 100 109 118 121 134 114 87 65 53 69 B86]
[128 112 96 117 150 144 120 115 104 107 102 93 87 81 72 79]
[123 187 96 86 83 112 153 149 122 109 104 75 80 107 112 99]
[122 121 162 80 82 86 94 117 145 148 153 102 58 78 92 107]
[122 164 148 183 71 56 78 83 93 103 119 139 182 61 69 84]]

. Text—7?7?7?
- Tokenization step
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What is tokenization ?

- Split text into smaller units (words)

« Obtain "'meaning” from sentences

{ We, fight, Phishing, . }

We fight Phishing.

{ We, fight, Phi, ##shing, . }
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From text to values

- BERT Wordpiece Tokenizer

« Used in other URL-based approaches?

Original URL http://thisisaphishingurl.com

Tokenized URL [http, :, /, /, this, ##isa, ##phi, ##shing, ##ur, ##1, .,
com]

Token indexes (8299,1024,1013,1013,2023,14268,21850,12227,3126,2140,1012,

from vocabulary | 4012]

1Devlin, Jacob; Chang, Ming-Wei; Lee, Kenton; Toutanova, Kristina (11 October 2018). "BERT: Pre-training of Deep Bidirectional Transformers for Language Understanding". arXiv:1810.04805v2

2Maneriker, Stokes, Lazo, Carutasu, Tajaddodianfar, Gururajan (27 August 2021) "URLTran: Improving Phishing URL Detection Using Transformers". arXiv:2106.05256
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Embedding Layer

8299 1024 4012

Embedding

Tokenized URL [http, :, /, /, this, ##isa, ##phi, #Hishing, ##ur, ##l, ., com]

Token indexes from  [8299,1024,1013,1013,2023,14268,21850,12227,3126,2140,1012,4012]
vocabulary

0.023 0.09
0.0566 0.022

-0.019 0.012
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Convolution Layer?

n Filter

4|5 |38 |4 ENNE
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_x1+ x0+ x(-1)+
X1+ xO0+ x(-1)+
X1+ x0+ x(-1)=7?

1LeCun, Yann; Bengio, Yoshua (1995). "Convolutional networks for images, speech, and time series"

26
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Convolution Layer?

n Filter

4|5 |38 |4 TR
BEEREOE - EDE
2872|717 o 1

_x1+ x0+ x(-1)+
X1+ xO0+ x(-1)+
X1+ x0+ x(-1)=7?

Wann; Bengio, Yoshua (1995). "Convolutional networks for images, speech, and time series"
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Average Pooling Layer?

Average
Pooling

I,

(1+1+5+6)/4 = 3.25

WL. Bottou, Y. Bengio and P. Haffner, "Gradient-based learning applied to document recognition," in Proceedings of the IEEE, vol. 86, no. | |, pp. 2278-2324, Nov. 1998, doi: 10.1109/5.726791.
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Flattening Layer

Flattening
I,

nXm-—
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Activation Functions

Sigmoid Tanh RelLU Leaky RelLU
1 e —e * g(z) = max(ez, z)
) = —— S — max(0,
9(2) = 7 - 9(z) = = g(z) = max(0, z) withe < 1
& 4 [ ] 'y

— 1 - ’ 0 I

Le, H., Pham, Q., Sahoo, D., & Hoi, S. C. (2018). URLNet: Learning a URL representation with deep learning for malicious URL detection. arXiv preprint arXiv:1802.03162.
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Input
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Motivations to not use Deep Learning alone

Deep Learning achieves better recall for Phishing detection ...

.. but with a slight decrease of precision

Helps to remove some Random Forest FPs

Combine Random Forest and Deep Ledrning

Hybrid methods gives better results for phishing detection

1Sara Afzal - Muhammad Asim - Abdul Rehman Javed - Mirza Omer Beg - Thar Baker (4 March 2021). "URLdeepDetect: A Deep Learning Approach for Detecting Malicious URLs Using Semantic
Vector Models". Journal of Network and Systems Management (2021) https://doi.org/10.1007/s10922-021-09587-8
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Best choice to combine decision

* \Voting
* Weighted Averaging

* Distinguish cases

* |Use one after the other (verification step)
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Resulting Pipeline

Document

HTML content

URL

Feature
extraction

Random Forest
Classifier

Random Forest
phishing risk < thresholdl ?

» Safe
Y
i ) Deep Learning
Deep Learning phishing risk < threshold2 ?
Classifier
~ /

Phishing

» Safe
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Phishing Detection in Production
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Experimentation Protocol

Can this model be used to reduce supervision workload

~ 5000 phishing documents over 6 months are analyzed

Apply our pipeline for all documents in this period

Compare the agreements [ disagreements


https://www.vadesecure.com/

Agreements / Disagreements

# of documents

DL predicts Phishing & Supervision says Phishing 4073 (80,21%)

DL predicts Safe & Supervision says Safe 167 (3,29%)
# of documents
DL predicts Phishing & Supervision says Safe 137 (2.7%)
DL predicts Safe & Supervision says Phishing 664 (13,08%)

Total 5078
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Agreements / Disagreements

# of documents

DL predicts Phishing & Supervision says Phishing 4073 (80,21%)

DL predicts Safe & Supervision says Safe 167 (3,29%)
# of documents
DL predicts Phishing & Supervision says Safe 137 (2.7%)
DL predicts Safe & Supervision says Phishing 664 (13,08%)

Total 5078
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Focus on FPs

Phishing risk percentage
interval

Number of documents where
supervision answered Safe

Under 90%

100

Between 90% and 95%

19

Over 95%

18

Manual analysis:
The 19 and 18 samples are

@ ONLY FEN.
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Decision Pipeline

4 I
risk = 95%
Random 'F'DI“ESt > Phishing
Classifier
~ / risk < 80%
» Safe
e ™
80% < risk < 95% > Deep Learning risk = 95% o
Classifier » Phishing
~ o risk < 95% Supervision

» by security
analysts
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Metrics in production

Daily process of 13M documents

5ms to extract features

33ms to obtain a Random Forest prediction
15ms to obtain Deep Learning prediction
Between Ims and 5ms of latency
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Conclusion

« Deep Learning can capture new phishing

- Combination of multiple tools helps to
reduce supervision workload

« 30% of removed documents from supervision
» Instant supervision from Deep Learning

- Best strategy: classify documents as
phishing automatically only when the two models agree
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Examples in Recent Trends

"Amazon" < @amazon.co.jp>
Amazontk & H 5 BROD ZIERE A-)LES:87581537
To: -

BFHHWEEDIEREEFH L T XL, Update default card for your membership.

IMLART? | 94Lt-I7 | F7h%

AFIC2BDOA—IILERZEBEUELUEN, BRBERERES TEZEATULUR., BREBHE, HRED
T HA7 Y HE24R5RE ICEENCEHIBREINE T, Amazon7 AV &SI ESHEEFERT 2UEN
BHBIFEEE. 245RILACEAABREREALTLREST, Amazon\DHR— FCREH L F

ER
BEBA7ho >k
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Examples in Recent Trends

AZE=Hh - & <member@eki-net.com> Nov 2, 2022 at 15:37:32
BEEREOSHI6E [AEho&] A—JLES: TJRE13311)
To: «

HEXD T2Zho&) 2ZHHWEZEZH0BES X NET,

ZER-&) F2021F 6 B 27 BH(A)ICH—ERZEUZa—7ILWLWzUELEE, Th [CfEL, TAER- &) FIERY - SERNEZTEL. K&K
T4V UIEHBLWVEEL T2FME TAER-&) OZFA (OJ1Y) NERETERL NRAER-2&E) 7HAU Y+ . BENICESNESETWL
fe<ZEEWELVELE., BB MR7 AV FOBEE f0EE, RRAICEIE, 2022F 11 B 11 H(E)KWVIER, BETETWEEEEXT,

2EMEOTM Y UTUVWRLBESTET, 2#1 T1XAER-&) Z2ZFAVEEFZES (3. 2022F 11 B 11 B(L)&LVERIC,. —EOJ 1 8E%
FELVNEUET,

o A VA = e Y

¥z Zho by IFR=IVHFLEousf Ry kousL YL TLIEE 0N,
BB THYY MPBEMBINIZEEDL FT A7y b &G (BREH) LTV ELIETTICII T2&ho &) ZZHAVIZEL T &b
XET0CT. SELTEBE OV PIETEILEALLLBEVVIZILET .
#CDA—JCTREWVEREEELTEIWBL UM RETOT.
HEMUSHTTERLILIESL,

1T RABHIRRBAARY R RAT—Y 3V
T151-0051 ER#PEBXFE » &5-27-11 7J U XU T 7 HBARE

Copyright (c) 2022 JR East Net Station Co., Lid.
Fra<EHIBDCELEREULET,
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Examples in Recent Trends

Support <notifications@dypaekngfujOlv7454q38y.onozuka.co.jp> ¥¥

) Répondre % Répondre a tous v =~ Transférer Autres v

5] : Apple 71> N@MRID: APP-79457658) [CEAT 3 SHEDH L 14/08/2022, 07:43
xoox@redacted.vadesecure.com Y¥

REDI=E. Apple DIZEEBB(CE|IICRDFET,

tF a1V LOIBRICKD., BERD Apple ID H'OVITETNTWVNET . A5 LADW DO DA A Z R UE Uz,
FHO> bDOY % RRS DEIC. BroalEed dnENSHDET,

(C47< (Apple ID) 3 < (CHRTzDIEREHER L T L ZE0

AR
X INZH(F24R B IR CHIRTEN B DIGEZ RS UIRWNGS. 77 HhD> b\ OvIENExEd.
Apple ID .| U7/Rh—b | T5A)\>—RU>—

Copyright © 2022 iTunes K.K. T 106-6140 BERE&RAX 7 AARe T H10815 73AAKE)L A All rights reserved.
width="
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Examples in Recent Trends

’

REDI=6b. Apple IDIZEEBRCEIICIRDET .

HMETL,

a2 US o LOEBRICKD., BEERD Apple ID
AOvoE=nTWEY, AT LN DHDAL
hoaRFERHB UEUIE,

7RO b0y IR DIlC. Broaistd
DNENDHDFET,

(C17< (Apple ID) 9 (CHRIEDIBEHRZETHERL T
O =10

X FNTB(F24B5REILIAICH RO B DICEEZEUR
WSS, ZHhD> A OvosnEd.

Apple ID .| HR— bk | TS50/ (Z—RUS—
Copyright © 2022 iTunes K.K. T106-6140 BHREFEX
ARG T H10ELS /"AKE)ILX All rights reserved.
B
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Questions?

For additional questions, please email:

maxime.mever@vadesecure.com

gabriel.loiseau@vadesecure.com
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