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Invited talk at CRYPTO 2017 by John Martinis
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« NIST SP800-57 “Recommendation on Key Management”

ECC* s
Symmetric . Digital Signatures and Other HMAC,”” KMAC,™
Key (ECDSA, g::;nnt{n Applications Requiring Collision Key Derivation Functions,”
Strength Algorithms EdDSA, DH, gt Resistance Random Bit Generation”
MQYV)

112 SHA-224, SHA-512/224, SHA3-224

SHA-256, SHA-512/256, SHA3-256 SHA-1, KMAC128

L =2048
112 | 3TDEA®® k=2048 | f=224-255
N=224
L=3072
128 AES-128 k=3072 | f=256-383
N=256
L =17680
N=1384
L=15360

256 AES-256 k=15360 f=512+
N=512

1 AL > 2B T/RSNIZ80bItLA T D5RE THFHRZERET D LIFFRDSINTLEE A
B2 : 3DES(F112bit securityZ#FDESNTWVWERIN. TDF7ILT I XLADFIAF2023FF THER =
NCTWVWET, (88 : NIST SP800-131A)
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SHA-384, SHA3-384 SHA-224, SHA-512/224, SHA3-224

SHA-512, SHA3-512 SHA-256, SHA-512/256, SHA-384,
SHA-512, SHA3-256, SHA3-384,
SHA3-512, KMAC256

k=17680 f=384-511

128bitZEIEH KO SN DHFEN | ]
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BSAIS'PKCSI'VEB
P-224
112 k = 2048 (L, N) = (2048, 224) B-233
K233
P-256
WEMREEHSE (TArIY XLRVCEERR) T B-283
B s e 128 k = 3072 (L, N) = (3072, 256) s
W-25519
Curve25519
Edwards25519
P-384
2022 47 B-409
(Ver. 1.0) K-409
192 k = 7680 (L, N) = (7680, 384) W-448
Curve448

Edwards448
. P-521
TYBNT 256 k = 15360 (L, N) = (15360, 512) B-571
, K-571

L) #% P:curve over Prime fields (FE{kdi#) . B: curve over Binary fields (X (/34 1U)
y ##) . K:Koblitz-curve (= 7V vV gi#) . W: Weierstrass-curve (74 =/ 2 f 7 A
R ERE ##) . Curve: Montgomery-curve (> = A U #h#l) . Edwards: Edwards-curve (= 7

— Fdii)

https://www.cryptrec.go.jp/list/cryptrec-Is-0003-2022.pdf
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2010FHEDE>MNMT =
“NIST's Policy on Hash Functions - March 2006”

NIST's Policy on Hash Functions - March 2006

March 15, 2006

The SHA-2 family of hash functions (i.e., SHA-224, SHA-256, SHA-384 and SHA-512) may be used by Federal agencies for all
applications using secure hash algorithms. Federal agencies should stop using SHA-1 for digital signatures, digital time
stamping and other applications that require collision resistance as soon as practical, and must use the SHA-2 family of hash
functions for these applications after 2010. After 2010, Federal agencies may use SHA-1 only for the following applications: hash-
based message authentication codes (HMACs); key derivation functions (KDFs); and random number generators (RNGs).
Regardless of use, NIST encourages application and protocol designers to use the SHA-2 family of hash functions for all new
applications and protocols.

https://csrc.nist.gov/projects/hash-functions/nist-policy-on-hash-functions

[20104FK CSHA-1DFIAFELE. SHA-2ADZEBAT] LS
XKES: SHA-1ZSVEBT7ILTUXLNDKES RSN
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2008FF1TRFC5246 [TLS1.2] (TFH. 2014FDFAHZE = 28%
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100.0
90.0
80.0
__70.0
g 60.0
4% 50.0
EﬂiK 40.0 ——SSL 2.0
B 300 TS JF e S sl 3.0
20.0
00 L eZT TS TS e TLS 1.0
0.0 : : - =TLS 1.1
2012.05 2013.02 2014.02 2015.02 2016.02 2017.02 2018.02 2019.02 2020.02 2021.02 2022.01 2023.05 - . TLS 1.2
——SSL2.0 32.7 283 @ 24.2 14.4 9.1 5.4 3.4 2.0 1.3 0.6 0.4 0.2 TS 13
----- SSL3.0 99.9 99.8 99.4 473 282  17.9 12.7 8.2 6.0 3.8 3.1 1.9
----- TLS1.0 99.4 994  99.3 99.7 984 952 8.6 700 61.5 48.7 440  31.6
- =TLS1.1 1.0 9.4 257 515 707 815 8.9 785 715 545 481 @ 34.3
= +TLS1.2 1.4 119 282 545 729 8.2  90.1 947 9.8 99.3  99.6 = 99.9
——TLS 1.3 11.6 25.0 429 514  62.1
X SSL Labs Pulse®>—4(C kLD EERENTS It
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+ 128bitZ&27/277)LIU XL = [RSA-3072] {2 [RSA-4096

+ RSARESIEET—FHAXMKREN - - -,
+ DKIMP'SD#EZE [ DNS D UDP/Ww b~ (512 byte) | OlfIds D

« TP AIMNKEVERICIE [TEMBRERIES/ECCl HYE

Internet Engineering Task Force (IETF) J. Levine
Request for Comments: 8463 Taughannock Networks
Updates: 6376 September 2018

Category: Standards Track
ISSN: 2070-1721

A New Cryptographic Signature Method for E d DS A

DomainKeys Identified Mail (DKIM) .
X ECDSATRRWC &S

This document adds a new signing algorithm, Ed25519-SHA256, to
"DomainKeys Identified Mail (DKIM) Signatures" (REC 6376). DKIM
verifiers are required to implement this algorithm.

Abstract

https://datatracker.ietf.org/doc/html/rfc8463
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. [PQCN\ODIES21T] MEARN2030F = [ESM20304HE |
. NISTb‘2024f|5(c_PQC(«.E@?’%*?%E‘:I:&%’:’ NiG
2030/_—C\_C(L_ %9 5-.%’,{? (35656/_—3% I )
TFAINRET—H(E? BITIBSZRARFTLADIEEE? a1 U5+
LRIV ? IRERTE T DNEDHD

“I q'
2021-2023 2024 2024-2030 2030
Inventory and prioritize NIST post-quantum Transition of systems to Cryptographically relevant
systems cryptography standard NIST post-quantum quantum computer
published cryptography standard potentially available

DHS [Preparing for Post-Quantum Cryptography: Infographicl &D
https://www.dhs.gov/sites/default/files/publications/post-quantum_cryptography_infographic_october_2021_508.pdf
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e 2016F(CNISTHPQCEEEALEHEOERZITLY., 2022F7HI(C
Round 3D#ER E LU TADD7ILVI U X LADEE

« Round 4& UTEE{EHNBRESNIZAA (S U CEMEHIEN TS
NcTHH, ik &6 1ARIIBENDSET

| AMES et >S5 B

EE )LV « CRYSTALS-KYBER « CRYSTALS-DILITHIUM
(2022%F) - FALCON
« SPHINCS+

Round 4 GENNEEM) « BIKE —
« Classic McEliece
« HQC
«—SIKE

- I87F. LEE(CHNZ T [ Additional Digital Signature Schemes -
Round 1 | AEfTNTULD,
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- Round4 & UC o #EIES/BER IR ENTLBIH - - -
BREPDTZ4) L BRIEEIIFED TLVRWL | I8 FRX—X BN ZE2E

PROJECTS PQC DIGITAL SIGNATURE SCHEMES

Post-Quantum Cryptography: Digital Signature Schemes ° EET_ 4 O 713_ _tj:) }IE H
O . %ﬁ%@ﬁﬁa

Round 1 Additional Signatures S PROJECT LINKS

Friv |:| — |
Official comments on the First Round Signatures should be submitted using the "Submit Comment" link for the appropriate Overview >
algorithm. Comments from the pgc-forum Google group subscribers will also be forwarded to the pgc-forum Google group list. We -’?

- [ —
will periodically post and update the comments received to the appropriate algorithm. News & Updates

5 7 _b W = s’ \
All relevant comments will be posted in their entirety and should not include PIl information in the body of the email message. ADDITIONAL PAGES y IQ\ y& 7-d\ a 6 \I: *E J/X |

Please refrain from using OFFICIAL COMMENT to ask administrative questions, which should be sent to pgc-comments@nist.gov Standardization of Additional Digital Signature Schemes

\I

Call for Proposals
History of Round 1 Updates P

Example Files

Code-based Signatures Workshops and Timeline

Algorithm Algorithm Information  Submitters Comments Round 1 Additional Signatures
. . _ ) Email List (PQC Forum)
CROSS Specification Marco Baldi Submit Comment . . .
Codes and Restricted Objects Signature 1P Statements Alessandro Barenghi View Comments EQCStandardization.MalniBroject
Scheme Zip file (11 MB) Sebastian Bitzer
Website Patrick Karl A 6 CONTACTS

Felice Manganiello

Alessio Pavoni PQC Crypto Technical Inquiries

Gerardo Pelosi Rgc-comments@nist.gov

Paolo Santini Dr. Lily Chen

Jonas Schupp

Freeman Slaughter Dr. Dustin Moody

https://csrc.nist.gov/Projects/pqc-dig-sig/round-1-additional-signatures
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% 128bitZEMHHZRR UIZBROT—551 X

HFIVU— ZIAVX L% FIAY SE=E T—9YALX (byte)
NEE S R B X/E%

NEFE == CRYSTALS-KYBER Module-LWEFZ& 736 1,632 800
/KEM BIKE QC-MDPCHFS®DSDP 2,542 267 2,542
Classic McEliece Gappafi=®DSDP 319,488 9,216 128
HQC Quasi-CyclefF=dDSDP 2,819 2,859 5,622
SA)ILEZ  CRYSTALS- Module-LWESIRE 1,184 2,800 2,044
DILITHIUM
FALCON SISRRE 897 4,097 690
SPHINCS+ J\w < 0 B OEERIERRIRE 32 64 8,080

“https://www.jstage.jst.go.jp/article/isciesci/65/2/65_60/_pdf/-char/ja”" M58 1 XK DIERK

. DKIMATI(E [ DNS 0 UDP/4rw | (512 byte=4096bit) | M
BlFINDBDBDT., COFXEFREICEITIEEUED

\
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« NIST($2023F8H24H (CHIRNARFH !

Comments Requested on Three Draft FIPS for Post-Quantum Cryptography

August 24,2023

£ FIPS 203 ~ 205 D3 D/

NIST requests comments on the initial public drafts of three Federal Information Processing Standards (FIPS):

1. FIPS 203, Module-Lattice-Based Key-Encapsulation Mechanism Standard ® E -’?4 t / K E M

2. FIPS 204, Module-Lattice-Based Digital Signature Standard

3. FIPS 205, Stateless Hash-Based Digital Signature Standard °® *& ? /\\ — Z

These proposed standards specify key establishment and digital signature schemes that are designed to resist future attacks by

A\ Y
— \ 1\
quantum computers, which threaten the security of current standards. The three algorithms specified in these standards are each g ) I/% %

derived from different submissions to the NIST Post-Quantum Cryptography Standardization Project.

A\
The public comment period for these three drafts is open through November 22, 2023. See the publication details (linked above) ([ *Q? /\ —
to download the drafts and for information on submitting comments.

o J\W= :Lﬁayﬂ/\_

https://csrc.nist.gov/inews/2023/three-draft-fips-for-post-quantum-cryptography
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* Internet Engineering Task Force 1986 fE173¢
o 4 29 —2vY MMCEYT BFIMDEFRMEEZ FRIE I Sl N

o I
« “We reject kings, presidents and voting. We believe in rough consensus
and running code.” David Clark (1992

« £EY)

« RFC (Request for Comments) ZF1T

« 125 —RY NI RMIEZ X TL\D St i e
/EEJJ —

F£3oFEE (3H. 78. 11H) T 18Rk

. ijb:%yﬂz 1500~2000.A
- ZNE : AXZRS
« ZNNEIE : SETHBOK

https://registration.ietf.org/118/
34
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IETF [ IRTF }
[ ART INT } SEC } e TSV }
WG ]G WG || WG e WG WG = WG |[[ WG ]G WG| [ RG || RG |...| RG

—GEN (General) : 2
ART (Applications and Real-Time) :37
INT (Internet) : 16
14; '\A/‘\;(e;i OPS (Operations and Management) : 15
15 RG —] RTG (Routing) : 25

> RGS [ sEc (security) : 25

(20239£EE) TSV (Transport and Services) . 10 https://datatracker.ietf.org/wg/
§IRTF : 15 https://datatracker.ietf.org/rg/
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+ IETF/IRTFCZEI(CPQCH'EE%RT DWG/RGIZFLATDEHD

o Iuy RENEWG

IETF GEN gendispatch, shmoo
ART httpbis, satp, uta, cbor etc.
INT 6éman, 6lo, Ipwan, Iwig etc.
OPS lotops, dnsop, véops etc. o "
RTG idr, manet, ospf, roll etc.
SEC privacypass, tls, rats, mls, lake, pquip etc.
TSV quic, tcpm etc.

IRTF pearg, t2trg, ufmrg, cfrg etc.
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Post-Quantum Use In Protocols (pquip)

About Documents Meetings History Photos Email expansions List archive »

WG Name Post-Quantum Use In Protocols
Acronym pauip
Area Security Area (sec)
State Active
Charter

Document dependencies

GitHub O
Grand list of WGs and protocols looking at PQC algorithms

Personnel Chairs Paul E. Hoffman, Sofia Celi
Area Director Roman Danyliw
Mailing list Address pac@ietf.org
To subscribe ietf.
Archive il live.jetf.
Chat Room address ietf.

Charter for Working Group

Some IETF protocols rely upon isms that are consi secure given today's “classical but would be to attacks by a C ically Relevant Quantum Computer (CRQC). These
mechanisms rely upon algorithms based on integer factorization or the discrete logarithm problem. Outside of the IETF, active work is underway to develop and validate Post-Quantum Cryptography (PQC) mechanisms that are
expected to be resilient to the cryptanalysis capabilities of future CRQCs (e.g., CFRG, US NIST). Select IETF WGs (e.g., LAMPS, TLS, IPSECME, COSE) have already begun standardizing revised protocol behaviors. The focus of
Post-Quantum Use in Protocols (PQUIP) WG is to support this growing body of work in the IETF to facilitate the evolution of IETF protocols and document associated operational guidance with respect to PQC.

The WG will provide a standing venue to discuss PQC (operational and engineering) transition issues and experiences to date relevant to work in the IETF. The WG will also provide a venue of last resort to discuss PQC-related
issues in IETF protocols that have no associated maintenance WGs. This WG will not update existing protocols, specify new protocols, define new cryptographic mechanisms, or assess whether a given cryptographic mechanism
is quantum-resistant.

The WG will document operational and design guidance which supports PQC transition. The general process of elaboration through documentation will be for issues to be identified and discussed on the mailing list, and
presentations made at WG meetings. When topics merit more coherent documentation, the WG will adopt documents to capture the information in Internet-Drafts. If the working group consensus is that the material of the
Internet-Draft is generally useful for archival purposes, the WG will seek publication of the work items as Informational or Best Current Practices RFCs. At any point, from early discussion of topics through later documentation
stages, the WG may identify a more appropriate WG for the matter, and with coordination, dispatch it there.

The output of this WG is expended to inform protocol work and guidance developed by other WGs in the IETF. Consistent with other IETF WGs, this WG will also rely on outside entities (e.g., CFRG) to define and assess new PQC
mechanisms.

The IESG is establishing this working group on an experimental basis, and in 2 years, the IESG intends to review it for rechartering to continue or else closure.
Milestones

Date v Milestone v Associated documents ~
May 2023 WG Adoption of an Informational document on ‘PQC for engineers’

Apr 2023 WG Adoption of an Informational document that defines terminology for (hybrid) PQC schemes

https://datatracker.ietf.org/wg/pquip/about/
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« IETF117 (2023F7ARE) TPQCADBITICHEIRIBIRMNHES

v

& ietf-wg-pquip / state-of-protocols-and-pgc  Public L\ Notifications % Fork M ¢ Star 23

<> Code (O Issues ) Pullrequests 1 (& Actions [ Projects (@ Security |~ Insights

¥ main v+ § 3branches © 0 tags Go to file About

A list of the state of IETF protocols and

@ raulehoffman Hackathon additions 6790b59 3 weeks ago D 77 commits PQC
[ README.md Hackathon additions 3 weeks ago [ Readme
A Activity
Yr 23 stars

= README.md
<®© 14 watching

¥ 1forks

Protocol-independent algorithm or cryptography

Te rm I no I Ogy fo r PO St_ specifications ez

Releases

m Traditional Hybrid Schem
uantum Traditional Hybrid Schemes
andfor
protocol
. . . . Packages
draft-ietf-pquip-pqt-hybrid-terminology . oo
Additional Parameter . sets for the No packages published
sets for LMS Hash- e fetf © crre LMs
) fluhrer-Ims-more-parm-sets/ B
Based Signatures signature
primitive Contributors 1
th Combiner function for 'ﬂ . & ﬁ 0 ' o
PQUIP — IETF 117 — 25t July 2023 e . ot . =
mechanisms (Hybrid ounsworth-cfrg-kem-combiners/ CRRC . . = —
KEMs)
Hybrid Streamlined :xz:dms":; d
NTRU Prime sntrup761 https://datatracker.ietf.org/doc/draft-  Intependent NTRU
and X25519 with SHA- josefsson-ntruprime-hybrid/ | CFRG . )
512 Prime with
X25519
Description
Kyber Post-Quantum https://datatracker.ietf.org/doc/draft- CFRG of the
KEM cfrg-schwabe-kyber/ Kyber

Leighton-Micali Hash-

https://www.rfc-

algorithm

https://datatracker.ietf.org/meeting/117/materials/slides-117-pquip-pqgt-hybrid-
terminology-00

\

https://github.com/ietf-wg-pquip/state-of-protocols-and-pqc
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cfrg (Crypto Forum)

« FERDA 25 —2wv MTHHI DSl
L < DHPQCICEI I DARETH it

Crypto Forum (cfrg)

i

About Documents Meetings History Photos Email expansions List archive »

Search

Document v Date ~ Status v IPR v AD/Shepherd v

Active Internet-Drafts (16 hits)

draft-fluhrer-Ims-more-parm-sets-11 20 pages 2023-09-18 |-D Exists
Additional Parameter sets for HSS/LMS Hash-Based Signatures €D Active RG Document : Informational
draft-irtf-cfrg-ristretto255-decaf448-08 27 pages 2023-09-05 |-D Exists : EDIT

The ristretto255 and decaf448 Groups €D sent to the RFC Editor : Informational Christopher A. Wood 63

draft-irtf-cfrg-vdaf-07

Verifiable Distributed Aggregation Functions

111 pages 2023-08-31 1-D Exists

Active RG Document

36 pages 2023-07-24 |-D Exists
Active RG Document : Informational

draft-irtf-cfrg-aegis-aead-04

The AEGIS Family of Authenticated Encryption Algorithms
draft-irtf-cfrg-cpace-08

CPace, a balanced composable PAKE

74 pages 2023-07-23 1-D Exists

Active RG Document : Informational
15 pages 2023-07-23 1-D Exists

Active RG Document : Informational

draft-irtf-cfrg-signature-key-blinding-04
Key Blinding for Signature Schemes

draft-irtf-cfrg-bbs-signatures-03 7' Related Internet-Drafts (8 hits)

The BBS Signature Scheme .
draft-wahby-cfrg-hpke-kem-secp256k1-00 13 pages 2023-07-23 |-D Exists

draft-irtf-cfrg-cryptograph ification-00 2 secp256k1-based DHKEM for HPKE

i for Writing Cr ificati
- g draft-harvey-cfrg-mtl-mode-00 72 pages 2023-07-10 1-D Exists [ ]

draft-irtf-cfrg-frost-14 Merkle Tree Ladder Mode (MTL) Signatures

Two-Round Threshold Schnorr Signatures with FROST

draftitfoct blind-sianat 1 3 draft-ounsworth-cfrg-kem-combiners-04 14 pages 2023-07-08 1-D Exists

rart-irtf-cirg-rsa-blind-signatures-’ " . . . . s

RSA Blind Signatures Combiner function for hybrid key encapsulation mechanisms (Hybrid KEMs)

—amjad- = i -blind-rsa-! 24 -07- | i
draft-irtf-cfrg-dnhpke-01 3 draftv am]ad. cfrg,part.lally blind-rsa-01 pages 2023-07-06 |-D Exists
Deter stic Nonce-less Hybrid Public Key Encryption Partially Blind RSA Signatures
draft-irtf-cfrg-kangarootwelve-11 2  draft-mattsson-cfrg-aes-gcm-sst-00 16 pages 2023-05-05 |-D Exists
KangarooTwelve and TurboSHAKE Galois Counter Mode with Secure Short Tags (GCM-SST)
draft-irtf-cfrg-opaque-11 7. draft-westerbaan-cfrg-hpke-xyber768d00-02 19 pages 2023-05-04 1-D Exists
The OPAQUE Asymmetric PAKE Protocol X25519Kyber768Draft00 hybrid post-quantum KEM for HPKE
draft-irtf-cfrg-aead-limits-07 2 draft-fluhrer-cfrg-ntru-01 16 pages 2023-05-02 |-D Exists

Usage Limits on AEAD Algorithms

draft-irtf-cfrg-voprf-21

ol

draft-irtf-cfrg-spake2-26

SPAKE2, a PAKE

(OPRFs) using Prime-Order Groups

Copyright © GMO Cybersecurity by lerae, I

NTRU Key Encapsulation

draft-bar-cfrg-spake2plus-08
SPAKE2+, an Augmented PAKE

p—

. All Rights Reserved.

30 pages 2022-05-05

|-D Exists : AUTH48-DONE
Sent to the RFC Editor : Informational

https://datatracker.ietf.org/rg/cfrg/about/
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