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Deprecating TLS 1.0 and TLS 1.1




TLS 1.0, 1.10D{EFHZEE

4. Do Not Use TLS 1.0

TLS 1. MUST NOT be used. Negotiation of TLS 1.@ from any version of
TLS MUST NOT be permitted.

5. Do Not Use TLS 1.1

TLS 1.1 MUST NOT be used. Negotiation of TLS 1.1 from any version of
TLS MUST NOT be permitted.
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telnet to port 25: =
STARTTLS with TLS1.3 S=E]
STARTTLS with TLS1.2 EEE
STARTTLS with TLS1.1 s
STARTTLS with TLS1.0 ==
STARTTLS with SSLv3 example.org E MXDd #9200 KA1 >




Versionpll TLSE M 1651 & DL

70.0%
60.0%
50.0%
40.0%
30.0%
20.0%

10.0%

0.0%

TLSI2L  SSLv3

Min TLS Version

TLSv1

m2022F6H m2023%F74H

TLSv1l.1 TLSv1.2 TLSv1.3

70.0%
60.0%
50.0%
40.0%
30.0%
20.0%

10.0%

Max TLS Version

TLSI2L  SSLv3

TLSvl TLSv1l.1 TLSv1.2 TLSv1.3

m2022F6H m2023F7H

version
TLS7RU
SSLv3
TLSv1
TLSv1.1
TLSv1.2
TLSv1.3

At

2022F6H 2023%F7H 2022%6H 2023%F7H

56227 52588 26.1%
10373 11754 4.8%
123642 122389 57.5%
1080 758 0.5%
23779 27620 11.1%
40 12 0.019%
215141 215121 100.0%

24.4%
5.5%
56.9%
0.4%
12.8%
0.006%
100.0%

version
TLS7R U
SSLv3
TLSv1
TLSv1.1
TLSv1.2
TLSv1.3

&t

202264 2023F7H 20225%F6H 2023F7H

56227 52588 26.1% 24.4%
0 3 0.0% 0.0%

1984 1508 0.9% 0.7%
13 13 0.0% 0.0%
130881 127808 60.8% 59.4%
26036 33201 12.1% 15.4%
215141 215121 100.0% 100.0%
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TLSI L /SSLv3

Min TLS Version

TLSvl TLSv1.1 TLSv1.2 TLSv1.3

m2022F6H m2023%F74H

70.0%
60.0%
50.0%
40.0%
30.0%
20.0%
10.0%

0.0%

Max TLS Version

TLSI2L  SSLv3

TLSvl TLSv1l.1 TLSv1.2 TLSv1.3

m2022F6H m2023F7H

version
TLS7RU
SSLv3
TLSv1
TLSv1.1
TLSv1.2
TLSv1.3
=11

2022F6H 2023%F7H 2022%6H 2023%F7H

56227 52588 26.1% 24.4%
10373 11754 4.8% 5.5%
123642 122389 57.5% 56.9%
1080 758 0.5% 0.4%
23779 27620 11.1% 12.8%
40 12 0.019% 0.006%
215141 215121 100.0% 100.0%

version
TLS7R U
SSLv3
TLSv1
TLSv1.1
TLSv1.2
TLSv1.3
=11

202264 2023F7H 20225%F6H 2023F7H

56227 52588 26.1% 24.4%
0 3 0.0% 0.0%

1984 1508 0.9% 0.7%
13 13 0.0% 0.0%
130881 127808 60.8% 59.4%
26036 33201 12.1% 15.4%
215141 215121 100.0% 100.0%
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Min TLS Version Max TLS Version

90.0% 90.0%

80.0% 80.0%

70.0% 70.0%

60.0% 60.0%

50.0% 50.0%
40.0% 40.0% /-\
30.0% 30.0% /

20.0% 20.0% I

10.0% . I 10.0% [ l I
0.0% - - _— 0.0% —— \

SSLv3 TLSv1 TLSv1.1 TLSv1.2 TLSv1.3 SSLv3 TLSv1 TLSv1.1 TLSv1.2 \ TLSv1l.3
m202246H m20234%7H m2022F6H m20234F7H

version 2022%F6H 2023F7H 2022%F6H 2023F7H version 2022%F6H 2023F7H 2022%F6H 2023F7H

SSLv3 10373 11754 6.5% 7.2% SSLv3 0 3 0.000% 0.002%
TLSv1 123642 122389 77.8% 75.3% TLSv1 1984 1508 1.2% 0.9%
TLSv1.1 1080 /758 0.7% 0.5% TLSv1.1 13 13 0.008% 0.008%
TLSv1.2 23779 27620 15.0% 17.0% TLSv1.2 130881 127808 82.4% 78.6%
TLSv1.3 40 12 0.025% 0.007% TLSv1.3 26036 33201 16.4% 20.4%
=) 158914 162533 100.0% 100.0% ast 158914 162533 100.0% 100.0%
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90.0%
80.0%

Min TLS Version

70.0%

60.0%

50.0%

40.0%

30.0%

20.0%

10.0% ,
0.0% . - 7‘

SSLv3 TLSv1 TLSv1.1 TLSV1 2 / TLSv1.3
m20225F6H l202

version 2022968 2023%F7H 2022568 2023%F7H
SSLv3 10373 11754

TLSv1 123642 122389 77.8% 75.3%
TLSv1.1 1080 /758

TLSv1.2 23779 27620 15.0% 17.0%
TLSv1.3 40 12 0.025% 0.007%
ANE

/o

158914 162533

90.0%
80.0%
70.0%
60.0%
50.0%
40.0%
30.0%
20.0%
10.0%

0.0%

Max TLS Version

TLSV1  TLSvi.l
m20226H m2023%F7H

100.0% 100.0%

version
SSLv3
TLSv1
TLSv1.1
TLSv1.2
TLSv1.3
ast

2022F6H 2023F7H 2022F6H 2023F7H
0.000%

0 3
1984 1508
13 13

130881 127808
26036 33201
158914 162533

TLSv1.2  TLSv1.3

0.002%

0.008%
82.4%
16.4%

100.0%

0.008%
78.6%
20.4%

100.0%
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30.0%
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10.0%
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Min TLS Version

/

/7~ \

90.0%
80.0%
70.0%
60.0%
50.0%
40.0%
30.0%
20.0%
10.0%

0.0%

SSLv3 TLSv1 TLSv1l.1  TLSv1.2 \ TLSv1.3
m202256H m2023%F7H
version 2022968 2023%F7H 2022568 2023%F7H
SSLv3 10373 11754 6.5% 7.2%
TLSv1 123642 122389 77.8% 75.3%
TLSv1.1 1080 /758 0.7% 0.5%
TLSv1.2 23779 27620 15.0% 17.0%
TLSv1.3 40 12 0.025% 0.007%
=) 158914 162533 100.0% 100.0%

Max TLS Version

SSLv3 TLSv1 TLSv1l.1  TLSv1.2  TLSv1l.3
m20226H m2023%F7H
version 2022%F6H 2023F7H 2022%F6H 2023F7H
SSLv3 0 3 0.000% 0.002%
TLSv1 1984 1508 1.2% 0.9%
TLSv1.1 13 13 0.008% 0.008%
TLSv1.2 130881 127808 82.4% 78.6%
TLSv1.3 26036 33201 16.4% 20.4%
&ast 158914 162533 100.0% 100.0%




TLSv1.1
m202256H m2023%F7H

TLSv1.2  TLSv1.3

version
SSLv3
TLSv1
TLSv1.1
TLSv1.2
TLSv1.3

PN
=)

90.0%
80.0%
70.0%
60.0%
50.0%
40.0%

30.0%
20.09
10.09

0.0%

Max TLS Version

TLSV1  TLSvi.l
m20226H m2023%F7H

2022 6H 2023%F7H 2022F6H 2023F7H
11754
123642 122389

77.8% 75.3%

23779 27620 15.0%
0.025%

100.0%

17.0%
0.007%
100.0%

158914 162533

version
SSLv3
TLSv1
TLSv1.1
TLSv1.2
TLSv1.3

At

2022F6H 2023F7H 2022F6H 2023F7H
0.000%

0 3
1984 1508
13 13

130881 127808
26036 33201
158914 162533

TLSv1.2  TLSv1.3

0.002%

0.008%
82.4%
16.4%

100.0%

0.008%
78.6%
20.4%

100.0%



BE—ERBIDTLS VersionDZAL,
BVJTLS Version 2022 \ 2023 &L SSLv3  TiSvi TLSvi.i TLSv12 TLSVL3

/AN 42080 3752 4302 151 5928 3
SSLv3 552 7677 1327 26 787 1
TLSv1 4695 259 114063 146 4468 8
TLSv1.1 47 5 57 421 549 0
TLSv1.2 5196 61 2620 14 15886 0
TLSv1.3 18 0 20 0 2 0

L 42080 2 62 0 11433 2639
SSLv3 0 0 0 0 0 0
TLSv1 248 1 1444 0 224 67
TLSv1.1 0 0 0 12 1 0
TLSv1.2 9447 0 0 1 115533 5893
TLSv1.3 813 0 2 0 617 24602
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OpenSSL
version

0.9.8
1.0.1
1.0.2(LTS)
1.1.0
1.1.1(LTS)
3.0(LTS)
3.1

SN BA
TLS TLS
version version
277 1.0
277 1.2

SSLv2? 1.2
1.0 1.2
1.0 1.3
1.2 1.3
1.2 1.3

JJ—X

2005/7/5
2012/3/14
2015/1/22
2016/8/25
2018/9/11

2021/9/7
2023/3/14

EOL

2015/12/31
2016/12/31
2019/12/31
2019/9/11
2023/9/11
2026/9/7
2025/3/14



OpenSSLEOSETLSDIN—S 3>

OpenSSL B/J\ BN Full subbort Maintenance Maintenance IIEi}(;eCndc?gl
Pen; TLS TLS EOL 0S PP supportl support2 Y
version : - ends support (ELS)

version Version ends ends
add-on ends

0.9.8 ??? #0 2015/12/31 RHELS 2013/1/8 2014/1/31 2017/3/31 2020/11/30

1.0.1 ?72? 1.2 2016/12/31 RHEL6 2016/5/10 2017/5/10 2020/11/30  2024/6/30

1.0.2(LTS) 8SLv2? 1.2 2019/12/31 RHEL7 2019/8/6  2020/8/6 2024/6/30  2028/6/30

1.1.0 1.0 1.2  2019/9/11

1.1.1(LTS) 1.0 1.3  2023/9/11 RHELS 2024/5/31 2029/5/31  2032/5/31

3.0(LTS) 1.2 1.3 2026/9/7 RHEL9 2027/5/31 2032/5/31  2035/5/31

3.1 1.2 1.3  2025/3/14

https://access.redhat.com/support/policy/updates/errata



https://access.redhat.com/support/policy/updates/errata
https://access.redhat.com/support/policy/updates/errata
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https://qiita.com/hirachan/items/a/7c87ae44453f30f2f37
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