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Help stop incoming spam by reporting this message
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https://citizenlab.ca/2021/08/bahrain-hacks-activists-with-nso-group-zero-click-iphone-exploits/

Smishing

Hello, a hold has been placed on your
DHL Express parcel. Please review
and update your shipment
information below: https://dhl-

update M web.app

https://www.pickr.com.au/how-to/2022/dhl-delivery-sms-scam-aims-to-convince-how-to-tell/

Flubot

DHL: Your parcel is arriving, track
here: http://demo.mipunet.cn/a/

]

https://www.ofcom.org.uk/news-centre/2021/flubot-scam-fake-delivery-company-text-messages

proofpoint.

12



BT DA 1IEDAE[R]

c WEBBHEIRF (R IIUREFALKITTLS

c YD TINJIE, mARTIIGEWZE L EKARELTHRBFAASNTOWASIHEDI U
=FEFERIO—DOTHS

c TFEDARNOY—2 v LU U R DR

» REEICKD (FERE D) WEHEM

© 2023 Proofpoint Inc. / All rights reserved. prOOprint 13



SO ERIEDZEIE

. ERELEEBENEALL TEELASY
v hT3al)—
> EBCEIX.DHL, UPS, FedEXGE, SFRSFLHI/ O—
INVITSURTHBETHD
> Amazon/AmazonT)/\)—IE, [FEAEDHIETT—
FrobATIA)—DRBHZLHH TS

- BREITENT ZRERORE — TRL
TWBEIEKXYEELVATEEE
> [FEAEDETRMEL., ZRZSMS/MMSHSO0TT (
LINE. WhatsApp%&) IZF3 ZEEZBRIELTLNS

> MHOOTTAYE—VDHEL. KRG EDEHTIEL
ZEMNZLN

© 2023 Proofpoint Inc. / All rights reserved.

AIYIUT VT —IRESAT O REIA

30% +

25% =
20% +
15% +
10% T+
= il I
0% -

Conversational ~ Parcel/Package Financial / Banks Misc. Fraud Merchant Travel
Delivery

m1H2022 m2H2022 m1H2023

AIVOUT  WTF—IFESATDEE DR

40% 1
35% -

30% %
25%
20% 1
15% 1
10%
o R— =

Conversational ~ Parcel/Package Financial / Banks Misc. Fraud Merchant Travel
Delivery

w2021 m2022 ®m1H2023

proofpoint.

14




HAMICZHEIT HERFXDALE

2:097 LBl ROYAL MAIL: Sorry, we tried
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HSBC-FRAUD: A transaction has been attempted on 09/05 at 17:43. If this was not you,
proceed at: hxxps: 3[.]Jcom/

Jyske bank phish -
body="Jyskebank. \nNetbank angreb falg instruktioner oqg sikre kontoindestaende: hxxps://
jyskebank-opdater-nu [" sent from "Jyskebank"

HSBC: A payment was attempted from a NEW DEVICE on 29/04 at 16:10. If this was NOT
you, please visit: hxxps://hs Jcom/

llAIerttll -
SANTAND E R: An attempt to add H Mohammed on your account was successful on 3
0/08. If this was NOT you please visit: hxxps://onl 22[.Jcom

UBS: A transaction has been attempted on 10/04 at 14:47. If this was not you , proceed at:
hxxps:/flubs ~ som/

© 2023 Proofpoint Inc. / All rights reserved.
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UK Top Financial Smished Brands (1:100)
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https://gsma-srs-int.corp.cloudmark.com/en-US/app/search/search?q=search%20index%3D*%20%20sum%20OR%20device%20OR%20%22transaction%20detail%22%20OR%20payee%20%7Cregex%20SendersAddress%3D%22(%3Fi)n%5B%40a%5Dtwes%22%20%7C%20table%20SendersAddress%2C%20Body&earliest=1642406400&latest=1643356800&display.page.search.mode=fast&dispatch.sample_ratio=1&workload_pool=&display.page.search.tab=statistics&display.general.type=statistics&display.statistics.sortColumn=Body&sid=1643341218.23859
https://gsma-srs-int.corp.cloudmark.com/en-US/app/search/search?earliest=-1mon%40mon&latest=now&q=search%20index%3Dgsma_operator*%0A%0A%7C%20eval%20data%3DSendersAddress%2B%22%20%22%2BBody%20%0A%7C%20regex%20data%3D%22(%3Fi)(%5Bh%5D%5Bs5%5D%5Bb8%5D%5Bc%5D)%7C(%5Bf%5D%5Bi1%5D%5Br%5D%5Bs5%5D%5Bt%5D%5C%20%7B0%2C2%7D%5Bd%5D%5Bi1%5D%5Br%5D%5Be3%5D%5Bc%5D%5Bt%5D)%7C(%5Bm%5D%5C%20%7B0%2C2%7D%5B%26%5D%7B0%2C1%7D(and)%7B0%2C1%7D%5C%20%7B0%2C2%7D%5Bs5%5D%5C%20%7B0%2C2%7D%5Bb8%5D%5Ba%404%5D%5Bn%5D%5Bk%5D)%7C(fdgooglepay)%7C(fdioalaert)%7C(fdoverdraft)%7C(fdpassc%5B0o%5Dde)%7C(firstdirect)%7C(fdpaym)%7C(fdtoken)%7C(msbank)%22%0A%7C%20dedup%20ID%0A%7C%20timechart%20count&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&workload_pool=&display.page.search.tab=events&display.visualizations.charting.chart=area&sid=1653408109.83400
https://gsma-srs-int.corp.cloudmark.com/en-US/app/search/search?earliest=-1mon%40mon&latest=now&q=search%20index%3Dgsma_operator*%0A%0A%7C%20eval%20data%3DSendersAddress%2B%22%20%22%2BBody%20%0A%7C%20regex%20data%3D%22(%3Fi)(%5Bh%5D%5Bs5%5D%5Bb8%5D%5Bc%5D)%7C(%5Bf%5D%5Bi1%5D%5Br%5D%5Bs5%5D%5Bt%5D%5C%20%7B0%2C2%7D%5Bd%5D%5Bi1%5D%5Br%5D%5Be3%5D%5Bc%5D%5Bt%5D)%7C(%5Bm%5D%5C%20%7B0%2C2%7D%5B%26%5D%7B0%2C1%7D(and)%7B0%2C1%7D%5C%20%7B0%2C2%7D%5Bs5%5D%5C%20%7B0%2C2%7D%5Bb8%5D%5Ba%404%5D%5Bn%5D%5Bk%5D)%7C(fdgooglepay)%7C(fdioalaert)%7C(fdoverdraft)%7C(fdpassc%5B0o%5Dde)%7C(firstdirect)%7C(fdpaym)%7C(fdtoken)%7C(msbank)%22%0A%7C%20dedup%20ID%0A%7C%20timechart%20count&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&workload_pool=&display.page.search.tab=events&display.visualizations.charting.chart=area&sid=1653408109.83400
https://cpaas-euwest.reporting.a.cloudfilter.net/en-US/app/search/search?q=search%20index%3Dunified*%20cust%3Dmst%20NOT%20from%20IN%20(%22Cellbes%22%2C%22Lindex%22%2C%22TOPSHOP%22)%20bank%20%20clustID%3D%22slc%3AX8cKo2EcSqQnRFqpIWm4V741IBU%22&earliest=-7d%40h&latest=now&sid=1662991991.107331&display.page.search.mode=smart&dispatch.sample_ratio=1&workload_pool=
https://gsma-srs-int.corp.cloudmark.com/en-US/app/search/search?earliest=-1mon%40mon&latest=now&q=search%20index%3Dgsma_operator*%0A%0A%7C%20eval%20data%3DSendersAddress%2B%22%20%22%2BBody%20%0A%7C%20regex%20data%3D%22(%3Fi)(%5Bh%5D%5Bs5%5D%5Bb8%5D%5Bc%5D)%7C(%5Bf%5D%5Bi1%5D%5Br%5D%5Bs5%5D%5Bt%5D%5C%20%7B0%2C2%7D%5Bd%5D%5Bi1%5D%5Br%5D%5Be3%5D%5Bc%5D%5Bt%5D)%7C(%5Bm%5D%5C%20%7B0%2C2%7D%5B%26%5D%7B0%2C1%7D(and)%7B0%2C1%7D%5C%20%7B0%2C2%7D%5Bs5%5D%5C%20%7B0%2C2%7D%5Bb8%5D%5Ba%404%5D%5Bn%5D%5Bk%5D)%7C(fdgooglepay)%7C(fdioalaert)%7C(fdoverdraft)%7C(fdpassc%5B0o%5Dde)%7C(firstdirect)%7C(fdpaym)%7C(fdtoken)%7C(msbank)%22%0A%7C%20dedup%20ID%0A%7C%20timechart%20count&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&workload_pool=&display.page.search.tab=events&display.visualizations.charting.chart=area&sid=1653408109.83400
https://gsma-srs-int.corp.cloudmark.com/en-US/app/search/search?earliest=-1mon%40mon&latest=now&q=search%20index%3Dgsma_operator*%0A%0A%7C%20eval%20data%3DSendersAddress%2B%22%20%22%2BBody%20%0A%7C%20regex%20data%3D%22(%3Fi)(%5Bh%5D%5Bs5%5D%5Bb8%5D%5Bc%5D)%7C(%5Bf%5D%5Bi1%5D%5Br%5D%5Bs5%5D%5Bt%5D%5C%20%7B0%2C2%7D%5Bd%5D%5Bi1%5D%5Br%5D%5Be3%5D%5Bc%5D%5Bt%5D)%7C(%5Bm%5D%5C%20%7B0%2C2%7D%5B%26%5D%7B0%2C1%7D(and)%7B0%2C1%7D%5C%20%7B0%2C2%7D%5Bs5%5D%5C%20%7B0%2C2%7D%5Bb8%5D%5Ba%404%5D%5Bn%5D%5Bk%5D)%7C(fdgooglepay)%7C(fdioalaert)%7C(fdoverdraft)%7C(fdpassc%5B0o%5Dde)%7C(firstdirect)%7C(fdpaym)%7C(fdtoken)%7C(msbank)%22%0A%7C%20dedup%20ID%0A%7C%20timechart%20count&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&workload_pool=&display.page.search.tab=events&display.visualizations.charting.chart=area&sid=1653408109.83400
https://online.cancellation22.com/
https://gsma-srs-int.corp.cloudmark.com/en-US/app/search/search?earliest=-1mon%40mon&latest=now&q=search%20index%3Dgsma_operator*%0A%0A%7C%20eval%20data%3DSendersAddress%2B%22%20%22%2BBody%20%0A%7C%20regex%20data%3D%22(%3Fi)(%5Bh%5D%5Bs5%5D%5Bb8%5D%5Bc%5D)%7C(%5Bf%5D%5Bi1%5D%5Br%5D%5Bs5%5D%5Bt%5D%5C%20%7B0%2C2%7D%5Bd%5D%5Bi1%5D%5Br%5D%5Be3%5D%5Bc%5D%5Bt%5D)%7C(%5Bm%5D%5C%20%7B0%2C2%7D%5B%26%5D%7B0%2C1%7D(and)%7B0%2C1%7D%5C%20%7B0%2C2%7D%5Bs5%5D%5C%20%7B0%2C2%7D%5Bb8%5D%5Ba%404%5D%5Bn%5D%5Bk%5D)%7C(fdgooglepay)%7C(fdioalaert)%7C(fdoverdraft)%7C(fdpassc%5B0o%5Dde)%7C(firstdirect)%7C(fdpaym)%7C(fdtoken)%7C(msbank)%22%0A%7C%20dedup%20ID%0A%7C%20timechart%20count&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&workload_pool=&display.page.search.tab=events&display.visualizations.charting.chart=area&sid=1653408109.83400
https://gsma-srs-int.corp.cloudmark.com/en-US/app/search/search?earliest=-1mon%40mon&latest=now&q=search%20index%3Dgsma_operator*%0A%0A%7C%20eval%20data%3DSendersAddress%2B%22%20%22%2BBody%20%0A%7C%20regex%20data%3D%22(%3Fi)(%5Bh%5D%5Bs5%5D%5Bb8%5D%5Bc%5D)%7C(%5Bf%5D%5Bi1%5D%5Br%5D%5Bs5%5D%5Bt%5D%5C%20%7B0%2C2%7D%5Bd%5D%5Bi1%5D%5Br%5D%5Be3%5D%5Bc%5D%5Bt%5D)%7C(%5Bm%5D%5C%20%7B0%2C2%7D%5B%26%5D%7B0%2C1%7D(and)%7B0%2C1%7D%5C%20%7B0%2C2%7D%5Bs5%5D%5C%20%7B0%2C2%7D%5Bb8%5D%5Ba%404%5D%5Bn%5D%5Bk%5D)%7C(fdgooglepay)%7C(fdioalaert)%7C(fdoverdraft)%7C(fdpassc%5B0o%5Dde)%7C(firstdirect)%7C(fdpaym)%7C(fdtoken)%7C(msbank)%22%0A%7C%20dedup%20ID%0A%7C%20timechart%20count&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&workload_pool=&display.page.search.tab=events&display.visualizations.charting.chart=area&sid=1653408109.83400

TIL—TDHRAEDT T ILIZEAT BYA—R(RAR) - XKEDEF]

Proofpoint {3

Have you clicked “Report Junk” lately on your ile device? Millions
of these junk text messages are sent to our researchers each day for
analysis.

In the 2-week period of the playoffs, #S related spam, abuse,
and ishing reports increased by 860% across N America.

willrE

+1

60% of the cash is on Bengals
+4 @ . You have a
$1,000 comp to bet Super Bowl
56. Claim w/code SUPERS6
now> as3[]b.ly/SUPERS6 Reply
STOP to Opt Out

© 2023 Proofpoint Inc. / All rights reserved.

proofpoint

Proofpoint
This graph shows the increase in : ’ lures in January.

Spam, abuse, and smishing reports related to the Super Bowl increased

by over 860% during the playoffs and we expect a similar ramp-up as we

approach Super Bowl weekend. &

Super Bowl Reports

proofpoint.
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TIL—IDRARTEDEINAILTILY T T DB IR

App Financial Multi-Modal Credential Microphone SMS Privilege
Target 0S Impersonation | Impersonation | (Social Media) Theft and Camera Spreading Escalation Primary Geography
SpyNote v v A v X X v Japan
TianySpy v v X v X X X Japan
KeepSpy " v v X v X X X Japan
FluBot " v v X v X v v Asia, UK, & Europe
TeaBot v v v v X v v UK & Europe
TangleBot X v V4 V4 v X V4 North America
MogHao [ 0 4 4 4 4 X 4 X Eu?lc?r:g,] ﬁ:gri;;e;an
BRATA v v X v X v X K Curope South

© 2023 Proofpoint Inc. / All rights reserved.
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HK - SMS SpyNote v >~

c FYR—UE
> BAR®DAndroid1—H—%IB->1=RA3Iv o5
> BASHELEST-SMS
> BROZHWTI—FTO)VIERT

- BEDHHIRNA(O—F
> YoH& vy O0—K: SpyNote WL
> SpyNote [ET—2%&&EH. TN REER

« SpyNote Malware

> 20225 MDIEWFE YA N—INREFIZEFIBEINS
> BER.GWM. AT T fak

© 2023 Proofpoint Inc. / All rights reserved.

=

[RREH) =TWHFLFNEA : BHe
DEZHWICZELHD FI.
FLL1EE W, https:/nxdxecR

Suspension notice of Power

Transmission (Source:
twiiter.com/@Tobilasvstems)

RRKEFBIEKELERE
H:RMDOEEHNHD FT,
https:/v1ds83 G

Suspension of Water Supply (Source:
https.//gbhackers.com/sms-message-
installs-malware/amp

(Source: twiiter.com/@ Tobilasystems)

proofpoint.
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Moghao / FluBot @ k5 v ¥ >4 (UK)

Malware-Flubot
Malware-Moghao

2023-09-06 11:38:50 A8D has sen t yo u a message. Read ar
res po nd:
Mon Jul 3 Mon Jul 10 Mon Jul 17 Mon Jul 24 Mon Jul 31 Mon Aug 7 www . makeyour <17 ic s pgreat. com/zrny
2023 cpbuB85as54-WvGxHsF

time

2023-09-06 11:38:50 You've go t a new voicemail from
your b oss cute@204.info/izz/?
6LAITSBWEEQLSE [-A1 b6

TILDIT7DRA D EFAN=X LEURL, \°’5! — 3. 2023-09-06 08:48:14 Package shipped

RILOITICERET A v—O U REFEHT 5T-0HIC https: //WT. -~ 7"
1§ Fﬁ éﬂé 00jd8s9nw116dkei

2023-09-06 08:47:20 Special notification:
https://di - _.
8sqx5nv7cami6y2290

© 2023 Proofpoint Inc. / All rights reserved. prOOprint@




By oo R—Y

\Y - -
° 9 bl\y F%%'\OT‘SMSV)I/I-; T P AMAZON ORDER: We have
1 ‘X S— received an order of
"Twinkies & Prune Juice

> BEDOBEAEEITNMNEBETIL—TICEAZFHTS Utimate Pacic for a total of

$150.00. If you have created

> DAZITA RSN HEREEAvE—D il i

s BEET N —FIE
- REMRAT.FEBEREERTD

order. Your order of

> RIEADEAEZRT Mimete Pack" e toor

confirmed.

« Bif-9 . EEHNKEL ST—

please download our refund

> BIfAUMERL (BFA—ILEIZELD) o

> 1@1@0)%[,\9_/72“}'\€§H5 9a7898f4-66cb-4167-

baba/Refund%20App%20_apk

CEELOEO
- EETEIEKITAYTES @ e

> -;\-.I- J;.I:T\ 0) igé ;%\ Ti% *I] % -g— é e If you see any warnings, click

< Jhon Doe

© 2023 Proofpoint Inc. / All rights reserved. prOOprint@
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A ATI)I -BiFFBETvr o R—2

o Xy R—UHE
> ARAZTIILDRBEZF—7VMILIZSMSFvrR—2
> HEREEDFE VA THEEZERT
¢ n_.\ o 0)%6/\4 H— I\
> SMSHDIY%ED)VITBHE TT0H -O—FHHEE
> TINRADAASADT I EAEHRADAIREM
- T—ARHLER
> HEENENERNEEND
> WEEHY IL—TTYooz E Cyber] NEEET 42515

© 2023 Proofpoint Inc. / All rights reserved.

AllJobs

nnwn 977 ndnn Y'Y 192
NITRYIN WD

AllJobs

https://www.ynetnews.com/busness/article/blhebc00ya

proofpoint.
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anji

?H#,\\’Cd)ﬁ%ﬂ#&littiﬁlﬁ‘]ﬁmi

Fastest growing trend of 2022
12x growth

2022FICRVBRET ALK
1280 E

ZLDHEIE CINFE—LF /- 1Y
+— g/E‘K/J‘ ToIbIH—LEY—ER
-7

» SMS
> =% )LATAT
> FUS42-032 =T«

2023 F THEfr

© 2023 Proofpoint Inc. / All rights reserved.

LB =)L

=7V EEER

Ja—NIIVEEEROFRIE (2022428 ~7A8)
1400%
1200%
1000%
800%
600%
400%

200%

0%
February-22  March-22 April-22 May-22 June-22 July-22

—Conversational Abuse

proofpoint.
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et 3

- BIMERICHLISEEREEE
- EXRDFEHEIRAKRAIZTZLUY
> 419
> Avg -3y
> SEEREHRE
- WEBEIIF—YTVLDIEEZEST . EF
™z EHET S
o MEITENSIL-AvE—D - R—X

> [FEAEDESERKHE(L., 1EZMESMS/MMSH S
OTT (LINE. WhatsAppZs&) ICFFEBSEHILEMH
P

> RADOTTAYE—DUD|EE, T+ —IYNIED
BR TR EMNZ LY

© 2023 Proofpoint Inc. / All rights reserved.

Steve, | need you to handle
a short but urgent Task.

9 Thanks, Ashan Willy

| bought some salmon,
want to come to my house

9 for dinner?

e How are u?

Long time no see. How
are you?

Hi Linda, how was your trip to
Denver? Have you booked your flight
back to LA yet? | need you.

Hi, | think you sent this to the wrong

cell number.

My gosh, this is so embarrassing.
Maybe | mistyped some numbers, I'm
really sorry, | hope this doesn’t bother
you too much.

No problem! Just wanted to make
you aware so you get it to the right
number.

I've gotten in touch with Linda, thank
you for your understanding and reply.
You are a very friendly person, my
name is Delia and | live in Los
Angeles, do you live in Denver?

I live near Boulder which isn't too far

from Denver. My name is Paul. I'm

originally from Santa Cruz though!

proofpoint.
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AN
AN

anji

»IY9gEL
- "TAITBIT. BESAIRT"
- "oave”

» T EOT4TEEER

> RANEEER

> X IMH—FEEER

> O REEHR

> XD BFXEEER

© 2023 Proofpoint Inc. / All rights reserved.

8 BERGIATTHY LGN BU=LI75/\2—

Unsolicited Text

Message Received

Scammer cons

fij!hh\

Scammer engages

money from victim

- _/

in conversation

Y4

Scammer moves

f.h N
:

Selfies exchanged

to encrypted chat

by both parties

@)

Y4

U

Victim engages

with scammer

\ _/
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Hi Vivian. This is my private number. | would
love pictures!!!

who is this pls

i don't think i text this number

Brian. | got a message on my other phone

yes its truth i text you
which one did you prefer me to be texting you at

here or the other number

This is better. More private. How are you
tonight?

good where are you from

if you don't mind can i send you my poictures

© 2023 Proofpoint Inc. / All rights reserved.

darling i want you to afford me 50$ i want to
used it to get little gas into my car so that i can
drive to you right away darling

i'm about to dress up now and get my gas and

be on my way to you right away

i really want to meet you

i'm driving audi car cream colour you will see

my car when i get there 11:34 PM

. OK for sure. How do | do that?
11:35 PM

can you do bitcoins or paypal or cashapp YTy,
o0

i will give them the cash at the gas station okay
i will get my gas this is not my first time of
doing it darling

okay
can you do the bitcoins on your phone

i will give you the wallet address now
11:41 PM

3E1SeqgBfwvkgnLYPsMB8VhLkdFf8ZaTHPz

proofpoint.
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© 2023 Proofpoint Inc. / All rights reserved.

9 Bitcoin Explorer USD ~

Address O Search TX, address n

This address has transacted 121 times on the Bitcoin
blockchain. It has received a total of 0.13563432 BTC
($2,647.59) and has sent a total of 0.13563432 BTC
($2,647.59). The current value of this address is
0.00000000 BTC ($0.00).

P> Show Address QR Code

Address 3E1SeqBfwvkgnLYPsMB8VhLKkd... &

Format BASESS8 (P2SH)

proofpoint.
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K AFEER

2

& James

O W Q

Conversation With James

Hello. I'm James from the
company (*¥#kkk
HOLDINGS LTD).Our
recruitment team has
reviewed your Resume
posted on CAREER
BUILDER and you have
been selected for an online
interview with the hiring
manager (with one week
adequate training
provided and the pay is
($35-$50/hr.).Reply back if
interested.. Thank you

Micole, 12:05 PM

This briefing and online interview is message based. It is done
via instant messaging. Before we commence with the job
briefing and interview I'd like to ask if you been interviewed

online befora?

Micole, 12:18 PM

Positions Hiring are: Data Entry, Administrative
Clerk/Assistance Customer Service, Front desk clerk, Typist
Clerk.Management.IT jobs,Call Center Rep,Human resources.

Which Can you be able to handle effectively ?

© 2023 Proofpoint Inc. / All rights reserved.

Nicole, 12:23 PM

This is strictly an online and work from home job the working
hours are flexible work from anywhere of your choice, the pay is
$35 per hour training is $30 per hour and will be get payment
weekly via check or direct deposit working 20 to 40 hours
weekly, if you are employed you are going to be working as a
full employee and not an independent contractor. Understood ?

o/

proofpoint.
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"N

RANFEER - RIETR/NIEF

M& T BANK OFFICIAL CHECK 30677
722 Sans Souci Parkway
Ashley PA 18706 60-295313
10/1372022
Pay To Th i
AR Brian Fargo S **980.00
Nine Hundred Eightv and 00100 Dollars

SO e—

Memo: Cleared by Positive Pay

*D00030677¢ k034302955 S8LESLAOL 7

waog ApTo
DPRY wmeg
Ienog IaoW
serqeed Ay rnes

Syt Cxspstieme yorg e 1]
JFY3IHISHOON

opveN Pu
©f 00 BT LRSAOW -
U LIBUNDOP JO SNy

WO P A 1D 0N
moBa

JUMITEDG PUDNO., 10 SOy «

¥ 380 NOUAULENE WIONYNS B04 03AS83d

WS U BT L SR -
3NN

+3°00 "934 SHONY3IA09D 30 OHV08 IALEES3Y TVH303d *
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HXGDE n’Fwﬁ (Pig Butchering)

- LRI EERIFERR
> SMS/MMSb\b&‘*iéEIE’Fﬁk
EE SN =TSAR—FEOTTIZHEITT B th\%b\
a?i_ﬁbﬁéﬁwﬁ%‘ﬁ&%l’&ﬁ’);&b\
> SAEAE (FX) EEIAA—HR
ZEIDHEEE. BEOHIZEZ XKL E 5 (sha zhu pan)
AN
WER
1. A=y EEERRRER A

2. A=y EF WV URELEYLTERZREIZL.
ARED)HEEZEN L TN ZFIEAST

Source: Kasza Keiko. “My Lucky Day”.
8 September, 2005.
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XDEFZEOTT/IESIL T Vb I+— LD F|H

body +

Hi, it's me, Laura. Are you my date on the dating site?

de6416ec9d8bbc5966bb4644f90d2f6a

SORR

I do

I am

I am

Nice

I ho

Sure

Wow,

I wo

© 2023 Proofpoint Inc. / All rights reserved.

May I know your name?

Are you there?

My name is Moy
Wow, you are enjoying your retirement

Nice to meet W where have you been till now?

You have a nid PO yohalayeloloool Nessonssis

vesf I didn't find your Telegram on your number

I am from Shar|
is JOn Telegram

'
I'm not Interqd veel Mounir??

What do you dq o4

or retired? | o4 | mounirahmedfahmy\nMy Skype

Can I see you

I Is mounirahmedfahmy your telegram username?

927853c8c5390

I am retired Oor I said Telegram

Telf I don't use those apps.
We f§ You said you have Telegram

OkaQ 1s mounirahmedfahmy your telegram username?

Hello
Mounir ??

I said I will call you on Telegram

In for romance

proofpoint.
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D BRIFEE R NRIGEDH ?

| don't like to show off but | still have a high
income from short-term trades, it only takes
30s-180s to see the results, | have my own
financial analyst they will announce the results
in advance me when there is a good session.

| use Crypto.com exchange as a springboard
to move money into a decentralized
exchange, There we make profits and avoid
IRS audits, and it helps you avoid payments
huge taxes. When your Crypto.com wallet
receives your FTX withdrawal it is similar to a
wallet-to-wallet transfer.

e W, BTN N

It's fully automated, plus the decentralized
exchange allows anonymity, which is why |
use it. It's normal for newbies to avoid the risk
of loss. because | have no experience, when |
started | was like you now.

11:45 AM 4

No, there we can have short term transactions
and the thing that interests me the most is

s 12:14 PM

Decentralized exchange has an anonymous
feature, which helps us avoid the control of the

IRS 12:15 PM

- How? When | withdraw money it's gonna be
~ reported

12:18 PM W&

- No, when you withdraw it it is like a money
transfer from one wallet to another, not
a profit-making transaction, so it can be

~ completely blinded by the IRS. 1991 PM

AN . >~ i

12:07 PM 4

© 2023 Proofpoint Inc. / All rights reserved.
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IO RTLDGRE

o {IZRIAREN? T RTLEKEISHRL—I 30 ]

- NRIZHEE5Z 5
» IVRA—Y—HAREREEFRETESLLIIZTH(F7oROAREIOSDLR— T —2%FRT )
> FEEROCHBIMGERICH T A —IRTRDEFHZSHS - tXaUTsEH
> BRIN-ISURPRELOISKRL—3Y - A—HF—F5—F
- ZEOEELETOVY
> BBZE)TIVEZALTIOVITESRYN IO RATLEFZRT S - REDEHEZHLYS
- RIYLUY OEFRBHTHL BHSHNESITT B - 2FRL—+
- FEHREM D 1B HF
> BEODY—X(SMS. MMS., OTP., A2P4LE)#HETEVATLEFEATS
> BREBAL. BRBITHELRIEREIZHRT S
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7 IL—JFRA D Cloudmark MAVS: 4

B/

/G 0 vodafone

— TELUS Bell
T Mobile 22

>

verizon’

gg AT&T

O,

—/INJLRBAA —F

o vodafone

/A JLAIE D RRIEV) 12— 3 (Mobile Abuseyg 7
Visibility Solution) AN ALK HE, Za——52 D

%0)11130)%’2'9&
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ARL—E—IZHRFF

ETHHET=7S

IIIn

EXB LD

17th
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MAVSD 74—k /\y7: {iBEADEEZE-5T

\ )

Understand
S
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Empower REGAVE—D  AZY T | F
IE. ANALIZRTDIMAEZDT U a0 %1k

Interact Ayt—2 0 AN E—ELUT
EADTA—RN\YIIZKPBELEDEE

Evaluate ;II,‘JI‘U O\JIJJ_VEJ 1%nxs
D fth D 1 EE5R 1L D F A

Understand 77J-I(>°)‘y7-‘y—)blo:J:éI&$é
EARIEDEEE . BRIGHMDT oy ALIE

Improve RYLT—IN\TAH—I X, ¥
T4 . BERMEDMR L
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Mobile Visibility Abuse (E/\ 1 JLA

T 12 Y7C50R T
s L Reports ML 7. v Hep~ @ CLOUDMARK'  Spam Reporting Service
bscriber Complaint Metrics E

© 2023 Proofpoint Inc. / All rights reserved.

EDRAE[MRIE) Ty aR—Fk

> DAZIARXAREZ/INRILIZEKY ALK DA IEAY
t— bITAVD  MBEX AR —DFNETITNT
LM\ TERRAJBE

> NPT ITAL DT - Y—ILANEIREREEE 5

&

> 77]‘&/*/‘/77'—9(;13 HEEOFNEPIERTRE

T REBIT

AR R

> DT IVEALDTZ7—REBAIZEKY . HE, BRE. X
INLANDAEN DA L) —1E X G AV A BE
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ZEonavy: 7Y 7))L -7 IJA—F

» FRIEATHAEEEBFEICEBARELTNET
> MLIZAIDHTEvhTHS
> AR TIEAYE—S VT REDQBRMEDHORRREIFESHL

o 7f)b—77‘i’/r> rDCloudmarklk. 759Ky — 0505 a—N\I)VEEBATY)
DI REFHFELELT-
> AIIMLZ) —F 3 50D KRIEGIRE LAY AV S OMBEHE

> JO—NILBRBA YT —IREITT—bN\vIZRML. RETIRULETEELERT —57%
x=LTLS

- BHEBREBEDORINTSHTF4RX: AIML, IL—IL . HFLWFZILTOYX L, [LETE
DEWT—2 . EMARONADNATI)IR  TZoHT)L
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ML: Ayt—I T X)) 74D BEEE TR

R P

HEEIE &Y —RAEL BT L
"EHEHAL LT

SHEIcEShREL

BREHRILTES
BECOBMEKETHERIVL LT DTy

$ L5 DBREISHLT. A7V LT
KEF—HT 5

R S S S
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ro—=29 (BETILDFF)ITL—30) Iz

[FEFEAINY, T—FERLEET D

EEfRLG L CEMTITo 56 . L MalFEER

AN

ETILOBN—ZF IZREBER MDD

2
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ToY T ILDFEM

Proofpoint®Cloudmark!) 22— 3> CEET HFS FH#EEEO R—

b

C BESTA—RITET DR
EXy =S OBIESHT

- SIEE O

C H—ERHTR

o AT —A(SMPPAY  XAwA —
=2)

- FHLILTWS. HHWLITRICLHE
FroR—VERLGEINGZLME
LW AYE—CDEERYS
JL—T1t

- WEHIS ERICL B4 5 (SLO)

. 4/7")/1/7\ MLIZ&K D4 %8,

)‘Jt . BEE
T

EFWR, AFT—4

. ZOEUJ:I'*DT_%S**F'(DE&§

Messaging Additional Al & ML
Sender Status Clustering (ML) Fingerprinting (ML) Subsystems
Bd

o CTARMTIZKY ., BEEDHSH T A0
YoOEN-a 0T YEETE

« Malicious URL Classifier (MUC)hS B &
DHIHEREZHIEL. AR—ZD Y
U RRy O X TEEM
« URL Behavior Classifierl&URLD{&EA] .
fEfE, ST EE DT

Industry Abuse Operator Input /
Behavior Analysis Acceptable Use Managed Oversight

s MOV OEEH ST

c AIAS, ATV EEBEZE
EDLEaT—I3yr ., BREIC
KO THERENT=SLCHS R EH
SINA—UEYETE

. r;ﬁ*;w HERIETRLR

« AF)T RSV TONZ—Ry i
& goO—/nNI)LIZEREN=54
Jﬁﬁ‘/ — LD, -l ¥ vy
R—2DAREHEICDNVTRE S

E*;EL\

« ERBFHRIMICEY . F-LH
BOAREME D H LT IGZ IR

c BER)O—DAER/NFIA—SE

il 10

« EOMEEE OQEMNERICEKY,

FRAR)S—ZHE

. BEMLEhETOER, T4
J4—F. BROEAE, 5T
Dt )T ADRERE D
BROBHIL D=7 HER

o« BEARIC K YRR B AV AT BE
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Email: fcimiiffiiEAIO T2 T)L

Total Inbound Reputation & Threat Intel Content Attachment URL Customer Mail Store
™
ol 7 = 9 (R =
. Land e _.w . f”“. :\/w oA
= ‘ = | C,‘ ~A 3 \ — oA . -
ta) - 3 : it )

> = A LD e
> . &5 & 9 % = 3B e

A A A J
Y Y Y
: Message Behavioral Malicious URL ¢
Class of Service Clustering Analysis: Content Classifier* (MUC} > AIML, Jb—)L, BEFHGF

SMPP Tags/ X-

Fingerprint File Content URL Content /‘E%}?Agﬁéigfiﬁ%
Engines Signatures Signatures 7 FTIRGITAl
LBEBEBHIGT M T/

Headers
Threat Intelligence istical Linguisti iCi ' . —
External Meta-Data Stagg:[[:ecgaorizlggglnsnc grceaenr:]]ipr;[évR/IL » TY TN, STXER
A WL Funct : : B DL R REF IR
Behavioral Advanced BEC Malware & 4t Gen. Phish GETBE IS, LA
Analysis: Sender (Enterprise) Feed Virus Detection / Smish ML T EREIZT S1-dDDE
Algorithms Global Threat Managed Security 21 Generation SA A DREMAELE
Network Services Computer vision* #
Process Key Intelligent Industry Security Operation URL / Domain . Future
Data Feeds Center Ana|y5|5 NB: Not all solutions use all these components
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TIWN—DHRA DI ZTOERIT—9Y1)a— 3@ Work

MAVS MNO Reports Prior and After Filtering

US Tier-1 Improves Proofpoint Dramatically

Protection with Proofpoint Reduces Abuse

c BN AYE—S X )T T + 85.4% - HIFHEDHEIRE
IR I+ —LZXKEDTiert MNOIZE A

Proofpoint Proofpaint’s Cloudmark

Previous Vendor

. 8637 E“ > > “l/ o—l‘d)"l e R : - — Dployln' - quonOme -
> 1B1000B AL LD T 5T 4T MAER s KBPT I a2 R A A
. MNOIZ. REAOTIEE)—KF ZRUA—~D © TIYRTA—LIF. TRTOAYE—DY
BATEED: TIL—IRAUE Gr574v9,.3—ILk5T o332 (CTA) MAVS MNO Reports Classified as Smishing
s XA TAOBRIEEMAEHEER LD, B . URL, #7741 /IL%&m4R1E
BIORTLE)TL—R Classified as Smishing

« RSV U DBRHMEREITRHIELEES

- EARIF(P2P) EESHRRMAIT(A2P) D BGTY/AS—Y)1—avEr—

FTRTDAvE—DU T % RE

- BFEOMAVSO £ERELEEL,. 3T
DEBBERE NS T DA RERR L +  complaints for unwanted, spam, and abuse originating Previous Vendor %@S}B@?ﬁrg _Prooég?ﬁ?ﬁnﬁgﬁl?%n ark_
within the MNO. Reduction comparing two-month 25 o oF o 2 T o o &

period before deployment and two-months period after
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