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HAIEH DMARC MitUTzdh &
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Case 1

BEHRORELS— DR (BEFBZL)




HAIEN DMARC MitUTzdr & ESWSHADFOTWLWSDH

[Case 1] BEDXREILS—DH (FEFEAHRE)

MAIL FROM: <koga@iij.ad.jp>
RCPT TO: <user-unknown@example.com>

From: koga@iij.ad.jp
To: user-unknown@example.com

2
D)

SV

(2)

BRI Fase X —)LH—/¢
A—)L5—)\ (example.com)
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A A1 H DMARC XJiix

L& ESVWSHERDFOTLSOH

[Case 1] BEDXREIS—DH (FEFEAHRE)

From: koga@iij.ad.jp

MAIL FROM: <koga@iij.ad.jp>
RCPT TO: <user-unknown@example.com>

¢« NG

ey

To: user-unknown@example.com 550 User unknown
A 4

" YRCORS

(2)

S |

- FaFEA—ILH—)C
A—)L5—)\ (example.com)
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HAIEH DMARC HinUlcdr & ESWSHHFERGFOTVWSDH

[Case 1] BEDXREIS—DH (FEFEAHRE)

From: koga@iij.ad.jp

MAIL FROM: <koga@iij.ad.jp>
RCPT TO: <user-unknown@example.com>

To: user-unknown@example.com

-
" e,
W‘@E

<2)@>

BB kD
A—J)LH—)X
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550 User unknown
<3>a> Ei

HEFC A —)L T —)\
(example.com)

MATL FROM: <>
RCPT TO: <kogaliij.ad.jp>

From: MAILER-DAEMON
To: koga@iij.ad.jp




Case 2
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HAIEN DMARC MitUTzdr & ESWSHADFOTWLWSDH

[Case 2] BOHEBED BDIFTXUA—INZEDTIS—I(CIRDH

N (1))
m "ﬁ\’t "».\_’{ A
BBk FEse X — )L — )\ MAIL FROM: <koga@iij.ad.jp>
A—) I/'U'—/\ (example.com) RCPT TO: <target@example.com>

From: koga@iij.ad.jp
To: targetW@example.com

©Internet Initiative Japan Inc.




HAIEH DMARC HinUlcdr & ESWSHHFERGFOTVWSDH

[Case 2] BOHED BDIFTHXUA—IINZEDTIS—I(CIRDHI

&

SR B X —ILH— )¢
A—=)LH—/\ (example.com)
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:thinking face:

(1)g>

E‘

A

MAIL FROM: <koga@iij.ad.jp>
RCPT TO: <target@example.com>

From: koga@iij.ad.jp
To: targetW@example.com




HAIEH DMARC HinUlcdr & ESWSHHFERGFOTVWSDH

[Case 2] BOHED BDIFTHXUA—IINZEDTIS—I(CIRDHI

_dmarc.[EEPEERERS. IN TXT "v=DMARC1; [rariaas"

O

OO

:thinking face:

™ PR - e
» y —

- A
=hiEkq0D) FEse X — )L — )\ MATL FROM: <koga@iij.ad.jp>
M —) I/'U'—}\ (example.com) RCPT TO: <target@example.com>

From: koga@iij.ad.jp
To: targetW@example.com
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HAIEH DMARC HinUlcdr & ESWSHHFERGFOTVWSDH

[Case 2] EDHED DT EUA—=IEEXDTIS—I(CIRBH

MATL FROM: <>
RCPT TO: <koga@iij.ad.jp>

O

From: MAILER-DAEMON

!'..’ D A
o 25 B
® §—y —

B#EfKD FEFEA— )L —)\

A—)L5—)( (example.com)
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_dmarc.[EEPEERERS. IN TXT "v=DMARC1; [rariaas"

Kl

To: koga@iij.ad.jp 550 BEREEIESE per DMARC policy

(1)g>
A

MAIL FROM: <koga@iij.ad.jp>
RCPT TO: <target@example.com>

From: koga@iij.ad.jp
To: targetW@example.com




HAIEH DMARC HinUlcdr & ESWSHHFERGFOTVWSDH

[Case 2] EDHED DT EUA—=IEEXDTIS—I(CIRBH

MAIL FROM: <>

cmarc. RPN

IN TXT "v=DMARCI1;

RCPT TO: <koga@iij.ad.jp>

From: MAILER-DAEMON
To: koga@iij.ad.jp

o)
T

\ D E'

B#EfKD
A—)LH—/\

per DMARC policy

(1)g>

-
(2)5) E‘

SBEX—)L T —)\
(example.com)

MAIL FROM: <koga@iij.ad.jp>

RCPT TO: <target@example.com>

From: koga@iij.ad.jp
: target@example.com

©Internet Initiative Japan Inc.



| ]
~ <&
> o’
< , .‘:‘0_.
’
&
o
<8
&

o

(,
Yy

\

A,

Case 3

RO D ITXUA—I)IZ2XDT
IS5—I(C735P (KE£)

<y 5
SE i
)




HAIEN DMARC MitUTzdr & ESWSHADFOTWLWSDH

[Case 3] EBOMHED BODITEUA—INZEDTIS—ICIRBH (KE)

Ry bR b

[%DWDTbU)F]

~ > g, =
<) ‘ n
=hiEkEq0D) ‘
AX—)L5—)\

B2 ISR D
A—)L5—/)\
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HARD DMARC iU E ESVWSHEHADLFO>TWLWSIOH
[Case 3] EBOMHED BODITEUA—INZEDTIS—ICIRBH (KE)

Ry hRw b
‘ ’OMDIHNT>

"~

4

ey

.
f
-
-\__J

B#BfD
A—)L5—)\

£ l

MATIL FROM: <koga@iij.ad.]jp>

.
! P
<"
-
e

N J RCPT TO: <target@example.jp>
f947t$$ﬁﬁ&02 RCPT TO: <target(@example.net>
;*‘_}btj‘_/\ RCPT TO: <targetWlexample.org>

From: koga@iij.ad.jp
To: targetlexample.net
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HAIEH DMARC HinUlcdr & ESWSHHFERGFOTVWSDH

[Case 3] BB D IFTHXUA—INZEDTIS—(CRDH (KE)

S ¥

B#EfE%D

A=)l —/\

550 Rejected per DMARC policy

P
<

'zn.J..[ .,'

(1) o My bRw s
%DHYUTbUzI\

550 Rejected per DMARC pollcy

ST i v .
E

550 Rejected per DMARC pollcy

<
<

!

MATIL FROM: <koga@iij.ad.]jp>

N J RCPT TO: <target@example.jp>
é/:z Td‘%ﬂﬁta) RCPT TO: <target(@example.net>
)*“)btf__/\ RCPT TO: <targetWlexample.org>

From: koga@iij.ad.jp
To: targetlexample.net

\
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HAIEH DMARC HinUlcdr & ESWSHHFERGFOTVWSDH

[Case 3] BB BDITXUA—INZEDTIS—(CRDH (KE)

MATL FROM: <>
RCPT TO: <kogaliij.ad.jp>

From: MAILER-DAEMON
To: koga@iij.ad.jp

550 Rejected per DMARC policy

(1) &

x.m.[ '
RINL '

My bRw s
%DHX&DTb'j/I\

"~

l@

E%‘Hﬁ"ﬁtd)
A—)L5—)\

ey

! J
4 : - AL

] ’ Rt

‘u_\ I ,’. 4

>
A

MATIL FROM: <koga@iij.ad.]jp>

N J RCPT TO: <target@example.jp>
€942t$$ﬁﬁ&02 RCPT TO: <target(@example.net>
)*‘_}btj‘_/\ RCPT TO: <targetWlexample.org>

From: koga@iij.ad.jp
To: targetlexample.net
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HAIEH DMARC HinUlcdr & ESWSHHFERGFOTVWSDH

[Case 3] BB BDITXUA—INZEDTIS—(CRDH (KE)

550 Rejected per DMARC policy
MAIL FROM: <> _

RCPT TO: <koga@llj .ad.jp> (1) AL

x.m.[ '
RINL '

5
(3) ; 4 i
o -
e E -
52 ‘ o>
E%’-H%ﬁtd) < = N ‘
A—)LH—)\ Q\Ei - ‘&gi

A

< MAIL FROM: <koga@iij.ad.jp>

! RCPT TO: <target@example.jp>
(=R @ARE D) g
%ﬁ% RCPT TO: <target@example.net>

)*‘_}btj‘_/\ RCPT TO: <targetWlexample.org>

%DHDTbUzF

l@

Ry kR ]

From: MAILER-DAEMON
To: koga@iij.ad.jp

From: koga@iij.ad.jp
To: targetlexample.net

©Internet Initiative Japan Inc.



HAIED DMARC HinUlcdr & ESWSHHFERGFOTVWSDH

[Case 3] BN BRDITEUAXA—INZEDTIS—I(CIRBH (KE)

JI\W O RXF+vv4A—RiE

B R TR HED
A—)L5—)\

Backscatter Issue

MATL FROM: <kogaliij.ad.]jp>
RCPT TO: <targetlexample.]jp>
RCPT TO: <target(@example.net>
RCPT TO: <target(lexample.org>

From: koga@iij.ad.jp
To: targetlexample.net
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NNV IO RXF v —DRIESR

FFAIEN DMARC MIiEUEH & ESVWSHEHFARDLFOTLSDH
[Case 3] EDME&L BDTEUA—LEEOTIS—ICRBH (AE)

I S5—B&XIEEZENF

EEERITS—& ENBSD
IS5—DREBIHTEAN

MAIL FROM: <koga@iij.ad.jp>

~ : ECPT TO: <target@example.jp>
EQK‘L%H%G) RCPT TO: <target@example.net>
A—=)LH—=/\ RCPT TO: <target(@example.org>

From: koga@iij.ad.jp
To: target@example.net

IS—XA=)IZXTID
it HDEKBEER
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INY D XFvvH—3R(1) - BATV

. Ty
Bounce Address Tag Validation (https://www.ietf.org/archive/id/draft-levine-smtp-batv-01.htmi)
1. FIABIA—)LZIXE 1. BH From ZFFRL TA—)LZi%x{E
||
2. X 55—/ From 7 RL R (CPT=HE5 I
(Z>AO—7 From: prvs=KDDDSSSSSS=mailbox@example.jp)
||
3. 5B A =)L T—/)\T/I\I > A(ITS—)EE
|| -

4. RO CETT/IND U AA—ILDFESE(To) A —ILT7 RLAMNSH T ZIERT

A 4 . 4

5. ELWWIIRBS3E 5. A2 h 120\ or 0N ARIERSIBE
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https://www.ietf.org/archive/id/draft-levine-smtp-batv-01.html

INY D XFvvH—3R(1) - BATV _

Bounce Address Tag Validation (https://www.ietf.org/archive/id/draft-levine-smtp-batv-01.htmi)

1. FIRE(FEA —ILE%E 1. B From ZFFIEL T A —)L &S

(Z>ARO—=7 From: prvs=KDDDSSSSSS=mailbox@example.jp)

||
2. XEY—/\(Z From 7 RLRX(CHT =G5 I

L
3. BBEA—ILY—/)NTI\NDO D X(ITS5—)FE

| o
4. RO CETT/IND U AA—ILDFESE(To) A —ILT7 RLAMNSH T ZIERT

A 4 . 4

5. ELWWIIRBS3E 5. A2 h 120\ or 0N ARIERSIBE

v FIHE(IE QI>NANO—D From h\i 7 RL X

L7 < TRUL) UIJLAF7HIYIIC8E
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https://www.ietf.org/archive/id/draft-levine-smtp-batv-01.html

INYIRF Ty I—3K(2) - B SecureMDC BB

IIJ E¥17 MX B—ERMBDAGZE

1. FAAEA—)LZX{E

2. SecureMX (IBEDOELZEAY S ([CHEA

1. BN From ZFEFRL CTA—)LZix(E

3. BEFRA—ILY—/)NTI\D O (TS5 —)FHE

4. RO CERINDDAA =)L U CER M ESREDONHIE

. 4

5. EULLWBRAI53ZE

©Internet Initiative Japan Inc.

A 4

5. BEANRV or BENARIERSHEE




Y DRErTYI—HER(2) - B SecureMDC B

IIJ E¥17 MX B—ERMBDAGZE

5. EULLWBRAI53ZE

v FIBA(EME UR< TRW

I>NANO—7 From ZH 5750

1. FIAEEIA—)LZIXE 1. BH From ZFFRLU CTA—)LZiX{E
]

2. SerureMX [ 3BEODEZEAYVS (TIEA I
]

3. 5B A =)L T—/)\T/I\I > A(ITS—)EE
] o

4, RO CEE/IVI A=)V 28U TCEBENEEREOMNMIE

5. BEANRV or BENARIERSHEE

QEDTCERA—=)LH
BRI TRV EER IR




INYIRF Ty I—3K(2) - B SecureMDC BB

I« IV DEEICEIT BTV

e
7 1 )L OVER @

PESISE -t

2 ISR *

NBwiItxewa—27rlL9 -

0/sB80
EN{E
AL *
BT S -

2L —BEETREFIS L, TV Y—CEETNET. Fr ot
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-_____________________________________________________________________________________________________
INY DXz v v 5 —3R(3) - Abuse 93
REFREZHETNTVWEZLEBRDNBIRRAT 1 D ERENEBUTHIC

- 2 RBuEE HEper o (= E — =l gﬂ'b_ ~
AN 514>
J7-TIUE) WEE FEN) AwvE—IM) B|EE ~NULTH
= EIRIP) | GDRIER) phex(F) |([E2H3TI w0 IR I1J = Gcore 04 | Abuse iz 3/
* | Geore — 113 245 HEsRh & HiRS
H [fbuse Report from [1J
T § = =5
t“ =W Az I=anu Koga <koga@iii.ad.ipr (Internet Initiative Japan) Sender s '::-”"_'_'I:‘-"'t Time: I1) 5245 | VPS O)/ﬁéj‘]'f?u:%ﬁ"’u
B abuseGgeore.con Gcore — 117 544 HENR T Ule EBIRE
A | o kogad@iij.ad. jp N .
‘g EHT]' FIZ-05-14 18:08:07 IIJ - GCOre 1H%FE52553‘ ﬁbﬂ@i‘jﬁi%ﬁ_‘@ﬁ
o Gcore — I1J | 1mm55% REZMHERR. XRP EHIRE
oy Hello G-Core Abuse Tean, — —
L IIJ = Gcore | 1®m58% | VPS M—EBEENS L ZHEER
['m Koga from [IJ one of ISP for Enterprize of Japan. — N
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