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Subject: FIVE POINTS CAPITAL weshardseheepointscptalon | s fuesoinscapalore
To: <xxxxxx@shoreview.com>
FIVE POINTS CAPITAL .
J\Y ST DNSIHER "

;; bailiwick: fivepointscapital.org.
count: 1
;; first seen: 2022-03-04 15:11:31 -0000

;» last seen: 2022-03-04 15:11:31 -0000
fivepointscapital.org. IN MX 1 aspmx.l.google.com.
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L (EZO) TR ILARILRAA D BEEHDEE

L ARS= LAk HIRE DS FAqg I AA=ERE  RubD=F  FHr= ATy RE T @8 o5, FARWE TiFa=tf= ERTRE LU CERTs /A TobHER
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T4 VS EED%E R

B DNSZEWAUT v v 2O EERIRREI DRBE D%
+ TXT L O— ROSPFEEEFIERDWE A B T+ w20 A—)LiE(EDHESR

;; bailiwick: ***** jp.

;; first seen: 2022-01-28 20:59:00 -0000

., last seen: 2022-01-28 20:59:00 -0000

*rekk jp. IN TXT "v=spfl ip4:133.242.52.116 ~all"

*rekk jp. IN TXT "v=spfl ip4:27.102.118.13/17 ~all"

*eekk jp. IN TXT "v=spfl a mx ptr a: ***** jp ip4:27.102.118.0/24 ?all"

BT RAADEN B T+ w084 NREID%ES R

;; bailiwick: ***** jp.
" count: 93
:: first seen: 2022-01-23 12:38:07 -0000

;» last seen: 2022-01-29 03:26:55 -0000
xserver-vps. **** jp. IN A 115.144.69.72
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DNSOFREERFEICHINT 3/2hDT bV Y I XDERT
T DA

‘ Lame Delegation (L1 AFL45—>232)

‘ HERIDNS T —/\— (T 9 D/KEHIE

‘ AL\ AV IICRDFrYSa1/54
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Lame Delegation (L1 AFLI—S3>)

Lame Delegation& (&, delegation (F4E) DIRIC_EAIY — > (CEEFRUEDNSH —/ A,
AISHDIBHICKIDZD RAA>DDNSH—/VE UTIEU S EEL TULVRLVARE

(51 : JPRS [DNSDEEEINERADI=&(C~Lame Delegation #R~1 (https://jprs.jp/tech/notice/2003-05-20-dnsgc-lame-delegation.html)

Domain Information: [ R X1 >/1&%k] $ dig @ns-309.awsdns-38.com *#kkikkikek
[Domain Name] Fhkkkkkkkkk JP

;i AUTHORITY SECTION:
[(BtRE L) R e e I Z: E& ikkkkkkekk jp. 172800 IN NS ns-1008.awsdns-62.net.

i T ferkkickakkkk Jp. 172800 IN NS ns-1268.awsdns-30.0rg.
[Registrant] wkixkinks 19172800 IN NS ns-2000.awsdns-58.co.uk.

Fkkkkkkkkkk jp. 172800 IN NS ns-309.awsdns-38.com.
[Name Server] ns-1926.awsdns-48.co.uk

[Name Server] ns-309.awsdns-38.com
[Name Server] ns-1008.awsdns-62.net

[Name Server] ns-2000.awsdns-58.co.uk
|Signing key]

$ dig @ns-1926.awsdns-48.c0.Uk ***xkkktrkik jn

;; Got answer:
[EEAH] 2016/11/15 - >>HEADER<<- opcode: QUERY, status: REFUSED, id: 24815
[BZhEARR] 2023/11/30 : flags: gr rd; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 0
[1RRE] Active : WARNING: recursion requested but not available

[ERA&EEH 2022/12/01 01:05:08 (JST) ;» QUESTION SECTION:

; ************.jp. IN A

ns-1926.awsdns-48.co.uk (FEIk%ZH > TLVRLY
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Lame Delegation (L1 AF LS5 —>3>)

B 3% : Lame Delegation (L1 AL —232)

— RAA D EERE TG AA >
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HERIDNS Y —/)\—(CxF SKEsHIEE

B DNS/KEHIRE

—Open ResolverzF A UKESHHEZETT
— YRS jpcert.or.jp BAA ZAERIDNSY —/\{—

JPCERT/CC RAA MR E RO IEKEDHBED—ED

2023-07-08 21:46:53.570989 IP SourceOfAttack.39636 > Open Resolver.53: 19199+ A? amur.jpcert.or.jp. (35)
2023-07-08 21:46:55.153998 IP SourceOfAttack.39636 > Open Resolver.53: 52204+ A? chickadee.jpcert.or.jp. (40)
2023-07-08 21:47:00.651903 IP SourceOfAttack.39636 > Open Resolver.53: 9206+ A? cyclel.jpcert.or.jp. (37)
2023-07-08 21:47:02.548646 IP SourceOfAttack.39636 > Open Resolver.53: 11887+ A? mosaffa.jpcert.or.jp. (38)

2023-07-08 21:47:05.370698 IP SourceOfAttack.39636 > Open Resolver.53: 18118+ A? sokolova-nina.jpcert.or.jp.
(44)
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RAALINASVvYDIICKDFrYVSAFR

B NSH—/)\— BRI KD, ANERBESHRABRRYYVILIC—
(Fvw=>a1DNSH—/(—) (CEEFRESNFv v aHFEREINDIKR

IERIIARE INMMSvyDig

. bailiwick: *****x**x com),
", count: 1,686
. first seen: 2020-05-30 15:43:14 -0000

WhOiS :*********. Com
Domain Name; ******xxx COM

.. last seen: 2020-06-01 16:04:04 -0000
coincheck.com. IN NS ns-650.awsdns-017.net.
coincheck.com. IN NS ns-1515.awsdns-061.org.
coincheck.com. IN NS ns-1985.awsdns-056.co.uk.

Name Server: NS-1515.AWSDNS-61.0RG

Name Server: NS-1985.AWSDNS-56.CO.UK
Name Server: NS-405.AWSDNS-50.COM
Name Server: NS-650.AWSDNS-17.NET

NS-650.AWSDNS-17.NET = ns-650.awsdns-017.net
NS-1515.AWSDNS-61.0RG =) ns-1515.awsdns-061.org.
NS-1985.AWSDNS-56.CO.UK = ns-1985.awsdns-056.co.uk
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SEVWEDE. 12357 > MO kEEE

JPCERTO—5F 1 R—>3>t>45—
— Email : pr@jpcert.or.ip

— https://Iwww.|jpcert.or.jp/reference.html

14 >357 > MRE
— Email : info@jpcert.or.ip
— https://www.jpcert.or.jp/form/

12272 RLARRION—T

— Email @ ir-info@jpcert.or.ip
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B8EF\WebY A b

B JPCERT/CC
— DNS ORI FERFECHINTDEODIY NIV IR
— Phishing URL dataset from JPCERT/CC
B FIRST DNS Abuse SIG
— DNS Abuse Technigue Matrix
B Framework to Address Abuse
— DNS Abuse Framework
B ICANN

— SAC115 (SSAC Report on an Interoperable Approach to Addressing
Abuse Handling in the DNS)

B INTERNET & JURISDICTION POLICY NETWORK
— Toolkit DNS Level Action to Address
B EU(European Union)
— Study on Domain Name System (DNS) abuse
B KERAT(IRS)
— IRS reports significant increase in texting scams; warns taxpayers to remain vigilant
B Nominet
— Dangling DNS is no laughing matter
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https://www.first.org/global/sigs/dns/DNS-Abuse-Techniques-Matrix_v1.1-ja.pdf
https://blogs.jpcert.or.jp/en/2022/09/phishurl-list.html
https://www.first.org/global/sigs/dns/DNS-Abuse-Techniques-Matrix_v1.1.pdf
https://dnsabuseframework.org/
https://www.icann.org/en/system/files/files/sac-115-en.pdf
https://www.internetjurisdiction.net/domains/toolkit
https://op.europa.eu/en/publication-detail/-/publication/d9804355-7f22-11ec-8c40-01aa75ed71a1
https://www.irs.gov/newsroom/irs-reports-significant-increase-in-texting-scams-warns-taxpayers-to-remain-vigilant
https://nominetcyber.com/dangling-dns-is-no-laughing-matter/
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