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Phishers’ Favorites 2022
20 MOST IMPERSONATED BRANDS

Number Movement Brand Category Unique Phishing URLs
0 Facebook Social Media 25551
(2] 0 Microsoft Cloud 22531
25 Google Cloud 19695
(4] N6 PayPal Financial Services 15863
(5] ™13 MTB Financial Services 13330
(6] 0 Orange Internet/Telco 12839
[7] Vv -4 Crédit Agricole Financial Services 1998
o v -4 WhatsApp Social Media 10388
(0] v -4 La Banque Postale | Financial Services 10242
Q N/A au Internet/Telco 9542
(] ™ Netflix Cloud 9018
Q@ *7 Apple E-Commerce/Logistics | 7634
Q v -6 Amazon E-Commerce/Logistics 7364
Q V=1 Wells Fargo Financial Services 6885
Q v =7 Chase Financial Services 6788
(16} 6 Instagram Social Media 6403
Q N Comcast Internet/Telco 6327
Q v -4 Rakuten E-Commerce/Logistics | 4850
Q ™ 52 Credit Saison Financial Services 4593
Q v -5 Adobe Cloud 4503
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Important : credentials update

o Vade Support <IT-request@office360.com> 20224 9A9H &R 23:15

%8%: % akihiro.sekine@vadesecure.com

A\ TIANY—REDIH, COXYE—IO—ERONBERIZTVVO—REhE - (gecsBs | ( ASEROT Y>> O—F |
B¢ Microsoft

Important : credentials update

The IT department wishes to strenghten the security of internet and intranet accesses by
imposing the update of the passwords of each user according to the following strong password

policy :
At least 12 characters long

Includes lower case and upper case characters, numbers and special characters
Is not a word preceded of followed by a number

| update my password now

Microsoft Password - Action Alert vadesecure.com

o IT Corporation <kirkridge@kirkridge.org> 2022410A248 RA#ER 23:41

%8%: % akihiro.sekine@vadesecure.com

ZOXRYyE—IDEEER "&" T,

Microsoft*

ﬂ Office 365

Hello akihiro.sekine@vadesecure.com, your password expires today.

Keep Same Password

Vadesecure.com
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@ Re-Authentication - 2#@X —JL - akihiro.sekine@vadesecure.com

®
Re-Authentication

o Multi-Factor Authentication Policy <kevin@e-t-c.com> 20234104278 £#&AH 12:40
$8%: @ Akihiro Sekine
£ TOXyt—VREBA—LDESTT, UV PZOMBOBERBELEEA,
B® Microsoft

HKBA—)LIT LR

Microsoft 365 sign-in for multi-factor authentication

Dear akihiro.sekine:

+ The multi-factor authentication for akihiro.sekine@vadesecure.com is set to expire toda

y, Friday
27th Oct,2023..

Simply scan the barcode below using your smartphone camera to reauthenticate your MFA so you
can stay connected to Microsoft 365 apps and services including your mail security.

Contact Microsoft help desk if you have any guestions.

B Microsoft
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Re-Authentication

® Microsoft

Contact Microsoft help desk if you have any guestic

=ﬁ Microsoft

o Multi-Factor Authentication Policy <kevin@e-t-c.com> 20234108270 &&H 12:40

%85%: @ akihiro.sekine@vadesecure.com

Microsoft 365 sign-in for multi-factor authentication

Dear akihiro.sekine:

+ The multi-factor authentication for akihiro.sekine@vadesecure.com is set to expire today, Friday

27th Oct,2023..
« Simply scan the barcode below using your smartphone camera to reauthenticate your MFA so you

can stay connected to Microsoft 365 apps and services including your mail security.

Microsoft.365 sign=in.for multi-factor authentication
Rear akihife.sckin el

« The miikiffactor authetication for akihiro.sekine@vadesecure.c




S

d49> > URL. RXAA>

URL: https://adidosports.com/assets/js/index.html#...

WwhOoiS Domain Name: ADIDOSPORTS.COM
Registry Domain ID: 2800557986_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2023-09-237T08:05:10Z2
Creation Date: 2023-07-24T13:41:26Z
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Terms & Conditions  Cookie Privacy ...
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=. Sign in to Outlook X i§3 Settings

E] https://pub-e14f81606c7e4

B® Microsoft

w

»

® @ =. Sign in to Outlook X @3 Settings

X
-+

& > C B nttpsy//pub-e14f81606c7e47 ¥ O

B® Microsoft
Sign in
to continue to Outlook

Email, phone, or Skype

Can't access your account?

Terms & Conditions  Cookie Privacy
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< akdileod.aoiekdod@example.com

Enter password

Because you're accessing sensitive info, you need to verify your
password

Password

Forgot my password

Terms & Conditions  Cookie Privacy
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B® Microsoft

< akdileod.aoiekdod@example.com

Enter password

Your email or password is incorrect. If you don't remember your

Terms & Conditions  Cookie Privacy ...
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