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άϦΤϣψ͎ χ ├Υ ρᾠΜ ΪοΦϘΰθ
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2025 1Ὦέϧτʺ͎νχ︡Ϥ ϙϬήϣτ ᴟϬήδϘβ

ʾDMARCЪзЄ˔χТϰиЌзрϽ
ʾDMARCﬞ ʺ Ⱳχὕ ꜘ

ʾ῝꜠ϯϸϳрЕχᵠ
ʾBIMI

ᵚΰΜЮ˔иχ ếᴟ ṛЮ˔иχ ῐếᴟ

NTT
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DMARCϬᶨ ΰʺΚϭΰϭʾӗ σḕẽϬ⌠μοΜΦϘβ

σϤβϘΰЮ˔иΥ ∕ΰσΜ ᵦϒ

ʾDMARCΥFailʺϘθψ χ ›τὕβϥ
ʾЪзЄ˔ΥnoneχЖЮϱрϬḯϛʺὕβϥάρπ
ῲΨТϰАЄрϽ₴Ṭϒχ ├Υᴦ τ
ʾ ΥσΨσϤʺ οχ ṛЮ˔иΥDMARCτϢμ
ο ήϦϥḕẽϒ˂

ΰμΤϤ︡ ϭιḼỘτЮзАЕϬ

ʾ︡ ϙↄχЮ˔иϬא βϥг˔ЃτψΚϭΰϭʾӗ Ϭ
ʾᵫ Υ Υϥ▫ᶝΪτϢϤʺḼỘτϜРЅКІᴣ Ϭ



DMARC ιρЖЀЯЮ˔иπψ γὕϬ ΰϘβ
ˢ2025 1ὮέϧϢϤˣ

JANOG54 Ɫ ϢϤ 7



E

┌ ϢϤδϛοp=noneזּ Ϭ˂ρέ ΰϘΰθ

6ᵕJPAAWG A1-7 Ɫ ϢϤ 8



DMARC

9%

91%

DMARC

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

DMARC

 ϜʺνΜτDMARCχ Υϕϖḁ

┌ ρ ᶓΰοDMARCχ Υ τ ΰϘΰθʻ

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

none pass

NTTЖЀЯτϢδϣϦθṥ (FP )χDMARC ệ

2023 2024

τϢμοψ9ᶤΥ
DMARC ↄ

60%

40%

DMARC

FP ΤϣʺspamτϢϥṥ Ϭ Ạ

2023 10Ὦ

2024 10Ὦ

9



ԁ ꜛⱵ ήϘχЖЮϱрτο ΥΚϤϘβʻ

εϋDMARCχ ϬΣḻΜΰϘβ

Ю˔и ├ẸṳᵓṪ WGⱢ ϢϤԏ
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DMARC

ᾝ p=none χЖЮϱрΥӊ τ Μ ệπβ

ρΚϥ1 χЖЀЯЮ˔иӍχЮ˔иχDMARC ᾠχ

noneΥ83%

11



STEP

p=quarantine/reject ϒ ϚⱲπβ

ἇ ЎϴАϼיּ╣ σϤβϘΰЮ˔
иχ

DMARC
̞header from
χ

SPF
̞envelope 
fromχ

ЖЀЯЮ˔и῝꜠ϯϸϳрЕ ˓ ˓ ˓ ˓

BIMI ˓ ˓ ˓ ˓

p=quarantine/reject ˷ ˓ ˓ ˓

p=none ˷ ˷ ˓ ˓

DMARC ˷ ˷ ˷ ˓

ﬞ ˷ ˷ ˷ ˷

ᾥΜṁ

ΰΜṁ
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p=quarantine/reject

From:xx@myXXXXmo.com
AmazonФжϱЭᵓԌ ϒχ σ
Σ ϣδ

Σẁ ʺ

Amazon.co.jpϬέ ΜθιΦΚϤ
ΥρΞέίΜϘβʻΩựʺΣẁ χ
ϯϸϳрЕ Υ τϢμοיּ╣
 ήϦθᴦ ΥΚϤϘβʻϯϸϳ
рЕχӗ Ϭᶎ βϥθϛʺᴞṜχ
зрϼϬϼзАϼΰοϯϸϳрЕϬ
ᾁ ΰοΨιήΜʻ

hxxps://xxx.html
Amazon ЈϺвзГϰЎ˔Э

p=none χЖЮϱрψῼὢּיχ ϙ τήϦϘβ

Point ʿЖЮϱрᾧ π χῼὢχ ϙ τ

From:xx@crXXXX.jp
˲ σΣ ϣδ˳Σẁ χΣ◦
Μ Υ ήϦϘδϭ

▪ σΥϣʺˢƳŀȊƻƴχϯϸϳрЕ
Ϭ  πΦϘδϭπΰθʻ
₈ᵕψʺϸ˔ЖΥṍᾢ Ϧτσμο
ϥΤʺ Ẑ Υ  ήϦθσςʺ
ήϘίϘσ πϸ˔Жχ Ϭ 
πΦϘδϭπΰθʻ
Σẁ χϯϸϳрЕϬӲⱱβϥθϛ
ˢƳŀȊƻƴϯϸϳрЕχ Ϭᶎ β
ϥ ΥΚϤϘβʻᴞΤϣϯϸϳр
ЕϬкϽϱрΰʺ Ϭ  ΰοΨ
ιήΜʻ
̙έ ᶎ ψάκϣ

From:xx@crXXXX.jp
₈βΩ Ϊ︡Ϧϥ˂5000ד χ
PayPayЩ˔ЗІρΣ σϺарЧ˔
р
PayPayϬέ ΜθιΦΚϤΥρΞ
έίΜϘβʻ
βΩτ5000ד χPayPayЩ˔ЗІϬ
Ϊ︡ϥάρΥπΦϘβʻ
̙ ΰΨψάκϣϬέ ΨιήΜʻ
ϳϵиЄϯϽи˔ФϯФзΤϣ
PayPayπ◦ ΞρΩ ᶛ μοΨ
ϥ˂
ᵫ℗ṍḧʿ 2021/8/13s ᴲˣ˙ 9/9
ˢὮˣ

ᾢʿ 100,000ЪϱрЕ˗ᵕΣ
Ϣόṍḧ

Point ʿ ├ήϦθϣβΩτⱳχЖЮϱрϒӱ“

From:xx@account.XXXXendo.com
˲ừẍ˳dϸ˔ЖΥ ♁χΣ
ϣδ
Σẁ ʺ

NTTЖЀЯϬέ ΜθιΦʺ τ
ΚϤΥρΞέίΜϘβʻάχθόʺ
Σẁ χdϸ˔ЖϯϸϳрЕπ
σϯϼГϰРГϰΥᾁ ήϦθθϛʺ
έ ϬԁⱲ τ ᾢήδοΜθι
ΦϘΰθʻ

νΦϘΰοψʺӟᴞχзрϼΤϣϯ
ϸϳрЕχᶎ ρ ™ᵫ︣ ΦϬ
“μοΨιήΜʻ
hxxps://xxx.cc̒

̰ ḩἰχЖЮϱрΥΜΦσϤ ήϦϥθϛʺ οχḼỘΥ ᵲּיτ

ΜγϦϜDMARCχ ᾠψ
ˮnone˯χ ḼỘχם∕ЖЮϱр
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p=quarantine/reject

p=noneπψꜛּזχ᾽ẁχ ᴞϬ ΦϘβ

σϤβϘΰ ├ϬΰοΣΤσΜρʺ ϙ τήϦʺꜛּזχ᾽ẁΥ₉ϥάρτσϤϘβ

ϙ ϬήϦθḼỘτΣΪϥῲ χ
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