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RFC5321 Simple Mail Transfer
Protocol
» A—)LZERXT D (ED) T28HDH m

RETCY My
° 0747\/ I\ - -U__} \Faﬁd)jv\/ I< MAIL FROM:

ender@gamil.conf

[LAN AZEZLTWNES Ly / P P
- 82128215321 L &5, fEIE. e
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Simple Mail Transfer Protocol

- Simple Mail Transfer Protocol : B L CSMTP
» JTLfHDRFCB22NHE NN ZD (319824 !!

c BEAREMRDAV RIFA4DE, ZABIOEDSIMmpleTd
- EHLO/HELO

- MAIL FROM

- RCPT TO

- DATA

- EfRI7REE(FRFC5322 0 —EMDMIMER R (FFEDOAT)

S
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»EHLO/HELO
- SMTPEEDCHIIEZES

* B DOBEIZHBITLU TR LE

- MAIL FROM
« RCPT TO
- DATA

vadesecure.com

SMTP - step 1: EHLO

S

Sender

1. Send an
EHLO message

3. Identify the
sender to
SMTP server

5. Identify the
recipient to
SMTP server

7. Ready to
send email

9. Send
message one
line at a time.
Terminate with
a ".(dot)"

11. Terminate
this session

HELO

Receiver

.

MAIL FROM:
<sender@gamil.co

2/50/'
/ and respond
| I I B B DD BN B .

4/

RCPT TO:
<receiver@gmail.c

/

DATA

/

Email message

.(dot)

/

QUIT

A\ A A

y

221

2. Receive an
EHLO message

4. Respond OK

6. Respond OK

8. Ready to
take the
message

10. Accept the
message for
delivery

12. Closing
connection
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SMTP - step 1: EHLO/HELO L__

» Syntax:
« ehlo = "EHLO" SP ( Domain / address-literal ) CRLF

* helo = "HELO" SP Domain CRLF

SIZRC(EDTS1 77> BDOFQDNETZIE 7 KL R Z18%E

S
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EHLO& HELO L—_

—_—

|
EHLO (Extended HELLO)(EZSMTPDiLaEE H/R— N B8 [——
[CHELOZB=#H=z3I< >R

EHLOZZF/TZSMTPY —/{—(&. ZDIcEE U TEEMNYR—
NI DSMTPILRZE DS 107> MCHISEEY

IoERB EXTd DRFC

250-SIZE 157286400 RFC1870
250-8BITMIME RFC1652
250-STARTTLS RFC3207
250-ENHANCEDSTATUSCODES RFC2034
250-PIPELINING RFC2197
250-CHUNKING RFC1830
250 SMTPUTF8 RFC6531

=
[ ]
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« EHLO/HELO
»MAIL FROM

AX=I)L S 2Y 0> 3 > 0O

c J\SA—HF—-EUTXETT
« RCPT TO

- DATA

vadesecure.com

S

I

L %=

[l

Il

1. Send an
EHLO message

SMTP - step 2: MAIL FROM

HELO

Receiver

.

2/50'/'

2. Receive an
EHLO message
and respond

N - F §F B N B B B N |

3. Identify the
sender to
SMTP server

MAIL FROM:

<sender@gamil.cofl>

4/

4. Respond OK

--%HO.—-.----I--

5. Identify the
recipient to
SMTP server

7. Ready to
send email

9. Send
message one
line at a time.
Terminate with
a ".(dot)"

11. Terminate
this session

<receiver@gmail.cofn>

DATA

/

Email message

4—/

.(dot)

QUIT

/

A\ A A

y

221

6. Respond OK

8. Ready to
take the
message

10. Accept the
message for
delivery

12. Closing
connection
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SMTP - step 2: MAIL FROM

» Syntax:

T

 mail = "MAIL FROM:" Reverse-path [SP Mail-parameters] CRLF

Return-Path: <no-reply@shanghaidazhongbc.com>

for <foo@mail.com>; Thu, 24 Oct 2024 10:45:20 +0200
Sender: <no-repty@shanghaidazhongbc.com>

Authentication—-Results: mail.com; dkim=pass header.i=no-reply@shanghaidazhongbc.com
Received: from maill.shanghaidazhongbc.com ([164.70.99.59]1) by mx.mail.com
(mxgmxus@09 [74.208.5.20]) with ESMTPS (Nemesis) id 1M7bpz-1sygGQlgqxB-002L06

RFCH322

From: =?utf-87B?R0O1P44GC44GKA4Ged4KI440N440D440I6YgABKGM?= <no

>

» Reverse-path(3EXEBDA—)LKV IR, TelZUREICKD
TA=)VIL—THRET B]EEEDHDNDNIRETI(EZE

(null) (CIRBFZENHDET

« MAILONY > RE RS2 U0 a3 > ez (C—EITT

S

vadesecure.com
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SMTP - step 3: RCPT TO

« EHLO/HELO
- MAIL FROM

»RCPT TO
« A—=)LDRET” R RZ1EE
- DATA

1. Send an
EHLO message

3. Identify the
sender to
SMTP server

5. Identify the
recipient to
SMTP server

7. Ready to
send email

9. Send
message one
line at a time.
Terminate with
a ".(dot)"

11. Terminate
this session

HELO

.

MAIL FROM:
<sender@gamil.co

/

———222—-_--;

b
a

RCPT TO:
<receiver@gmail.c

>

y

>

»

----Dm-

———322———‘_—;

»

/

Email message

/35.4—/'

\A A

.(dot) R
y
QUIT

A 4

221

2. Receive an
EHLO message
and respond

4. Respond OK

B T | ISR E—

6. Respond OK

8. Ready to
take the
message

10. Accept the
message for
delivery

12. Closing
connection

vadesecure.com

S
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SMTP - step 3: RCPT TO L::

» Syntax:
« rcpt = "RCPT TO:" ( "<Postmaster@" Domain ">" /
"<Postmaster>" / Forward-path ) [SP Rcpt-parameters] CRLF

+ RCPTOR > REEEEHER U CEMOZSEZISERHTT
» To/Cc/Bcc DXFlEHDEEA

=
[ ]
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YBFCDIEX

» To: <7 RLAX>
- Cc: <)L A>

o Bcc <7 RLRA> (ZEBCITRZXZW)
FHK (AX—JL) DBEICDULNTUL\DIEL
0(CAD CLVBDTHELE & (FEEHAR

- FEH
« RFC5322

« RCPT TO: < )7L X>
W CHDBLE(CEDIERT. 58E

- HEICE
Filk (X—=JL) DOIMAWRDTRZIR
X Bl (FTRUN

« To/Cc/Bcc @
- RFC5321

S

vadesecure.com
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SMTP - step 4: DATA

- EHLO/HELO
- MAIL FROM
« RCPT TO

»DATA
c A=)N\wEH — KX, TMIT 7 A )V &X(E
- (EUAR) DHDITTHRT

vadesecure.com

S

1. Send an
EHLO message

3. Identify the
sender to
SMTP server

5. Identify the
recipient to
SMTP server

’--

7. Ready to
send email

9. Send
message one
line at a time.
Terminate with
a ".(dot)"

~--

11. Terminate
this session

<sender@gamil.co

HELO
2/50'/'
MAIL FROM:

b
a

4/

RCPT TO:
<receiver@gmail.c

>

y

>

»

DATA

y

»

/

Email message

/35.4—/'

\A A

2. Receive an
EHLO message
and respond

4. Respond OK

6. Respond OK

-"—{———————

8. Ready to
take the
message

10. Accept the
message for
delivery

.(dot) R
y
| I I BN BN BN
QUIT

12. Closing
connection
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SMTP - step 4: DATA T

» Syntax:
- data = "DATA" CRLF

« —/)\—(I354i0EZXEL. TDRE(CEXEEINDIT—H=
A=)T—FELUTRNET
c A=) T —IDEIRIEET (EUAR) OHDITTTY
- The mail data are terminated by a line containing only a period,
that is, the character sequence "<CRLF>.<CRLF>", ---

» EUARDAHDITZET EE 3" [CLET

=
G ]

vadesecure.com
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SMTP - step 4: DATA L::

* SMTP CIXETE DT —HIIASCIIXFTY
- The mail data may contain any of the 128 ASCII character
codes, -
- BAREXFHW/\AFU—-5F—45 (BFRIREDRNT T 7 A
L) ZDIFBECIEIT > 0— FUTASCIIN S E U TEEL
*9

- base64 FEJ/z(& quoted-printable
- &% : RFC5322, 2045~2049

« RFC1652 8BITMIMEZ{E X (FASCIIX FDHIPRZIME 2

G-i_

=
S ]

vadesecure.com
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SMTP RS>0 3

......................................................................................................................................................................................................................................................................................................................................................................................................................

\I

.......................................................................................................................................................................................................................................................................................................................................................................................................................

S: 250-foo.edu

.......................................................................................................................................................................................................................................................................................................................................................................................................................

.......................................................................................................................................................................................................................................................................................................................................................................................................................

..............................................................................................................................................................................................................................................................................

RIS

.......................................................................................................................................................................................................................................................................................................................................................................................................................

250-PIPELINING
250 SIZE
C MAIL FROM:<chris@foo.edu>
S 250 OK
C: RCPT TO:<pat@bar.com>
S: 2500K
C: DATA

.......................................................................................................................................................................................................................................................................................................................................................................................................................

.......................................................................................................................................................................................................................................................................................................................................................................................................................

C: Blah blah blah...
...etc. etc. etc.

.......................................................................................................................................................................................................................................................................................................................................................................................................................

.......................................................................................................................................................................................................................................................................................................................................................................................................................

C:
S 250 OK
C QUIT

.......................................................................................................................................................................................................................................................................................................................................................................................................................

vadesecure.com
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_ = 1\
E&EJ1—R
« SMTPDIGE D — RI(E 3 HIDEF
- 1 7B (3ILEDIEE
- 2yz B ENRETIOE
- 3yz B ENRHENE
. 4yz — RIS —IRRBICKDBDETENRT TIHE
« Syz  KEHIRIS—IRREICKBDEENRT TIibE
- 200B(3ISEDHFT T
- TR IIGEDOY I HFTU

S
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SMTP%Zik5k9 RFCUX b

« RFC1652 - SMTP Service Extension for 8bit-MIMEtransport [8BITMIME] L 1

- RFC1830 - SMTP Service Extensions for Transmission of Large and Binary MIME Messages [ CHUNKING,
BINARYMIME]

« RFC1845 - SMTP Service Extension for Checkpoint/Restart [CHECKPOINT]

- RFC1870 - SMTP Service Extension for Message Size Declaration [SIZE]

« RFC2034 - SMTP Service Extension for Returning Enhanced Error Codes [ENHANCEDSTATUSCODES]
« RFC2197 - SMTP Service Extension for Command Pipelining [PIPELINING]

« RFC2852 - Deliver By SMTP Service Extension [DELIVERBY]

« RFC3207 - SMTP Service Extension for Secure SMTP over Transport Layer Security [STARTTLS]

. F'ID:(S:E)J?& - Simple Mail Transfer Protocol (SMTP) Service Extension for Delivery Status Notifications (DSNs)

« RFC4954 - SMTP Service Extension for Authentication [AUTH]
« RFC6531 - SMTP Extension for Internationalized Email [SMTPUTF8]
« RFC8689 - SMTP Require TLS Option [REQUIRETLS]

vadesecure.com

=
[ ]
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SMTPZ#L5&9 S RFC

RERBIEMTADEHLOIGE

Gmail

250-SIZE 157286400
250-8BITMIME

250-STARTTLS
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-CHUNKING

250 SMTPUTF8

vadesecure.com

Microsoft

250-SIZE 49283072
250-PIPELINING

250-DSN
250-ENHANCEDSTATUSCODES
250-STARTTLS

250-8BITMIME
250-BINARYMIME
250-CHUNKING

250 SMTPUTF8

S

Hornetsecurity

250-PIPELINING

250-SIZE 157286400
250-ETRN

250-STARTTLS
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 DSN
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SMTPZ#L5&9 S RFC

- SIZE
-« RMEATREIRIRAY 1 Xz 8]
« PIPELINING
- —E(CEHAVS F2XD. FEHTIEZTIR I ZNERIEE
- ENHANCEDSTATUSCODES
c FHHRR IS —BHRZER
« STARTTLS
-+ TLSiB{Eh‘A]HE

- SBITMIME
- 88w MMIMEF—4%Z%Z{S0]HE

S

vadesecure.com
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RFC2034 - Enhanced Error Codes

.......................................................................................................................................................................................................................................................................................................................................................................................................................

S: 250-foo.edu

250-PIPELINING

250 SIZE
C ............ |\/|A||_FRO|\/|<Chr| S@fooe du S
S ............. 2 500K ..................................................................................................................................... 25021()ongmator<Chr|5@fooedu>ok ............................................................................................................................
.Mé ............ ééﬁfﬁfﬁ;ﬁéﬂébéﬂé&%; ............................................................................................................................................................................................................................................................................................................................
S ............. 2 500K ..................................................................................................................................... 2502]_5ReC|p|ent<pat@barcom>ok ................................................................................................................................
.Mé ............ tﬂAfA ....................................................................................................................................................................................................................................................................................................................................................................................

.......................................................................................................................................................................................................................................................................................................................................................................................................................

.......................................................................................................................................................................................................................................................................................................................................................................................................................

C: Blah blah blah...
...etc. etc. etc.

C:
S ............. 2 500K .................................................................................................................................... 250260l\/lessageaccepted .............................................................................................................................................................
C QUIT
S 221 foo.edu closing connection 221 2.0.0 Goodbye
vadesecure.com J
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LMTP

Local Mail Transfer Protocol
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Local Mail Transfer Protocol L::

- RFC2033
- Simple — Local
* SMEBADBELIXAH T (F7RVY, REDXA Y Z—X M7 DS
- MDA (Message Delivery Agent). Xwtz— X RPZARNER
Y (CHCIx
« BEDIEI(CEDERICIETR EDRAT—H A RED
« SMTPIEZE(CH U CE—DAT—F A ZIRT

=
5 ]
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vadesecure.com

LOLLOOOLOLOLOLOLOLLWLnOON

LMTP RS5O 3

220 foo.edu LMTP server ready

: LHLO foo.edu

250-foo.edu
250-PIPELINING
250 SIZE

: MAIL FROM:<chris@bar.com>

250 OK

: RCPT TO: <pat@foo.edu>

250 OK

: RCPT TO: <jones@foo.edu>

550 No such user here

: RCPT TO: <green@foo.edu>

250 OK

: DATA

354 Start mail input; end with <CRLF>.<CRLF>

: Blah blah blah...
. ...etc. etc. etc.

250 OK
452 <green@foo.edu> is temporarily over quota

: QUIT

221 foo.edu closing connection

S

LOOOQUNOLOLOLOLONONLAOWY

>/

220 foo.edu SMTP server ready
: EHLO foo.edu

250-foo.edu

250-PIPELINING

250 SIZE

: MAIL FROM: <chris@bar.com>
250 OK

: RCPT TO: <pat@foo.edu>

250 OK

RCPT TO:<jones@foo.edu>
550 No such user here

RCPT TO:<green@foo.edu>
250 OK

DATA

354 Start mail input; end with <CRLF>.<CRLF>
Blah blah blah...

. ...etc. etc. etc.

: 250 OK

F/zlE 452 Requested action not taken: insufficient system storage

C
S

: QUIT
: 221 foo.edu closing connection
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N\ 5 —

. Femmmemao R, oo e e m e +
w | Field | Min | Max number | Notes
|ﬁ A /';7_ | | number | [
¢ \/,\/\\J oo R oo e +
| trace | | unlimited | Block prepended - see
[ | [ | 3.6.7
[ Date | resent-date | o* | unlimited* | One per block, required if
| | | | other resent fields are
[ | | | present - see 3.6.6
® From | resent-from | | unlimited* | One per block - see 3.6.6
| resent-sender | 0% | unlimited* | One per block, MUST occur
[ | | | with multi-address
° M _ID [ | | | resent-from - see 3.6.6
essage | resent-to | | unlimited* | One per block - see 3.6.6
“w | resent-cc | | unlimited* | One per block - see 3.6.6
r ) f;;] resent-bcc | | unlimited* | One per block - see 3.6.6
¢ QB%/\\\J (TO/CC/BCC) I resent-msa-id | @ imited* |
, -msqg- | —unlig One per block - see 3.6.6
| orig-date | 1 | 1 |
“ _ | from | 1 | 1 | See sender and 3.6.2
P /\\\Jg_( (j:leXJ:O)? |<I/ Z%E( | sender | o* | 1 | MUST occur with
C = | | | | multi-address from - see
| I | | 3.6.2
(one or more addresses) |replyto o | |1 |
| to | @ | 1 |
. ¢ | cc | @ | 1 |
4 1
o A\YA—(FHESTHERWV (0~ 11E) | bee o | I |
message-1id o= 1 HOULD be present - see
| 9 | | | SHOULD be p
W | | [ | 3.6.4
%g*&ib\ Z ( I (/ \ (/j_j-\b \/\\\J g — | in-reply-to | o* | 1 | SHOULD occur in some
L4 d\ | | | | replies - see 3.6.4
| references | o* | 1 | SHOULD occur in some
73 @5 [ | [ | replies - see 3.6.4
| subject | @ | 1 |
| comments | @ [unIimited |
| keywords | | unlimited |
| optional-field | @ | unlimited |
B i Femmm e L R e +

vadesecure.com E
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JBENAY S — (To/Cc/Bcc) L

» 5E5E w4~ —(To/Cc/Bcc)
« ANWA—(C(F1DUEDT7 RLRAZEEL
(one or more addresses)
« DT RLRIFHREYDTLIDDOAYS —(CEL
« SBEENAYAS — (I THERELV(0~11E)
—77 R ABEITUTAT TR0

'%ﬁiiﬂtWU:

To: "Mr. Foo" <foo@example.com >

7 FLADEDIEILA Y X — T TN

X Cc:
% Bcc: <bar@example.com> Beecldixn Ay (RXATLE S &Blind Cellmnily)

S

vadesecure.com
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vadesecure.com

WAZANY S D3N

- Dateh\7 0 V5

for <aaaaaaaa@xXXXXXXX.XX.jp>; Thu, 26 Oct 2023 00:07:56 +0900

Message-Id:
To: aaaaaaaamxxxxx»':r
Subject: -7utf~8?ﬁx,”CQ4
From: info@xXXXXXXX- yyyyyyyy ]p
Mime-Version: 1.0

X-Mailer-Unique-Code:

Content-Type: text/plain; charset="utf-8"
Content-Transfer—-Encoding: base64

44GT44Gu5bqm44Gv44CQ44K4440440L440844K6VOVTVOOBruwkj+S8ke0BvzIwMjMg44Cc56We
44Gh44KD44KT77yG5rWB5pifIOelnTMw5q22z77yB440P440D440U4408440Q440844K5440H4408

Received: (from nob,ody@localhost) O

- Message-ID: (INEDHEREER

/1]

- Date: &Message-ID: (XT=NT (T T TiED 2

S

Jl
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