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1X{S7cIP” RL A(AS Name)

GOOGLE-CLOUD-PLATFORM

CHINANET-BACKBONE No.31,Jin-rong Street

CHINA169-BACKBONE CHINA UNICOM Chinal69 Backbone

Claro NXT Telecomunicacoes Ltda

CHINATELECOM-JIANGSU-SUZHOU-5G-NETWORK CHINATELECOM Jiangsu province Suzhou 5G network
VNPT-AS-VN VNPT Corp

o | .I B ] | ||

HDT
Telefonica de Argentina
HDTIDCCLOUD-AS-AP HDTIDC LIMITED
Telecom Argentina S.A.

ar | | N EaE .
AS-COLOCROSSING
COGENT-174
TWC-20001-PACWEST
VH-GLOBAL VH Global Limited
TIGER
Administracion Nacional de Telecomunicaciones
BYTEPLUS-AS-AP Byteplus Pte. Ltd.
CHARTER-20115
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fail
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Top X-Mailer (raw)

(notexist)

Foxmail 6, 13, 102, 15 [cn]

Microsoft Outlook 16.0

AppleMail(2.3445)

UnifiedMailer/1.0

Zimbra 8.8.15

@ Microsoft Outlook IMO, Build 9.0.2416 (9.0.2911.0)
'E Apple Mail (2.3445.9.1)
> Zimbra8.8.15
Supmailer 39.2.1

Microsoft Outlook Express 6.00.2900.2180
Supmailer 45.1.0

imbra 8.8.15
Cnrdeck 473.78889.56782.29005.54375
Sony Mailer ) - -
102 103 104
» ISP/MBP% + Mail + 1=—9R5>45 )\ —=3> count

» 9.89.4512, 8.77.2462, 24.85.5667, 17.70.2602
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Foxmail

Microsoft Outlook
AppleMail

KDDI EZweb Mail
Yahoo! JAPAN Mail
Biglobe Mail

au one Mail

OCN Mailer

X-Mailer (cleaned)

So-net Webmail
nifty Mail
Rakuten Mail
docomo Mail
SoftBank Mail
Apple Mail

Livedoor Mail

Mozilla Thunderbird
Zimbra

Mailbird

Gmail Web Client

The Bat! Professional
Evolution
UnifiedMailer/
MailPublisher

eM Client

Yahoo Malil

Supmailer

Microsoft Outlook IMO Build
Yahoo Mail Web Client

Microsoft Outlook Express
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= A=) RLUAWNARTZER/S > LAXFT
List-Unsubscribe: <mailto:03a85467bc8092ddc8f9@de23fd4eb4ab?sub ject=unsubscribe>

= 7R B 127.0.0.1

List-Unsubscribe: <https://127.0.0.1/unsubscribe?emai|=receiver@example. com>
List-Unsubscribe-Post: List-Unsubscribe=0ne-Click

» SOALB T RAAY + ERRBRAAS (RAAFELRWN)

List-Unsubscribe: <https://g4p8a. example. jp/newsweek/j1g7rEk1xx8wkN41>
List-Unsubscribe-Post: List-Unsubscribe=0ne-Click

DAY (TR (RETEA>T 2 N)

Message—-ID: <7a1f4439-0339-213b-6f06-facc3ebad1234@example. jp>
List-Unsubscribe: <https://0529x. example. jp/sweep/01c50b1UyzCXhQ4N02¢c>
List-Unsubscribe-Post: List-Unsubscribe=0ne-Click
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— ANYHRACKXF - INCFREPKAXFEE
 EOREA - R (CHERRICID

mesSAGe—id: <168446827383. 1321. 384
fROm: =?utf-87B?aUNsb3Vk?= <sender
T0: =2utf-8?B?RWRtdW5k?= <receiver
suBjeCt: =?2utf-87B?ICDjgdDjg/TmoY |
=%utf-87B?744Gud4Gf44KB44GL
dAte: Fri, 17 Oct 2025 00:59:48 +(
Mime-vErslon: 1.0
Content-Type: multipart/alternati
boundary="691f7ce18b5637dz

This i1s a multi—-part message in M!

—691f7ce18b5637daeb372¢cf4000f3ah?

ConteNT-type: text/plain;
charset=UTF-8

CONteNt-TRAnSfer-EnCOdiNG: 7bit

MESSAGE-ID: <1cubcd-spmvpo. 7365. prsj2f-994d

FROM: =?utf-87B?5pel5pys6Y015L6/?= <sender@

T0: =?2utf-8?7B?QWx |bmE=?= <receiver@example.

SUBJECT: =?utf-8?B?1CD jgJdDoh/PmgKXnorroqo3 |
=%utf-87B?44Kr44Km440z440144Gr6Zail
=2utf-8?7B744Gb?=

DATE: Wed, 15 Oct 2025 15:48:10 +0900

MIME-VERSION: 1.0

Content-Type: multipart/alternative;
boundary="b9345989f4db7f7abf422c78b

This is a multi-part message in MIME format

——b934589f4db7f7abt422c¢78b000bd551
CONTENT-TYPE: text/plain; charset="UTF-8"
CONTENT-TRANSFER-ENCODING: 8bit
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5 tworFive

DMLIWARFV 2R E, BLWFEZHASHOEBEANLHEZITRAS

e BWINIA =TI AEILEMH

« YIFALY RICHRBULTHED, XEXA-IIZEEICLETED
« LUuaZAWTERICERHAPORIS —ZH/ETE, BAPRER ERLBFA
S—2ICRBUTHRIIAAXTES

« Webf>5—-J1—AEFBHEE
+ WebEEEHTYZISIAAICRTY., RAEETES

« RARXT1IIICKDFHE
RERLZBEES

BHECHERIBELTHED., IEFE - B A—ILDHIE
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- proxy worker - MTAE milterEEZ TV, milterohttpd2>' 0 FMJIWEBRZTS
- normal worker - EE€ES1—ILZE1T. RA/INAHEZITL. BRZEMTAICEE
« controller worker ---WebUIDig{#t & EHHAAPIZIE{H

. ans
Modules/Plugins

red.\s Cac\’\ed)

Rspamd main process
ﬁE P P fuzzy_check dns (redis cached)
http/milter
p/ iﬁE proxy worker spf, dkim,dmarc
tcp socket (redis cached)
{@:E normal worker anti_virus

{@} controller worker —
Phishing(custom) dns/http

Redis

(L
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| Mail Server Rspamd Daemaon Analysis Modules Redis/Database gx —)b(;@;ﬂ@ﬁguﬁ& ﬁt §¥mah5

Send message via HTTP

Parse| MIME

Pre-tilters (whitelist, rate

| — | FRESIRORTA N UZ N7 &

Accept (pre-result)

[Continue processing]
I

Main filters (SPF, DKIM,

content, etc. Main-filters
e oy e sasllF T W2 (SPF/DKIM/DMARC)
>V, RBLIRRE

Symbols with scores

Post-Tilters (composites,

actions) Post-filters
et e | BTN —REDHERBERS
JSON rmpf:n ﬁ.nmon b’::ﬂaiﬁ‘gzj T{Eiii

Mail Server Rspamd Daemon Analysis Modules Redis/Database

5| : How Rspamd Works: The Processing Pipeline
(https://docs.rspamd.com/getting-started/understanding-rspamd/)
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o AAPM=IVIEEDEE

- J\w4—=,, Docker. Docker Compose / Kubernetes
- UY-XADHRAE

« 0OS:Rocky Linux9.6 CPU 1core~ / memory 2GB~

Installation Methods Comparison Supported Distributions

Method Time Required | Best For Pros Cons

Distribution Support Level Installation Method

Not for
production,
resource
overhead

Quick setup, Ubuntu 20.04+ Full support Official repository

isolated, easy
cleanup

Testing, learning,

Docker 15 minutes
development

Debian 11+ Full support Official repository

CentOS/RHEL 8+ Full support Official repository

Less
customization,
distribution
dependent

Stable, updates,
system
integration

Package 1-2 hours Most production

g Rocky Linux Full support Official repository
Installation deployments

FreeBSD Full support Ports collection

Infrastructure
complexity,
orchestration
knowledge

Container Cloud-native, Scalable,
(K8s/Docker | 30min - 2 hours | scalable reproducible,
Compose) deployments version controlled

3| : Installation Methods Comparison, Supported Distributions

(https://docs.rspamd.com/getting-started /installation)
38



— Rspamd & (3 - Y M 7Y I D 25 tworive
- Redis. RspamdD\VIor—4 > =)L
# Add Rspamd repository OS/A\—2av 2 CCHRES D IELEE

curl -sSL https://rspamd.com/rpm-stable/ /rspamd.repo | \
sudo tee /etc/yum.repos.d/rspamd.repo

# Install Rspamd and Redis
sudo dnf install rspamd redis

# Start and enable services
sudo systemctl start rspamd redis
sudo systemctl enable rspamd redis

# Should show "active (running)"
sudo systemctl status rspamd
sudo systemctl status redis

# Verify Rspamd is listening on correct ports

sudo ss -tlnp | grep rspamd

#-127.0.0.1:11333 (normal worker - scanner)
#-127.0.0.1:11334 (controller - web interface)
#-127.0.0.1:11332 (proxy worker - milter protocol)

XD OSHDIZSIILL TESEE
://docs.rspamd.com i installation
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- HETOENEMHEER
/etc/rspamd/actions.conf Z1E—U /etc/rspamd/local.d/actions.confZ{Em

/etc/rspamd/local.d/actions.conf @ % E 5l

reject = 1000; # Score 1000+: Reject T74JLk 15

add_header=6; # Score 0-6: NyA {5 TI4)LE 6

rewrite_subject = 7; # Score 7-999: 38 ELF= A7 UL THREEHRZ TIAILE L
greylist = 999; # Score 999: Temporarily delay suspicious messages 774 /Lt 4
subject = "[[SPPPPPPPAM]] %s" # {44 5EEEIZIBINT 53X F 5

$ echo "Test message" | rspamc
Results for file: stdin (0.001 seconds)
[Metric: default]

Action: rewrite subject

Spam: true

Symbol: ARC_NA (0.00)

Symbol: DMARC_NA (0.00)[No From header]
Symbol: HFILTER_HOSTNAME_UNKNOWN (2.50)
Symbol: MIME_GOOQOD (-0.10)[text/plain]

Symbol: MIME_TRACE (0.00)[0:+]

Symbol: R_DKIM_NA (0.00)

Symbol: R_MISSING_CHARSET (0.00)
Symbol: SHORT_PART_BAD_HEADERS (7.00)
Symbol: SINGLE_SHORT_PART (0.00)
Message-ID: undef
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- WebEZEREH®D/\AXADJ— REE
- POLRMR ( http://your-server:11334)
%127.0.0.1TListenUTWB e, IBEXLDTIISSHIR—BMUEELT7ZOEZRXTS

# Initial setting

sudo rspamadm configwizard

Controller password is not set, do you want to set one?[Y/n]: n #RIZFEHRTET AN T ZZTIFRF YT
Input read only servers separated by °," [default: localhost]: 127.0.0.1 #2652 LIS I T I+ JLME

# Generate password
sudo rspamadm pw

Enter passphrase:
$2Sig8ms7esdpfu3qedgajohdcfSe8niakrSzdgpozgglcy655fkykcepcy3qogexyp7tgocdocxy9hpcdhj8ady

# Add to configuration
echo 'password = "$2%your_hash here";' | sudo tee /etc/rspamd/local.d/worker-controller.inc
echo ‘enable_password = "$2%your_hash_here";' | sudo tee /etc/rspamd/local.d/worker-controller.inc

# Restart Rspamd
sudo systemctl restart rspamd
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« Postfix&MDiEE

# /etc/postfix/main.cf
smtp_helo_name = $myhostname

smtpd milters = inet:127.0.0.1:11332
non_smtpd _milters = $smtpd milters

milter_protocol = 6
milter_default_action = accept

# process restart
sudo systemct!| restart postfix

- swaks. smtp-sourceFDW—J)LPE A — )L CODHER
Rejectendo—X

# /var/log/mail log

milter-reject: END-OF-MESSAGE from XXX[XXX. XXX. XXX.XXX]: 5.7.1 Gtube pattern; from=< rspamd-

5 tworFive

test@example. com> to=<rspamd-test@example. com> proto=ESMTP helo=<rspamd-test01>
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N\
RSPAMD  All SERVERS v

389 332

Status

13 36

Throughput

Scanned no action greylist add header
= Servers
Server name Host Status Scan time
@® All SERVERS v
O local localhost: 11334 v/ 0.003/0.495/1.790

€3 Bayesian statistics

Server name

local

it Fuzzy hashes

Server name

local

© TWOFIVE ALL RIGHTS RESERVED.

Symbol
BAYES_SPAM
BAYES_HAM

Storage

rspamd.com

Type
redis
redis

Configuration

43min 3.13.2

Learns

5

reject Learned

Uptime Version Configuration ID

43min 3.13.2

rdgimusqg
Users
0 0
0 0
Hashes

671

Symbols Scan/Learn

5 tworFive

wa-) (] 8]

Test selectors History [ =~ Refresh

3.13.2 43min

Version Uptime

G Statistics

Rspamd filter stats

reject
greylist — ]
rewrite subject — __
add header

389

Scanned

y
\

\
* no action
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RSPAMD All SERVERS v Status Throughput Configuration Symbols Scan/Learn Test selectors History =~ Refresh | 00:45 ~ l I 0] ] [ o 4 ]

| Throughput

Rspamd throughput [ 2025-10-30 19:12:00 / 2025-10-31 19:09:00 ] 2025-10-31 18:09:00
Message rate, msg/min @ reject @ soft reject @ rewrite subject add header @ oreylist @ noaction
B 0 0 0 0 0 0
06-
05-
04
| | | [ |
02 ‘ H ‘ ‘ H ‘ ‘ ‘ M
0.1+ ‘ H “ ‘ H ‘ ‘ ‘ H ‘ ‘ " '
0.0 H . I —l L ! | J 1 H i Ll :

T T T -
09 PM Fri 31 03 AM 06 AM 09 AM 12 PM 03 PM 06 PM

Action Messages Minimum, msg/min Average, msg/min Maximum, msg/min Last, msg/min
reject 2 0 0.002081 0.33312 0
soft reject [} 0 0 Q 0
rewrite subject 3 0 0.002118 0.6657 0
greylist 4] 0 0 Q0 0
no action 15 0 0.011103 0.33348 0

Total messages: 24
Dataset: Byday v Y-scale: ‘ Lin ~ ‘ Convert to: - v Chart type: Line v Interpolation mode: linear v

© TWOFIVE ALL RIGHTS RESERVED.
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RSPAMD  All SERVERS v Status Throughput Configuration Symbols Scan/Learn Test selectors History ’ = Refresh l { o l { e} l

o — a
7= Actions

greylist 999

add header 6

rewrite subject 7

reject 999

i= Maps Editor: Advanced
Flags Type URL Description

Not loaded file Dynamic configuration map

Not loaded file Whitelist map for WHITELIST_DKIM

Not loaded file Whitelist map for WHITELIST_DKIM
Cached https https://maps.rspamd.com/rspamd/spf_dkim_whitelist.inc.zst Whitelist map for WHITELIST_SPF_DKIM
Cached file /ete/rspamd/local.d/maps.d/spf_dkim_whitelist.inc.local Whitelist map for WHITELIST_SPF_DKIM
[T N Writable file /var/lib/rspamd/spf_dkim_whitelist.inc.local Whitelist map for WHITELIST_SPF_DKIM

© TWOFIVE ALL RIGHTS RESERVED. 45
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N\
RSPAMD

of —
v —

- _—

All SERVERS v

Symbols and rules

dmarc

v Search

Group

dmarc

dmarc

dmarc

dmarc

dmarc

dmarc

dmarc

dmarc

dmarc

dmarc

1=

Symbol

DMARC_POLICY_ALLOW

BLACKLIST_DMARC

DMARC_POLICY_REJECT

DMARC_POLICY_ALLOW_WITH_FAILURES

DMARC_POLICY_SOFTFAIL

WHITELIST_DMARC

DMARC_NA

DMARC_POLICY_QUARANTINE

DMARC_DNSFAIL

DMARC_BAD_POLICY

© TWOFIVE ALL RIGHTS RESERVED.

Status Throughput Configuration Symbols Scan/Learn Test selectors

n M
Description

DMARC permit policy

Mail comes from the whitelisted domain and has failed DMARC and DKIM policies
DMARC reject policy

DMARC permit policy with DKIM/SPF failure

DMARC failed

Mail comes from the whitelisted domain and has valid DMARC and DKIM policies
No DMARC record

DMARC guarantine policy

History

Score

-0.50

6.00

2.00

-0.50

0.10

-7.00

0.00

1.50

0.00

0.00

<> Refresh ‘

Frequency

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

0.00

5 tworFive

Ene

Avg. time

0.00s

0.00s

0.00s

0.00s

0.00s

0.35s

0.00s

0.00s

0.00s

0.00s
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7\
RSPAMD All SERVERS v Status Throughput Configuration Symbols Scan/Learn Test selectors History l =~ Refresh --:--" { (O] l l o \

@ H Symbols order: Score magnitude v Offset: 0 Count: 1000 Rows/page: 25 -
notl§ Any action v Search n -

Pass-through Msg Scan 15 Authenticated
ID IP address [Envelope From] From [Envelope To] To/Cc/Bee Subject Action module Score size time Time * user
aQQ1gQ02Pvki0sRy@ubby 166.84.6.31 [TLS] Re: tls-server-end-point chann m 0.69 /1000 8.16 KiB 1.722 2025/10/31  unknown
el binding for ML-DSA 13:06:43
tg-cmhebjxxt02p001eq7xnlaw  161.38.195.239 NTYANESIC 2 EiRE B m 1.49/1000 128 KB 1.828  2025/10/31 unknown
gh@jiji.com R H YRR < 12:54:06
73.D1.46829.FBCF3096@i-057 223.165.126.63 GapVintage TALWAYS ONy B§:# L m 0.54 /1000 40.5KiB 1.978  2025/10/31 unknown
d31c6a9f14b243.mtalvrest.sd.prd. fedqt ¥ F—Y P41 TLEEHBE 9:03:13
sparkpost THR5E !
=7\ . ) . ~ |
RSPAMD All SERVERS v Status Throughput Configuration Symbols Scan/Learn Test selectors History =~ Refresh | —-i--~ U] ¢

@ History Symbols order: Score magnitude v Offset: 0 Count: 1000 Rows/page: 25 -

not § reject v Search n -

Pass-through Scan I
ID IP address [Envelope From] From [Envelope To] To/Cc/Bec Subject Action module Score Msg size time Time " Authenticated user
20251024181353.166545@ 127.0.0.1 test Fri, 24 Oct 2025 18:13:53 +0900 @ 15.10/15 858 B 0.341 2025/10/24 18:13:54 teSt

© TWOFIVE ALL RIGHTS RESERVED.
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