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20234 (CGoogle. Yahoohix(E R A1 > EREw AL R

ya hOO.’ X=LEEEDHA RSA >

CORBOHAFZA IS8R/ EITS C T AR Gmail 7A 7> FICA-ILBERIC
AE BETNHLIICBDET, 2024 FLIEE. Gmall BABT AT MIA—-ILEREETS
BEIC. CHESICRRHOBHZALTHEND D £, BAR Gmail FHU > beid. KED

Postmaster @ Yahoo & ACL @gmail.com £7zid @googlemail.com @7 7> +ZEIBLET,
More Secure, Less Spam: Enforcing Email EEEOEHICETIRFERICOVTIE. A—ILEXEEOHI ST UICETRILHHER
Standards for a Better Experience EIECEIL,

Google Workspace DiEfSE: Google Workspace Z#A L TARED A —ILEZEET 2554
Gmail TOREBA—ILPAETAICEAT 2RE 0 2 JHE TV, CORER Google
Workspace FIFRIRE 2 O—&E T,

https://blog.postmaster.yahooinc.com/post/ https://support.google.com/a/answer/811267sjid=480381938070
730172167494483968/more-secure-less- 8520790-NC
spam
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fAhHh UL\ (arc=failh’FE!)

Gmail = SMX(ERX) — Livelmaill mit ) THROTHZATITHL Livelmail T arc=fail (TR0 FETIL
Gmail @ DKIM THAI T dmarc=pass [CiE2TLVEBELH 2. BATIESD (BTHAANS)

ARC-Seal: i=2; a=rsa-sha256; s=arcselector3sel; d-J R - -fzi1; b=ns/fD(B8) ARC-Message-
Signature: i=2; a=rsa-sha256; c=relaxed/relaxed; d-JNNNNNNNNN s-3rcselectord9el;
h=From:Date:Subject:Message-ID:Content-Type:MIME-Version:

; bh=1Ve2{E)
ARC-Authentication-Results: i=2; mx.| NN 1; -pf-softfail (sender ip
is 210.138.282.147) smtp.rcpttodomain=live.jp smtp.mailfrom=gmail.com;
dmarc=pass (p=none sp=quarantine pct=188) action=none header.from=gmail.com;
dkim=pass (signature was verified) header.d=gmail.com; arc=fail (47) ARC-Seal: i=1;a=rsa-
sha256 ;d=securemx.jp; s=arc28190383 ;t=1700484843 ; cv=none; b=a9qF (#%) ARC-Message-Signature: i=1;a-rsa-
sha256;c=relaxed/simple;d=securemx.jp;h= DKIM-Signature:MIME-Version:From:Date:Message-
ID:Subject:To:Content-Type;s=
arc2@198383; t=1700484843; x=1701089643 ; bh=1VO2f86F 7zmLwQuY tpfZn7iDsSkw3dH438
g90KLOV1s=;b=yNzP9An(EE) ARC-Authentication-
Results: i=1; mx.securemx.jp; spf=pass smtp.mailfrom=jJlleemail.com; dkim=pass
header.i=@gmail.com; dmarc=pass header.from=gmail.com; x-country-code=IE;
arc=none smtp.remote-ip="2a08:145@:4864:28::632"

HH ! AMENSENEIN

CDiEE T I HY. wmit (Vadetarc=none) -> officemail(arc=pass) - > Mit (larc=fail) TG

Ef#Farc=faillC/a> T emtRloE Ziaahva s BB D Dansian (CNEZFRES SRIn=ESEL
TP VIENERESTEETSHELA - - - ),

BT Y Hilive -> SMXERE) -> gmaillZ & EDRRNDFITHMNDES Tarch ESRBHERDIZLNET 3)
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ARC-Authentication-Results: i=2; mx.OQO.com 1; spf=fail (sender ip is
...) smtp.rcpttodomain=iijsmxstg.onmicrosoft.com
smtp.mailfrom=iij.ad.jp; dmarc=pass (p=reject sp=reject pct=100)
action=none

header.from=iij.ad.jp; =~ dkim=pass  (signature = was  verified)
header.d=11j.ad.jp;

arc=fail (47)
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[REDYID 3T DI=HICMEADT O/ HTHIREEZITO I

ERIR RS i=1 i=2 i=3 ARCHESR
1] office — SecureMX — Google — M*tt [IJ-office SecureMX Google pass —
I1J office — SecureMX — Fastmail IIJ-office SecureMX - pass _:_
e —
=
I1J office — SecureMX — M#t I1]J-office SecureMX - —
fail -
-

I1] office: INFTARTERBFIA UTWB A=) RXFT . SecureMXEFIRIRDBA—ILE AT A
SecureMX: I[IJz+ 1 77MXH—EX
Fastmail: A— X RS UFPDOX—)LTO/\AS
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RFC 637685 LURFC 8617#4H#lDPythonS54 75Ul dkimpy ] % v CTE & IREE

U0

>>> import dkim
>>>dkim.ARC(open("iijsmx-forward-365-arc-fail-
20231127.eml","br").read()).verify()

(b'fail', [{'instance: ..., ...; spf=... smtp.rcpttodomain=...
smtp.mailfrom=...; dmarc=... action=... header.from=...; dkim=...
header.d=...; arc=fail (47)¥r¥n’', 'ams-domain': ..., 'ams-selector": ...,

'ams-valid': True, 'as-domain': ..., 'as-selector: ..., 'cv': ..., 'as-

valid': ...} ], "x="...")

ARC-Message-Signature (AMS) dverifylC 3h3 % 2 & %R
e\

B
e
—
—
|
s

©lnternet Initiative Japan Inc.



»H59 U
sFil/ e B ZInsh D

= RFC 63765 LURFC 8617#HLDPython54 73Ul dkimpy ] % F v T & ARk

= >>> import dkim

= >>>dkim.ARC(open("iijsmx-forward-365-arc-fail-

E 20231127.eml","br").read()).verify()
(b'fail', [{'instance: ..., ...; spf=... smtp.rcpttodomain=...
smtp.mailfrom=...; dmarc=... action=... header.from=...; dkim=...
header.d=...; arc=fail (47)¥r¥n', 'ams-domain": ..., 'ams-selector": ...,
‘ams-valid': True, 'as-domain': ..., 'as-selector: ..., 'cv': ..., 'as-

valid': ...} ], "x="...")

ARC-Message-Signature (AMS) dverifylC 3h3 % 2 & %R
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ARC BEL DRI Z (T O RO/ \ WS 18N —3 L 729
arc = fail o Tk, BHREIToKALOLHEIN
7-n]gelED B 5

d L R

AR DE DI RE T & fefid =N
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[JCIZIERREDI7ILT YU X ICsimple T v =Y X 4% f#H
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- ARCI(IDKIMDIZAETHDRFC 6376 AEHL
- RFC 6376Tld. AW —ERNXDIEREI7ILTIUXLEL
T Isimplel & Irelaxed] MD2FEREHAEZRSTNTLD

To satisfy all requirements, two canonicalization algorithms are
defined for each of the header and the body: a "simple" algorithm
that tolerates almost no modification and a "relaxed" algorithm that
tolerates common modifications such as whitespace replacement and
header field line rewrapping.

L L M

RFC 6376 3.4. Canonicalizationd< D ##%
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simpleZJLdVUX A&relaxedZILIYU X LADIELY

simpleZJLdUX A&relaxedZIVIUXLDEWNE (T ?
- simpleZ)LOVUXATEREFEAEEETZHFEF UL

relaxed 7)LJYU X ATIEFZEBADEIREDOAYS —T 1 — )L ROITOIFTDIRL

RE, —HNREEZIE

To satisfy all requirements, two canonicalization algorithms are

defined for each of the header and the body: a "simple" algorithm
that tolerates almost no modification and a "relaxed" algorithm that
tolerates common modifications such as whitespace replacement and

header field line rewrapping.
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KIFDbodyD/\v > 1 fE(#Rk#E)

AX(CTFRX BB A—=)LDbhF T D)\v = 118

MITW

ARC-Message-Signature:i=3;d=Mft;bh=KXMY6AzIdALIOzgkBat5CPcMk0OVqqg3IozVvMgCOv4D0=;...

TIIMW

ARC-Message-Signature:i=2;d=securemx.jp;...;bh=KXMY6AzIdALIOzgkBat5CPcMk0OVqq3IozVvMgCOv4DO0=;...

ARC-Message-Signature:i=1;d=securemx.jp;...;bh=KXMY6AzIdALIOzgkBat5CPcMk0OVqgq3lozVvMgCOv4D0=;...
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KIRDbodydD/\v > 1 fE($ki*)

AIHZEDA—)LDbhF T D)\ = 118

ARC-Message-Signature:i=3;d=Mft;bh=47DEQpj8HBSa+/TImW+51CeuQeRkm5NMpIWZG3hSuFU=;...
ARC-Message-Signature:i=2;d=securemx.jp;...;bh=frcCV1k90G90Kj3dpUqdIg1PxRT2RSN/XKdLCPjaYaY=;...

ARC-Message-Signature: i=1;d=securemx.jp;...;bh=frcCV1kS0G90Kj3dpUqd]g1PxRT2RSN/XKdLCPjaYaY=;...
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~ - RFC 637601’6’]*}3)3‘.4.4'6‘(?.*\ relaxed 7L JUXLICBWVWTEREDRITIE
REUTIHRBBWEE ] )

- F . MEECRARRIT A R REE T Y & 2 R EHE LT a0,
bh% 7 DfED—E L 22> 72

a. Reduce whitespace:
* lgnore all whitespace at the end of lines. Implementations
MUST NOT remove the CRLF at the end of the line. =
* Reduce all sequences of WSP within a line to a single SP :
character. =

RFC 6376 3.4.4. The “relaxed” Body Canonicalization Algorithmd< D k4%
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