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ARC: Authenticated Received Chain

A—=)VERX I CERIHERICH U TERZMIITEXT S &L TEHDIRZIEMN =
BES(RE RAA S ERIIDRBRERET SL1EM =
==
BIDH—/\DE AT ——
BEERFAMRIADLBRINT 5755 =
FRDA—)L —
=
—
— X —
> D > CEEET)
CEEED CEEET)
DD o .-

©lnternet Initiative Japan Inc.



L L M

ARC

ARCCE (X

ARCODHAIEE
AAR(ARC-Authentication-Results)
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AMS(ARC-Message-Signature)
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IARC-Seal: i=2;a=rsa-sha256;d=securemx.jp;s=arc20250414;t=1761288770;cv=pass;b=m
ixYjXkS416kp2Xyei8etEBcYUJPyQON7rtc371lakcPFONEd7ulLPsQOOmM20rkKg8AMYkeNbIflQ

QMgD5gwuiwr9/JbFhVn+CUErucnx9gv2FWbrh6b4ApCQAOhRMRSWVNISEN9cZ6+wgGD5RCNMrG
XLc5pLNOdnKUtBD/13yWC3Vh4+499z/NXID0YqVklG17WwNKAVO0OIGIaHgnHkGkCMH34QJaptzzMT

xiq3i02PMLghBuGhnv89qgeRJ1/gbDtl+fRUYe/kvUYCME5g7XVXmLwcMaKIKI40guZVtCHFk1+mR
+okHek/pUbWIurBVBV+EOfcqVjkporxLSV+6RHMAA==
IARC-Message-Signature: i=2;a=rsa-sha256;c=relaxed/relaxed;d=securemx.jp;h=
Content-Type:MIME-Version:Subject:Message-1d: To:From:Date: DKIM-Signature;s=
arc20250414;t=1761288770;x=1761893570;bh=YIWMysPI36audKpPjWIG/TOI/IVGuKuq1l
4/HEAjxb8=;b=RIVg6c/iK3d7PbO/9dm8nsq49eLj1liMKQKMIR3j16/YDzk43TpR+05GCtPsBDd
MnOGUudCdVj3PIfgnMywNImvoUhT7rgx3B7R+hn7jn9BNyRaUhpY69jkzy7 1fyjvrLu6CvV+FbN
O1pAfovTpLoOQO/b0/ROBUVCcKNGNA70r4E4ZBkv]7IwISAkO4TRpp6bZEUOWTKNt7FIc4LNI3RW
pFip8isJw5Pn1ZdBLw7uydxV+IEFH/88gEgxWy9CdT9Bz+to5pHYEK+XXIIt6zzmcccoU24LOfG
DvOtb/v33DEavMPebmWLIXQAQYzFKP43a729jt2PcM37WgxyG79Ammw==
IARC-Authentication-Results: i=2; mx.securemx.jp; spf=hardfail
smtp.mailfrom=user001@example.com; dkim=pass
header.i=user001@example.com; dmarc=pass
header.from=example.com;
arc=pass header.oldest-pass=0 smtp.remote-ip=<IP77 FL- X >

B—B—8
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ARC-Message-Signature: i=2; bh=YYYYYYYY

£ ARC-Message-Signature: i=1; bh=>OOCXXXX....
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RFC8617 — 5.2 validator Actions

4. Validate the AMS with the greatest instance value (most recent).
If validation fails, then the Chain Validation Status is "fail",
and the algorithm stops here.

ERITDAMSDHMRE

ARC-Message-Signature: i=2; bh=YYYYYYYY...

ARC-Message-Signature: i=1; bh=XXXXXXXX...
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ARC-Message-Signature: i=2; bh=YYYYYYYY...
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TF I 7MXTA—)LERXT D EARCHKEL

B&DNAY FhiiEE G > IEiEE DN E

TF 1 7MXDLER

BA&DAY S EAMSDEECESHA(S
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Resent-From: <user002@example.com>

&~ ®

Resent-From: <user001@example.net>
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TF I 7MXTA—)LERXT D EARCHKEL
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BEZDOA\YASAEAMSOEL (CESBES(E
THSIEEIC
AMS(C ANRFNIETIR S R0

RFC8617 - 4.1.2 ARC-Message-Signature (AMS)
The AMS header field has the same syntax

and semantics as the DKIM-Signature field
[REC6376], with three (3) differences:

—{Z1E

T+ 1 7MXDEENIRFCIER

RFC6376 — 5.4.2 Signatures Involving Multiple
Instance of a Field

Signers choosing to sign an existing header field that
occurs more than once in the message (such as
Received) MUST sign the physically last instance of
that header field in the header block. Signers wishing
to sign multiple instances of such a header field MUST
include the header field name multiple times in the
"h=" tag of the DKIM-Signature header field and
MUST sign such header fields in order from the
bottom of the header field block to the top.
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