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Å SPF נּ
Å From SPFצּ ︢

ÅDMARC DKIM
Å DKIM נּ
Å From DKIMצּ ︢
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Åṡ ךּךּ אלפּ פּ Ṣךּ

Åṡ וֹ צּ ︡ Ṣלּ

ÅṡDNS שּ וֹ Ṣ

Åṡ ︣ תּ︣ ︢ Ṣ

Åṡ ︣ פּךּאלשּ ḭ
ךּךּצּ Ṣ

DMARC Ḵךּ︡
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ÅDNS TXT ṇ ṇ ṇ ṇ IP

Å SPF ṇ include︣ כֿ

SPF

Å ṇ ṇḲ192.0.2.25

Å SPF: _spf.sender.example.jp

ŜȄŀƳǇƭŜΦŎƻƳΦ   ¢·¢   άǾҐǎǇŦм ƛǇпΥмфнΦлΦнΦнр include:_spf.sender.example.jp -ŀƭƭέ



1. v=spf1  include:192.0.2.25  -all

2. v=spf1  192.0.2.25  -all

3. v=spf1  ip:192.0.2.25  -all

4. v=spf1  ipv4:192.0.2.25 -all

Question: SPF ṇ צּ ךּ︡ פּ︣



1. v=spf1  include:192.0.2.25  -all

2. v=spf1  192.0.2.25  -all

3. v=spf1  ip:192.0.2.25  -all

4. v=spf1  ipv4:192.0.2.25 -all

Question: SPF ṇ צּ ךּ︡ פּ︣

ú
ú
ú
ú

v=spf1  ip4:192.0.2.25 -all
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ŜȄŀƳǇƭŜΦƧǇΦ  ¢·¢  άǾҐǎǇŦм ƛǇпΥмфнΦлΦнΦнр -ŀƭƭέ

ŜȄŀƳǇƭŜΦƧǇΦ  ¢·¢  άǾҐǎǇŦм include:_spf.example.com -ŀƭƭέ

ṇ צּ אל ךּ

SPF ṇ 1 פּ︡ וֹ



v=spf1 +ip4:192.0.2.1 +ip4:192.0.2.2+ip4:192.0.2.2 ~all

v=spf1 ip4:192.0.2.1 v=spf1 ip4:192.0.2.2 -all

v=spf1 ip4=192.0.2.1  mx ~all

v=spf1 +ip4:  219.94.128.76 ςall

v=spf1 include:spf.protection.outlook.com include:+ip4:192.0.2.1/32 ςall

v=spf1 inciube:spf.protection,outlook.com include:spf.example.jp ~all MS=ms12345678

ךּ

צּ ךּ

v=spf1ּ2צ טּ

ךּ =

ṇ
include:

include שּ TXT ṇ צּ
︠ ךּ



ÅSPF DNS 10צּ פּ︡ קּ ךּ

SPF include



DNS ︡ לּ

0

v=spf1  ip4:1920.2.1  ip4:192.0.2.2  ip4:192.0.2.3  ip4:192.0.2.4  -all



DNS ︡ לּ

1 ?

v=spf1  include:_spf.google.com -all



DNS ︡ לּ

3

v=spf1  include:_spf.google.com -all

_spf.google.com.  TXT     "v=spf1 include:_netblocks.google.com
include:_netblocks2.google.com ~all"



ךּ

4

v=spf1  include:_spf.google.com -all

_spf.google.com.  TXT     "v=spf1 include:_netblocks.google.com
include:_netblocks2.google.com include:_netblocks3.google.com 
~all"



ÅSPF includeּצ ︡ ךּ ḭ ṇ

SPF includeּצ קּ ךּ

v=spf1 include: ok1.example.jp include:ng.example.com include:ok2.example.jp - all

ok2.example.jp אל ךּ

2 אל (default)
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IP

Åexample.jp ︣ ︡

Typosquatting

ÅØÁÍÐÌÅƚÊÐ 484 ƧÖˮÓÐÆʦ ÉÎÃÌÕÄÅƙÓÐÆʦƚÅØÁÍÐÌÅƚÊÐ ÉÎÃÌÕÄÅƙÓÐÆʧƚÅØÁÍÐÌÅƚÃÏÍ ƵÁÌÌƨ

example.jp קּ ךּ



SPF ︡ ךּ וֹ

︡ ךּ ךּ
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Å ṇ צּ קּ שּ (31%)
Å ךּ

Å ṇ

Å צּ פּ ךּ

Å קּ ךּ ךּ

Å ṇ

ÅDMARCּצ פּ (24%)

Å צּ פּךּ (20%)

Å ︣ צּ פּךּ (13%)

Å צּ פּ ṕp=noneךּ נּ ךּ Ṗּפ (10%)

Å צּ פּ (10%)

p=reject qurantine קּ ךּ

ṇ
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Report



DMARC ṇ

25%
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75%
JPAAWG2024

33%
ṇ

p=reject 62% 91% 80%
46% 85% 50%p=quarantine

p=none

N= 8.2 N=231 N=18



p=none קּ

Å שּ︡ אל קּ ṇ
SPF DKIM וֹ

Å ךּ שּ︡ ︣

Å צּ וֹ ḭp=reject ︡

p=reject קּ

Å ṡ Ṣּצ פּךּ

ṇ



Å ṇ אל שּ

Å XML

Ågzip zip אל ךּ

Åּט כֿ פּ שּ

Åּט ךּ︡ צּ פּ ךּ ךּ
Å ṇ ḭ Ḯךּ

DMARC ṇ ךּ︡
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Hornetsecurity
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ṇ
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B

C

D

ךּ

hornet

︣ Web Hosting



ṇ
<?xml version="1.0" encoding="UTF-8" ?>
<feedback>
<report_metadata >
<org_name >google.com</org_name >
<email>noreply-dmarc-support@google.com</email>
<extra_contact_info >https://support.google.com/a/answer/2466580</extra_contact_info>
<report_id >15001962018631710439</report_id >
<date_range >
<begin>1721347200</begin>
<end>1721433599</end>

</date_range >
</report_metadata >
<policy_published >
<domain>orcaland.gr.jp</domain>
<adkim>r</adkim>
<aspf>r</aspf>
<p>reject</p>
<sp>reject</sp>
<pct>100</pct>
<np>reject</np>

</policy_published >
<record>
<row>
<source_ip >210.158.71.75</source_ip >
<count>2</count>
<policy_evaluated >
<disposition>none</disposition>
<dkim>fail</dkim>
<spf>pass</spf>

</policy_evaluated >
</row>
<identifiers>
<header_from >orcaland.gr.jp</header_from >

</identifiers>
<auth_results >
<spf>
<domain>orcaland.gr.jp</domain>
<result>pass</result>

</spf>
</auth_results >

</record>
</feedback>



DMARC ṇ פּ ךּ
<record>

<row>
<source_ip >210.158.71.75</source_ip >
<count>2</count>
<policy_evaluated >
<disposition>none</disposition>
<dkim>fail</dkim>
<spf>pass</spf>

</policy_evaluated >
</row>
<identifiers>
<header_from >orcaland.gr.jp</header_from >

</identifiers>
<auth_results >
<spf>
<domain>orcaland.gr.jp</domain>
<result>pass</result>

</spf>
</auth_results >

</record>

IP

DMARC DKIM, SPF

From

SPF

SPF ︡

אל DMARC ṇ



ÅA: ṇ ṇ פּ ṇ (DMARC )

ÅB: ṇ ṇ פּ ṇ (DMARC )

ÅC: ︣ ︡ ṇ (DMARC )

ÅD: אל פּ ︡ ךּ ṇ (DKIM ḭSPF )

ÅE: אל פּ ︡ ךּ ṇ (DKIM SPF )

ṇ פּ ︡

B A לּ ︣
Eּצ ךּ ḭp=none כֿ
E p=quarantine ︣ שּ פּ ︡ ךּ



Å ṇ ṇ ṇ וֹ ḭ
DMARC ṇ פּ

ṇ ṇּפ פּ לּ ︣

Å IP
Å DNS קּ
Å ASN
Å IP
Å

Å

Å

Å ḱ

IP 

DMARC ṇ Ṅ ṇ



ṇ ṇ

DMARCOK

DMARC
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Hornetsecurity פּ
ṇ ︡ ךּ

DMARC

SPF DKIM צּ︡
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כֿ פּ ḭ ︡ נּ ךּ
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