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cFIEURWH D RAA (S I BRI —

- FELBRWNE(F?
- sub.example.jpHFEIT DN ESH
- _dmarc.sub.example.jphtdp D HE D HMIERIRL)

example.jp v=dmarcl; p=none, sp=quarantine, np=reject

sub.example.jpHFE LIRLY = reject
sub.example.jp(dFEIT D
_dmarc.sub.example.jpHh\F1E L7RLY & quarantine

_dmarc.sub.example.jpf*p=none = none




p, sSp, npDE &

BEAAL> Subdomain

p FE93?

210, AN, AN, FELIRL - RRXA>Dp
210, AN, A, FEID AW, BRAA>Dp
210) AN, AN, F1EID 210, sub R X > MDp
230 230, AN, FELUIRLY - XA > Dsp
210) 210, AW, FEID AW, R XA > Dsp
230, 240, /AN, F1EID 240, sub R XA > Dp
210, AN, 210, FELIRL - R XA > Dnp
210, A, 210, FEID AN, BRAA>Dp
210) AN, 210, FEID 210, sub R XA > MDp
210) 210, 210, FELRLY - R XA > Dnp
230) 210, 210, FEID AN, IR AA > Dsp
230) 210, 210, FEID 210, sub R XA > MDp
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webs!tel .Cloudfront.net .
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- b.examplel.jp = quarantine
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_dmarc.jp D=reject; psd=y

_dmarc.examplel.jp D=quarantine; psd=n

_dmarc.a.examplel.jp D=none; psd=n
_dmarc.b.examplel.jp 11— RIRU
_dmarc.example2.jp 11— RIRU

CARRUD?
C
C
C
C
C

examplel.jp - quarantine
a.examplel.jp = none

example2.jp = reject
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- DMARCDis
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DKIM2DRFCRSJ b L_’

- DKIM2 - signing the source and destination of every email
(draft-ietf-dkim-dkim2-motivation-01)

- DomainKeys Identified Mail Signatures v2 (DKIM2)
(draft-clayton-dkim2-spec-03)

« DKIM2 Header Definitions (draft-gondwana-dkim2-header-05)

- Domain Name Specification for DKIM2 (draft-chuang-dkim2-dns-03)

- A method for describing changes made to an email
(draft-gondwana-dkim2-modification-alegbra-04)

- DKIM2 Procedures for bounce processing
(draft-robinson-dkim2-bounce-processing-01)

- DKIM2 Message Examples

(draft-robinson-dkim2-message-examples-00)
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draft-ietf-dkim-dkim2-motivation-02 (2025-11-03)
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DKIM2 - sighing the source and
destination of every email

- DKIM-ReplayIiE
c BRBANDI 14— R)\w D
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From: nisemono@example.jp €< EEWLANYNENN
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DomainKeys Identified Mail
Signatures v2 (DKIM2)

* DKIM2D A4 > 70O b )L Z5AT 2 &R

« LUFHADKIM & (FE1RD

.« #TULU\DKIM2-Signaturenw 4
- B, WBREEFIEDEE

- BE VI TUXLEREIROESE
- TOMF I U ERE
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DKIM2-Signaturenw % L__

- i: BRADEE 1
- d: BREDRAA>%

- sl: LU~

e mv: Xwtt—>0/)\—2 3>

st AALRFIT

- mf: MAIL FROM (Envelope From)

 rt: RCPT TO (Envelope To)

- al: BRDOF7ILITUX

- bl: BT —4

- bhl: AXD/\wv=1

- h: BLZ33INVASE (option)

- f: =7 (option)

—ppEREXIFP TP A A(option) € FERHR KD E

- n: base64dDXFF|, BZLENBHRHICHE> TXL., ZERCIFFAZTNRL (option,_)7

Bs




-
\Q
Q

« HHRE(CHD Y —=IENN
« 5 K50

JPAAWG

MAIL FROM: <a@origin.example>
RCPT TO: <b@alias.example>

DATA

DKIM2-Signature: i=1; d=origin.example; sl=keyl;
mf=a@origin.example; rt=b@alias.example; b1l=PASS

From: <a@origin.example>

A Message!

MAIL FROM: <b@alias.example>

RCPT TO: <c@destination.example>

DATA

DKIM2-Signature: i=2; d=alias.example; sl=key4321;
mf=b@alias.example; rt=c@destination.example; b1=PASS

DKIM2-Signature: i=1; d=origin.example; sl=keyl;
mf=a@origin.example; rt=b@alias.example; b1l=PASS
From: <a@origin.example>

A Message!
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U&RIDONAYAS XDFISENNT B

- B UAFION\Y S ZEBHEN I Dina(d. BFDEL
« ReceivedtOX-\WATIREBZ(ICEDIRWVEBDIFENTIILIFRLY

- MailVersionhYEihHhinsd

BEld. TONYVA (IS ZICTIFENRON
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=52 T
. BEDSA LR >T (RFC3339Ddate-timefzz (UTC))

« 2006-01-02T15:04:05 H1=LVig™D

- 2B BIDOED(FEBE NDINE
- draft-gondwana-dkim2-header (3 1:ABIBIOED(IZEIES
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c ICICDECE - ZET—/UCPoClELWLWC &

- exploded
« D NITIEDTE

- modifiedbody
« AXZZE U
 modifiedheader
« NYAEZEEBUZ
« donotmodify
« ZEHUIRNT
« donotexplode
« BDANITIESIRNT

» feedback
- FeedbacklL/h— hZEiZD T

=



s1, a1, b1, bhl / s2, a2, b2, bh2 L[::

EHOBEEMIBNDESICR>TNSD —
CEEBNEBURES, SUNEREHRT
« TEAACATIRRD

DKIM2-Signature: i=1; d=example.jp;
sl=sell; al=rsa-sha256; bhl=abc; bl=abcdefg;
s2=sel2; a2=ed25519-sha256; bh2=abc; b2=hijklmn;
From: <a@example.jp>

A Message!

JPPAAWG 41
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e AXD)\w 1B
- DKIM1TCl(drelaxed &EsimpleZziEiIR TS/
- DKIM2C(drelaxed(CEIE (EBIRTE/RLY)
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/1 made to an email
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A method for describing changes
made to an email

«c NWAYPARNDEEZELIRI DAL
- MailVersion ELYDA\WA Z BN

!
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MailVersion\w 4

v= UED I FES
bh=CcooUuE=Z3a>n/\v 1
 bin.n.m= PartE&m/\wv=1

c b= KXDLZE
 h.header&= "\wA5DL>E




AXDLSE

- C: start-end DEHDITZIE—TF D

- b: base64 TE N NJ/ziTZ2decode L TiEA
- t: textTEMNITITZIEA

« 7: ENHMERF UL, JTICRERRL)

AX5011TH(CH D JZURLODITHRHIBR LIz E DAY S

MailVersion: v=2; bh=...;
b=c:1-500,
b:PGEgaHJ1Zj0iaHROCHM6LY93d3cuzZXhhbXBsZS5jb20iPkVAYW1wbGU8L2E+Cg==,
c:501-702

o <a href="https://www.example.com” >Example</a>

JPAAWG




=1 ANYADLSE

- d: int EBHOAYAS ZHIBR. ElEE*TE2THIBR
- b: base64 TEh\ NS Zdecode U THEA
- t: text CEHNN TNV S EHEA

« 7! ZRIHMEF UL, TTICERERLY

A replacement for DKIM& LY D SubjectZZE8E U T
Reply-ToN\w A ZiBIILTZ

MailVersion: v=3; bh=...;
h.Subject=d:*,t:A replacement for DKIM;
h.Reply-To=d:*

JPAAWG o]
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|| Specification for
| DKIM2

draft-chuang-dkim2-dns-03 (2025-10-20)
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DNSADHERD 75 ik

« EARI(CIEDKIM1 &R U

» k=(Ced255190 FIIFHA]&E
» DKIM1(Z(ZRFC8463 TBIEN/ZHD

« DKIM2I(C [FZ2EERm
- Default(drsa

» DKIM25ERkBEF(C(Fed25519-sha256 DEENWE(MUST)ICE

BND
- shallddeprecated
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DKIM2 Procedures for bounce
processing

- BounceldDKIM2-Signature\w 45 dOmf=(Cx U TiXx 3
c CNZEDIRUL T, ;tDiXEE(ICHEL

> J\wORXFvwvAS5—PhIE




E1 _
=1 |l: BRix
A\5b.com(C A —)LZIX1E
MAIL FROM: <

RCPT TO: <dest@b.com>

DATA

DKIM2: i=1; d= ; mf= ; rt=dest@b.com
From: Sender <original@

To: <dest@b.com>

I hope this email reaches its destination

b.comhic.com (C#RIX

MAIL FROM: <something@b.com>

RCPT TO: <newdest@c.com>

DATA

DKIM2: i=2; d=b.com; mf=something@b.com; rt=newdest@c.com
DKIM2: i=1; d= ; mf= ; rt=dest@b.com
From: Sender < >

To: <dest@b.com>

I hope this email reaches its destination




|r!!1 #l: gmxEh S5Bouce (c > b)

MAIL FROM: <>

RCPT TO: <something@b.com>

DATA

DKIM2: i=1; d=c.com; rt=something@b.com

From: <postmaster@c.com>

To: <something@b.com>

Subject: DSN for ...

Content-Type: multipart/report; boundary="divider43541325151"

--divider43541325151
Content-Type: text/plain

This message is being returned.

--divider43541325151
Content-Type: message/delivery-status

--divider43541325151

Content-Type: message/rfc822

DKIM2: i=2; d=b.com; mf=something@b.com; rt=newdest@c.com
DKIM2: i=1; d= ; mf= ; rt=dest@b.com
From: Sender < >

To: <dest@b.com>

I hope this email reaches its destination
--divider43541325151--




WIJ: Dz D Eh S5Bouce (b = a)

MAIL FROM: <>

RCPT TO: <

DATA

DKIM2: i=1; d=b.com; rt=

From: <postmaster@b.com>

To: < >

Subject: DSN for ...

Content-Type: multipart/report; boundary="divider89869878"

--divider89869878
Content-Type: text/plain

This message is being returned.

--divider89869878 i=20DN\WA (FEHZ TL\D

Content-Type: message/delivery-status

--divider89869878

Content-Type: message/rfc822

DKIM2: i=1; d= ; mf= ; rt=dest@b.com
From: Sender <

To: <dest@b.com>

I hope this email reaches its destination
--divider89869878- -
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Secure SMTP/TLS SRV Announcemerﬂ:

- MXT(F/RKSRVL O— R&E@ES L
- Port25(3START TLS. Port842(ZImplicit TLS(ESBRAYIRTLS)




T 1ISRVLO—FR

- RFC2782 (2000/28)
- IRARE: _U—EX%._JOMIIL.ZLE
- AE: BXE EH h— b TR —)(—

)dtﬂ

_abc. _tcp.example.jp SRV 10 30 8080 api.example.jp.
SRV 10 70 8081 api.example.jp.

SRV 20 © 8080 api back.example.jp.

JPAAWG



Secure SMTP/TLSOD{L#Hd>

S

- SRVL O— RO —EX%A(E [_smtp-tis]
- portM25MIZSF(ESTART TLS

» portHh' 259 DIHE (FImplicit TLS(REZADTLS)
« port(&B42THDINRE

* SRVL O— Rh'dp D &S (EMXIEERARIRUY

START TLSDIES

_smtp-tls. tcp.example.jp SRV © © 25 mail.example.jp

Implicit TLSDIHE
_smtp-tls. tcp.example.jp SRV © © 842 mail.example.jp




RFC5321bis
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* EHLO, HELOMD5|ER D1 S (CRTITET

RFC5321 W 5DEER

« EARIRENMEIZEZ DD TLVRLY
- X EE(ABNF)DIZIE - ¥ - BAMEAL
» Source RoutelC 99 B37BA % HIIBR

- @examplel.jp,@example2.jp:hirano@example3.jp

« 25| 7R EDIENN
« EHLOMEZCKRITIZE 25| 28D
« MTAEMSADX 7l

IF (SHOULD NOT - MUST NOT)
+ EHLO localhost abcdefg @

—A MEfFlFBCE=TEE
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|r!!1 Appendix A.5 ZEY X > MO

RFC5321 RFC5321bis

From: Pete(A nice ¥) chap) <pete(his account)@silly.test(his host)> From: Pete(A nice ¥) chap) <pete@silly.test(his host is silly)>
To:A Group(Some people) To:A Group(Some people)
:Chris Jones <c@(Chris’s host.)public.example>, ‘Ed Jones <e@a.test(host of Ed)>,

joe@example.org, one@y test,
John <jdoe@one.test> (my dear friend); (the end of the group) John <jdoe@one.test> (my dear friend); (the end of the group)

Cc:(Empty list)(start)Hidden recipients :(nobody(that I know)) ; Cc:(Empty list)(start)Hidden recipients :(nobody(that I know)) ;
Date: Thu, Date: Thu,

13 13
Feb Feb

1969 1969
23:32 23:32

—-0330 (Newfoundland Time) -0330 (Newfoundland Time)
Message—ID: <{testabcd.1234@silly.test> Message—ID: <{testabcd.1234@silly.test>

Testing. Testing.




S

Received:TZD b—2 >(ZEF=EIE:§‘FE}_[::
5-

« RFC5322
- received = "Received:" *received-token ":" date-time CRLF

Received: Mon, 02 Jan 2006 15:04:05 —0700 O

&3

Received: ; Mon, 02 Jan 2006 15:04:05 —0700

« RFC5322bis

- received = "Received:”
[1*received-token / CFWS] ";" date-time CRLF

Received:: Mon, 02 Jan 2006 15:04:05 -0700 O

Received: ; Mon, 02 Jan 2006 15:04:05 —0700




S

Message-IdD<>MDHR(C4 Eﬁb“ﬁb\ﬁ:t::
« RFC5322

i
msg-id =

[CFWS] "<" id-left "@" id-right ">" [CFWS]

* RFC5322bis
¢ msg-id
msg-id-internal

[CFWS] "<" msg-id-internal ">" [CFWS]
id-left "@" id-right
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TDRFC5322MW 5 DEER

« EARMIGEMEITIZE DD TLVRON
o /9/1’A‘/ > DREEMSGCMTZHERR U CUTCICH T —
- [printable] (3ZEE%SE. [VCHAR] (FZTEBEESELRL)

« TOAEHMNNDIZ< S A




{/l}l SMTP Service
#1 ]! Extension for Client
1" Identity

draft-storey-smtp-client-id-19 (2025-5-30)



S

DSA 7> NBALDEN L_‘

-_——

I
s SMTPEREER AT S 7> hEBRAURIAD TEUA—ILRE |~

ZhE =0y

« BE)\AILImKAICHDSMTPOSA 7> MREF, Ry KD —

D7 KL APEHLODER E152 (CXZ T2 7400

* SMTPZHLsR L C. SMTPO 172 N BRI FZIX(E T

« kBl FZ 7T (CSMTPY — ) \—(I¥ith, HEITESD
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H48» ]

« EHLODILE: CLIENTID
» TLS/START TLSHETZ U T\ DIBEDHIHELE

« SMTPOY >
« CLIENTID <client-id-type> <client-id-token>
- client-id-type: UUID. S1/tZ>>X. /A XID. MACY RL RIR&E

« CLIENTIDONY > RFAUTHDB] TDFIHER I EE
* CLIENTID(F1E UDMX{ETE 70N
« RSETCCLIENTID(3EZE =N D




S

AFEDT )\ A AN DHAUTHDER
cRI—DOZA77> Mo izc< = ADA

A—RT—RA

LULWDOTHIFET D

« BEICHEDNTULWZAUTHEED IS
s SATCIRAF—RREZ =D (CU.
« CLIENTIDD& D /72U TEDNRIS —
. ?EQQ@T/ \ A ANNIPZHBLTULWTH. CLIENTIDTL — il

R NiE, MlCEEESZ R\

=] =i
UTHAERTI L T UV

IBE9 B
MAZFe] I D
ZEAY 5

* CLIENTIDZ 30D &R E U CEREE(l)

EUCHIAT S




C: [connection established]
: 220 server.example.com ESMTP ready
: EHLO client.example.net
: 250—server.example.com
: 250-STARTTLS
: 250 AUTH LOGIN
: STARTTLS
: 220 Go ahead
: <starts TLS negotiation>

C & S: <negotiate a TLS session>
C & S: <check result of negotiation>
: EHLO client.example.net

250-server.example.com
250 CLIENTID

: CLIENTID UUID 23bf83be—aad7-46aa—9e0f—-39191ccf402r
250 OK

: AUTH LOGIN dGVzdAB0OZXNOADEyMzQ=

235 Authentication successful

: MAIL FROM:<sender@example.net>

QL OOPODLOYO

HS

AN D




The LIMITS SMTP
Service Extension
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EHLOTLIimit&:E 9L LK

S

« EHLODIE: LIMITS

- il FRODAERH
» MAILMAX:
c 1NSYOZ 3> TUBTED A—)LE (MAIL FROMDI[EIER)
- RCPTMAX:
« RCPT TOOY > RODIEIEX
- RCPTDOMAINMAX:
« RCPT TOOVY> RTERDIIZ TR RAAZE

C: EHLO example.org
: 250—mail.example.com
: 250-LIMITS RCPTMAX=20 MAILMAX=5
: 250-SIZE 100000000

: 250-8BITMIME

: 250—-PIPELINING
: 250—-CHUNKING
: 250 STARTTLS
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Deploying and
|/ Using Emaill in Deep
| Space

draft-many-tiptop-email-00 (2025-7-21)
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FEHZEBO—EDRS I b

* IP in Deep Space: Key Characteristics, Use Cases and
Requirements
- (draft-ietf-tiptop-usecase-00)
* Deployment and Use of the Domain Name System(DNS)
In Deep Space
* (draft-many-tiptop-dns-01)
- An Architecture for IP in Deep Space
- (draft-many-tiptop-ip-architecture-02)
- Deploying and Using Email in Deep Space
¢ (draft-many-tiptop-email-00)
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FHZERB TOEmMailFIAB

« IMAP, POPY>Web X —)L7& ETCPIXRFEES (C(FAEL])

 ERFHCTEHQUICZEDDH KLY

« X—)LICDUVTIZIMAPZREST over HTTP3 over QUICT/®E
PIOVA-NA
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IR SERFEAX—)IZED L::

1. Earth Mail Gateway/N'SMTPT X —)LZ=(FELS L

2. Gatewayld X —)L%ZBatch SMTP(BSMTP) MIMEA =14
NTZEHRY B (RFC2442)

3. Gateway(ZZDBSMTPAT =T h%&HTTP/3 QUICZ{E D
TXIGT DRMAMEIDGateway (CIXET D

4. RKAIGatewayFRIEUEBSMTPAT >0 a5 d— R U,
KABIDERIZEA—)L T —)N—(CSMTPTIX{ET D




HFEH—/)\—DRDITA

S

 HTTPTIIURIDWEIRD T, MXL J— RAMEZ /RN
A XHD(CURILO— REFEHT S

_bsmtp._https IN URI 10 1 “https://moonmailgateway1.spaceagency.int/inboundmail”

_bsmtp._https IN URI 20 1 “https://moonmailgateway?2.spaceagency.int/inboundmail”

« IEDSEFIER (CAIRNDT, #BHNRANY T ZED>THELL
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Tt L_‘

- Bk SEFENIXET Diga. URILO— FPZNCHIGT
ZIP7 RL A (B F(CRRBENZH. FrvS 173

« KANAITIIERICHEBIESNEDNSFv v a0 Z{ERAITSD
e X—)IA\wWwAHRD RAA NIKAEITIEFFERIT RETIERLN

« RERA=)LZRS T DTN RINAT 1 )L ZHEkH S

HARICEAT D

« RIMUTDRINLT 1 JLF (FHEIEK EDDNSZSIR UIR WK D (C

9D

-_——

|
L




|/ BIMI on an
| Independent MUA

draft-brotman-bimi-mua-00 (2025-6-20)
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- BIMIIZDMARC, SPF, DKIMODAREENMAE T, FFICSPFIEMTA

UM TE7R0Y > BIMIOIREEIEMTATY®S
» FIRIEFMUA

* MTAE Y — R/\—=F 1 —DMUA L DEIDHEE
AD

S

JE(CDLNTE

L__

|
L




405> LE

S

» MTA(EBIMI-Location\w4/, BIMI-Indicator/\w 4/ 73 & DA
(C. BIMI-Receiver-Information\w A~ Z{3(13

» RFC53222WDHEF & RCPT TODlocal partzsha256C
hashUTEX =L FLAZED

BIMI-Receiver-Information: date: Tue, 25 Feb 2023 01:05:55 +0000 ;

rcpt: 6d9010b2b7a1483b256ae7477738dba’/c530bd9bad3db1d6691441e74b83608a@isp.net




W& A BB IEDHHES T

_—

=

- DKIM&EE U AET,. BIMI-Receiver-SignatureN\w & Z {7 E—
)

- MADELMSR(IL., BIMI-Location, BIMI-Selector, BIMI-
Receiver-Information

BIMI-Receiver-Information: date: Tue, 25 Feb 2023 01:05:55 +0000 ;
rcpt: 6d9010b2b7a1483b256ae7477738dba’/c530bd9bad53db1d6691441e74b83608a@isp.net

BIMI-Receiver—Signature: v=BIMI1; d=isp.net; s=marketing.example.org.sel_sign;
c=canonicalization; h=BIMI-Location:BIMI-Selector:BIMI-Receiver—-Information;
b=<SIGNATURE _BLOB>; t=timestamp

« CDIZEDNHBEE
marketing.example.org.sel_sign._local._bimi.isp.net

[CIRE
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