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https://security.googleblog.com/2014/04/new—security—measures—will-affect—older.html
https://support.google.com/accounts/answer /6010255
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SMTP #&ieLC. AUTH J¥> ReLT XOAUTH2 Z18EL T,
I>20—-RURRTZICAN=I2%FX U T X—ILXEDER R Z1ES

S openssl s_client -connect smtp.gmail.com:587 -starttls smtp -crlf

250 SMTPUTF8
ehlo XXXXXXXXXXXX
250-smtp.gmail.com at your service, [2401:2500:102:3007 :XXX:XXX:XXX:XXX]
250-SIZE 35882577
250-8BITMIME
I 250-AUTH LOGIN PLAIN XOAUTH2 PLAIN-CLIENTTOKEN OAUTHBEARER XOAUTH
250-ENHANCEDSITATUSCODES
250-PIPELINING
250-CHUNKING
250 SMTPLITFR
I AUTH XOAUTH2 dXNIcj1rYXNIQHNVZnRIc3Q * - * 5TN2F2SyllbmpRMDIWNgEB
235 2.7.0 Accepted
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https://security.googleblog.com/2014/04/new—security—measures—will-affect—older.html
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£2%1 XOAUTH2 vs OAUTHBEARER | [T
——Ty s reeen 1R

REaxX> b Google Developers RFaX>b RFC 7628
F = D4FE user=xxxxx<¥a> n,user=xxxxx,<¥a>
auth=xxxxx<¥a><¥a> host=xxxxx, <¥a>

POrt=XXXXX,<¥a>-+--

L RART

Zseql

Google HR—hk

Microsoft Hi—k v B

Dovecot

Postfix

X https://officeprotocoldoc.z19.web.core. windows.net/files/MS—XOAUTH/%5bMS-XOAUTH%5d-220215.pdf
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« 2023 Dublin: Modern User Authentication for Email

AUTHENTICATION
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https://www.m3aawg.org/blog/ModernUserAuthenticationEmail
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OS: RockyLinux9.6(Blue Onyx)
MTA: Postfix 3.5.25

POP/IMAP, 5%85IE: Dovecot CE 2.3.16




XOAUTH2 &L THE L::

PoJele: 1
- postfix, dovecot D1 >Ab—=Jl (dnf install)

- keycloack D1>A M=)l

- dovecot config 1Bl

- postfix config 1B

- Keycloack O&7E
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dovecot config
- BRIfFOFREEHTNC OAUTHBEARER & XOAUTH2 ZiENN

- args [(3IETFE IS OAUTH2 FHO IDPERTE(IFESH-ERICLOTIEE
ENEDNDDET

auth_mechanisms = $auth_mechanisms oauthbearer xoauth2

passdb {
driver = oauth?
mechanisms = xoauth? oauthbearer

args = /etc/dovecot/dovecot-oauth2.conf.ext

}

https://documentation.open-xchange.com/8/middleware/mail/dovecot/oauth_2.0_with_postfix_and_dovecot.html
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dovecot config

- postfix BIC dovecot DEREIEZF]

19 31z8h®D socket Z1BN

auth_mechanisms = plain login
passdb {

driver = pam
}

userdb {
driver = passwd
}

service auth {
unix_listener /var/spool/postfix/private/auth {
mode = 0660
user = postfix
group = postfix
}
]

https://documentation.open-xchange.com/8/middleware/mail/dovecot/oauth_2.0_with_postfix_and_dovecot.html
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postfix config

postfix MEREEIC dovecot AITARELIEYIY MefESLIICE

=Jur==

o AE

smtpd_relay_restrictions = permit_sasl_authenticated, reject
smtpd_sasl _type = dovecot

smtpd_sasl|_path = private/auth

smtpd_sasl _auth_enable = yes

https://documentation.open-xchange.com/8/middleware/mail/dovecot/oauth_2.0_with_postfix_and_dovecot.html
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dovecot (CXFUT localhost h*5 imap &L CHIHER

[root@default ~|# telnet 0 143
Trying 0.0.0.0...

Connected to 0.

Escape characteris ']

* OK [CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE
LITERAL+ STARTTLS AUTH=PLAIN AUTH=0OAUTHBEARER AUTH=XOAUTH2]

Dovecot ready.




postfix (CXJUT localhost iS5 smtp $&ktL CHIHEER

XOAUTH2 E&EUTHIE

smip

[root@default ~]# telnet 0 25
Trying 0.0.0.0...

Connected to 0.

Escape character is "]

220 hogehoge.local ESMTP Postfix
ehlo hoge

250-hogehoge.local
250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-STARTTLS

250-AUTH PLAIN LOGIN OAUTHBEARER XOAUTH2
250-ENHANCEDSTATUSCODES
250-8BITMIME

250-DSN

250-SMTPUTF8

250 CHUNKING




XOAUTH2 E&EUTHIE ]

|
dovecot HEILVEHET S IDP (4....SE|F keycloack F>THB | —T—

dovecot D%TE

/etc/dovecot/dovecot-oauth2.conf.ext

introspection_url = http://localhost:8080/realms/mail/protocol/openid-connect/token/introspect/
introspection_mode = post

client_id = dovecot

client secret =${client secret}

username_attribute = username

#tls ca cert file = /etc/ssl/certs/ca-certificates.crt

active_attribute = active

active value = true
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keycloack DF&%TE
- openjdk (java) D1 A=)

- keycloack D1>AM=)l

o keycloack #)
= E2EIDFIIC bootstrap user / pass ZEI8TE
= # ./bin/kc.sh start --hostname http://${host}:${port}/auth --http-enabled
true THEBTSES

o realm {ER
o client YERk

» client secret ZEZ TH<
o user YEpk
o role YEpk
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EFR(C XOAUTH2 THE#L THD
- VIJCAN=D2%2EUS

curl --request POST -s
--url http://localhost:8080/realms/mail/protocol/openid-connect/token ¥
--header 'content-type: application/x-www-form-urlencoded' ¥
--data client_id=dovecot ¥
--data client _secret=%{client secret} ¥
--data grant_type=password ¥
--data username=%{username} ¥
--data password=${password}
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E¥(C XOAUTH2 THEELTHS ——
- BEBUR7IOTAMN-=D>%7T>0—-RUT XOAUTH2 79t X

[root@default ~]# telnet 0 143
Trying 0.0.0.0...
Connected to 0.

Escape characteris '"\|'.
* OK [CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE LITERAL+

STARTTLS AUTH=PLAIN AUTH=0OAUTHBEARER AUTH=XOAUTH2] Dovecot ready.
01 authenticate xoauth?2 dXNlc

01 OK [CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE SORT
SORT=DISPLAY THREAD=REFERENCES THREAD=REFS THREAD=ORDEREDSUBJECT
MULTIAPPEND URL-PARTIAL CATENATE UNSELECT CHILDREN NAMESPACE UIDPLUS LIST-
EXTENDED I[18NLEVEL=1 CONDSTORE QRESYNC ESEARCH ESORT SEARCHRES WITHIN
CONTEXT=SEARCH LIST-STATUS BINARY MOVE SNIPPET=FUZZY PREVIEW=FUZZY PREVIEW
STATUS=SIZE SAVEDATE LITERAL+ NOTIFY SPECIAL-USE] Logged in
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ERX(C XOAUTH2 THEEELTHD 1
HEURT7IOCAN-=7>%7T>d—-RUT XOAUTH2 791X

[root@default ~]# telnet 0 25
Trying 0.0.0.0...

Connected to 0.

Escape character is "\]".

220 default.local ESMTP Postfix
ehlo hoge

250-default.local
250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-STARTTLS

250-AUTH PLAIN OAUTHBEARER XOAUTH?2
250-ENHANCEDSTATUSCODES
250-8BITMIME

250-DSN

250-SMTPUTEFS

250 CHUNKING

auth xoauth?

334

235 2.7.0 Authentication successful
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Unfortunately, most mainstream mail clients, including Outlook, Thunderbird, and Apple Mail, do not natively
support the OAUTHBEARER / XOAUTH2 SASL mechanisms with third-party OAuth providers like Stalwart. As a

clients to authenticate with Stalwart through standard mail protocols like IMAP or SMTP.

result, even though OAuth is a secure and modern authentication method, it cannot be directly used with these

https://stalw.art/docs/auth/oauth/interoperability/
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